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W Zero(133) Low (47) Medium (3) | High(?) 4 Learning(0) v Allow(2)  Q Monitor (176) % Deny(12)

More Filters v
Showing 190 Behaviors across 38 applications
2 S g5 L ,88 FeoF S S8 FfEES N § ¥
I §o 8§ T8 EF FF 4 s S fefSsS FFELFF £ F
P f s i s s S5 &g s S $ s s s PFEEFEFSESERPE, 33555552885 s
§ P S i o $F588 8588555385858 3F8FFFPFFereyg
T EST T TSI EFTFTEFEFLITFTEIIFIFELLE IS LSS E S §FFF S S 55585 €8
Acrobat a a = (o - ‘ i:
Acrobat Reader (1] (-] a [ -] = a -
at.exe . ,j
Bitsadmin a
Certutil B E =Y
CMSTP .
CSeript BEcEE a @ x @ a a = - @ a @ a aa v
Esentut! a
Excel @ X x Q x ¥ x x
Expand -
Extrac32 al
Findstr a
jwva a \
Lsass Q ‘
Makecab &
Mavinject a
Microsaft Workflo... - ]
Msbuild -]
MSHTA a @ HE a [N | a@a@ - al & & a
Msiexec = a
Msxs| . 1
Odbcconf < n 1>:
PowerPoint v a @ | m -
Powershell o @ | E @ BaHEa EcEE | al Q Q a a
Psexec
Psexesve a = = Q =Y
Regasm Q
Regedit &
Registry Run Key - l . - - .
Regsucs =
Regsvr3z HEEE [ | = Q - = =
Replace ‘ El
Rundilaz a @ a & [ ] a a =Y = L
Schtasks cEEEE R J
Wmic R | a
Wmiprvse B Q | =@ a @@ & Q|
word Y a q x a @ x Q|
Wcript x @l a a EE BEcEE BEBxEER B E = ﬂml}lrﬂ
6/14/2021 at 21:55 PM
12 | Broadcom Proprietary and Confidential. Copyright © 12 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

S TR MR IR S K EE A2 -

TERIE :
- FIREHEE BREROUEEERIE

B 1T A

- EPRIREAEE  BRERER LSkt Ekk
TRNE

- BIF¥E EETEBENITAME G

- BEREMITRERMNLE  BEEEEZMHEEELE
(F=

- REBEFAGHRITANIIRRIZHBIEES

g
Bl

- BEERGRRIEABSNERTR

- HEEEAEZSEMNIRIEMNER  TERERE

o RRREETYHRE/ANNES  BOEREODR
ERVTIBENE

© BROADCOM



H 4FA A
"o

FEMHE(GIN)Zm

HMRHEEIRNEIXRIEE -

REZEME=NAP - o I E A AR

MAYAPIE 1S 2 3K 15 B A IS S BI IS AU A BRAT

MR EZERAP ERESIFZEROBEEF

aL B olliEAEMERhMEENEEE P
EaREFNE -

:Syma ntec. v

A Division of Broadcom

£ BROADCOM

13 | Broadcom Proprietary and Confidential. Copyright © 13 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.




REIRE

o2 HAPIEZEFNEME=EKIEERE

BIiS iR HEBIEERS
« HARBRIOCOMIKEMRAERE
o AHEABHARER(IOC)ERUESE

QE= A E RN E =T Bk A
- KREFTRBBFEEVTSES

AR BN RN ERIEE

o [RETEVSEITRIMER R Z S W EEE)

s HAEZENEXMBREDES ARINERRDIREBRZ B E L REENT
c REREZX 8A BFEMHNERBEEE

© BROADCOM

14 | Broadcom Proprietary and Confidential. Copyright © 14 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.




BAIEIR

Documentation xan S Try N
o E *& ?IJ A P | API Table of Contents
ﬁ?ﬁ ﬁ Iﬂz /)|L$£ —

P Jﬁ gﬁ; lt% $E : Z AEA > BEEN  winhreatintelinsightfile/file_sha256)
—_ /ﬂ\. E 1‘H_1, iﬁ: ﬁ E/] & i\ IZ“& E EF‘ / D\ I s [ e50 | Aithreat-intelfinsight/network/network}

filelnsight N1lthreat-intel/insight/file/{file_sha256} This API returns file insight enrichments for given file sha256.

— ﬁ El] D I % domaininsight N1lfthreat-intel/insight/network/{network} This API returns file insight enrichments for given file sha256.

(EIREE S —
https://apidocs.securitycloud.symantec.com

Y, o
THREATOUOTIENT ANOMAL]  Splunk>

control

’43 Siemplify '}( ThreatConnect

15 | Broadcom Proprietary and Confidential. Copyright © 15 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

© BROADCOM




Email Security : £EREAETIZERIVAZEREEFIE TS

EfE 2R - REAIL(URL) FREE
« TREEE DN . E\E\%‘\Bﬁ#ﬁ%ﬁ

@

= &

1 HFAREEANEERE ERE
EE’JIM&F = & 2 MBS
« REREIE T @L%?iﬁiﬁéﬂ
R=E R (EUERE)
@Jﬂ EPE A IS SR B E RIS

© BROADCOM

16 | Broadcom Proprietary and Confidential. Copyright © 16 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.




BiRIER - B IRGEREN

s B

http://eww.newtonp12345.co
http://www.newton12345.com.br/

FEMEE: > - -~ A

http://www.mundo12345.com/
< l

. + BaE
I

S >

http://ow.ly/1234

DA< —

- = XRRE/EFZREAAN

- == EBiSymantec Link ProtectioniEfTRERE

v Symantec.

17 | Broadcom Proprietary and Confidential. Copyright © 17 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

» GINEEFHEENZATH
MERREES - AR R AN AIRED
HURLARR

= BEFRE - wEAERURL
» FPREEVERRE]

) 3E1§§E¥%EI”§EKEF1EZJ'JE"£’J%

) EEFEBHEENMBR G HEENRE
AR — RS

© BROADCOM



fFRFZ : Email Threat Isolation(B}M¥EEIREE)
iHPRAZ(S(ERY EFEE PRI A FERE R B RY = b

RSEEE

Email Threat
Isolation

]

REFREEEMG

FEEENBE

PRkt~ ZE1ERVERY e
\:‘ .\.”\ Eg N —
HRHRKE | pyames - e |
RS T 2 RIS —
I T 2 RS ————

- [RBER R

Ca

° [REEELSMMEG - LU SR #) ZEX IS A EL bR

* ZBREMEEI NERMEBERMPILIRY L/EERT
* OJ7E = im 2k ith I 32 5

© BROADCOM

18 | Broadcom Proprietary and Confidential. Copyright © 18 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



AERE R B ASHI 3 [0]fE

RIRE - Ei 1

EREFHERZESN

DITE SR

wEEE .
oiie B 1 B L A

=
=S v
BHEHE BEEAY WFES R
EENEE RV
OB o
BEFR BRMERE URLs &&fl
FHEHA HERRG BEER
W& B Y%

HEBEMEZFE L EBHEFA60+ B RIR

EIf:
RRIEE

—

INZE RFFE

HEHE R B4 E
o) fE

BATH S

web proxy

9|=JJ

splunk>

s ArcSight<t

Radar

I

J2L
o &
Symante SOC
c EDR
)
Symante  Symante
c ICA ¢ ICDx

22/'\

BENER

RREIRINRBE

HE B L5 E

EREDM

—

ERMERE

[&]

BEEHE

O

URLs &l
5

B - ROHE SR AR EY

19 | Broadcom Proprietary and Confidential. Copyright © 19 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

S Rl

A4S RIS

v BRI E R

© BROADCOM




PERIFESEEE - HiELANIRES

RIFEBERIE

@ i {4 %2 2 IR 7% (ESS)
8 H2018/04FH%"RE A

@ EF M - SEAEIE
H2018/04FHBE A

L2 ZFE(SMG)
52019/05/1553 %48 A

550E+
BR30XFESNESHE

20 | Broadcom Proprietary and Confidential. Copyright © 20 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

, AB 717 (CA)
£2017/1088 HA A

i 2 2 RIS (ASG)
BH2017/12FHBE AN

HE 2 lR#5(WSS)
£52018/02 BIfAZE

508+
BR30XFESNEEHE

© BROADCOM



'Symantec..

A Division of Broadcom

FAREERNEEER - TIREXESAIEEE

HPNAEZZ 2 ENRIE Y RMCINFRUEET] - MEZIK24/7 KIEEZENRERE - %

B+ ENSE  (TEEENBAEER R - — FIABLEDTLERA TR REE RN REY
BB - B Ee -

21 | Broadcom Proprietary and Confidential. Copyright © 21 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. A BROADCOM



FEIERKERE SR v/ Symantec

18]

®
% 48
2 3

b Ao mwmr |

— EESRENE/\G -
— BERRNEEKAEIR

© BROADCOM

22 | Broadcom Proprietary and Confidential. Copyright © 22 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



ENRE - EEBE

BEBRNEE

175M(8 &) & im =4

BEAMBIRE

sh Al BEERVA S

E1ES

8OM(BES)NHEBELZEIEAF
163M(BES)WEHZZR P
ISM(B &) EEHIR
SM(E & )RYED 455 1 IR 5I%

EA
== it
B =

es

- WEBEEHLIESE - AR
—- WEAABEREUEE
— WVRRBEE =S REREERIMEER
- WAERREMNEAINEERIE
« EREZEHIRE - HPIEMRETZOIRRAYSIE
- HYEEHSIZRHMFREEEEMEE - BRURRBEMFERNSEEK

© BROADCOM

23 | Broadcom Proprietary and Confidential. Copyright © 23 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



ERRZEE - HENHnNTEEHE

- ZIBEEBRREYR 2= EEHIBERHUCCPERELE
Rig Lt

« ¥¥FHadoop - ElasticSearch - Cassandra Cassandra -

Kafka. . E&mEGIN DB DI BE RIEF ST
- [FEENEHASEGCPB IIAREIE
— P8 R20TB(E#E1E)H R EIBIAREIE
— WATTBEER ;&R ( Metadata ) FITEZ
— HEB46B(10RE)RES ;tER ( Metadata ) FITER
— S500M(B &) ERNTAERNEE N (Profiles)
— 22M(B&E)1TENITARBS L (Profiles)
— EB2B(I0RE)ECIsEEER
« MIEMSNIELZEESN - AF—F#ERISEILEZ=10,0002= 4
BtiatE -

24 | Broadcom Proprietary and Confidential. Copyright © 24 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

9Jk5!

120K

BB ERY

ZEEH

© BROADCOM



SESCEhRHFIERIRIBIEF IR

BRBEEERSMEMA—NE BEEERZEBNFAIENRRE

e IMEREENEEE
= ABEENSOCHBEATNAZENENMENKREZNE IR KEB O RSHA

ZIRSERE RS -

73 i BB F BUAE 73 ZHEATE 1R

EMERBER D MENRIR WAl B FAA RN TR - RES - £XI0(TTPs) S K EE
1TI/;|L$sE - WHESESCEEZEMINEHRUNBEPIREFMIVRELSR - ERPIRREFERD
RS R BR HE 1%l BE Bx AR B 48 150 25 {813 P2 l 2B W BB MH Ak P 32 B R AR $51R( 10C)

1|

I

o UZHEENEIKEE

BERENFNEFE R 2L ZRUERN (LI ZBRNENAPI) - BaKEIR M p K2
HIBETD -

F—IEMEES ~BH . AEZHBREMARILFERRERESISNEIZH

25 | Broadcom Proprietary and Confidential. Copyright © 25 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. e BROADCOM



REBIRFHERIHRS DITEFERA LA S FTE RIS RER RIS

1. £l 2 BB B RE R ERRM R E L Ein 7 TR o] £E 5 44
2.BERFONMBEZXRBEBREEL SRS HIRMHESFHAMOAE
BANMBERERTEERB B L EFTIEFERRENHNERI OJFFEN

T K B H A BB E 1T =R
PUESHEIZ

EHX R EE TR ig ﬁﬁﬁ(gﬁ“’(ﬁ)%;ﬁz%;:gﬂ?:m

SESC HREBO
ERIER A E T

i

(I &a 1%
IEIET)

B2ZEERIREN

SESC
2 BUE TR EREIHD I SUE L SETTES
(EDR)

© BROADCOM

26 | Broadcom Proprietary and Confidential. Copyright © 26 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.




BRBEF [BEMERALISS(A)+REERERSE(RIERIES

Q' Endpoint
Incidents

@

+) Add Filter
=

Results (Showing 16 to 30 of 37)
ar}
5] DESCRIPTION LAg

Threat Hunter Analysts identified a backdoored SolarWin...
Q ,,.* 100295 s;nd:iox detection: 1929.exe De
El'_,L_‘]_ Jﬁ 100305 '\.'19"".0')‘ Exploit Attack: Data Execution Protection - Execu... De
[h M, 100306 I\:‘Iem?ry Exploit Attack: Return-Oriented-Programming - ... De
L;é;__ 100294 stplc.iuus Powershell detected: suspicious encoded com... De
E .*Ei.. 100253 S::wrcmus PowerShell detected: suspicious encoded com... De
® _~ 100257 S:.ISPEELEd ransomware activity. Da
m ,_Ji.:": 100291 SE.'!MI::C}H detection: Kz8AuFrBb.exe De
5:} '_,ﬁ 100290 S:andgox detection: glFhppSQD.exe De

&b 100289 Suspected ransomware activity. De
{C} o -

":é‘-' 100288 S:an(lgox detection; 2ZupB2aTH.exe De

_*: 100287 S;ml::ux detection: HXZNMZty1. exe Da

“'3' 100286 5;11(]!;0: detection: a1SuYlZIX.exe De

I,‘é}: 100285 S.prrslous PowerShell detected: suspicious encoded com... No
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15 of 37 Items [Clear] @

@ Comment e Close o Derny File @ Allow File ° More Actions ><

100310 @

Threat Hunter Analysts identified a backdoored SolarWinds Orion updater in your environment

High Open Cloud Analytics Dec 3, 2020 04:42:20 PM
1 o Analyst Reviewed Dec 7, 2020 10:53:05 PM

24 Dec 18, 2020 05:26:44 PM

Symantec Threat Hunters have observed activity in your environment that suggests the presence of a backdoored
SolarWinds Orion Platform update known te have been leveraged by nationstate-sponsered actors in recent attacks
against multiple U.5. Government agencies and other high profile targets. Although the presence of the compromised
version of the SolarWinds Orion Platform requires immediate attention, we have not identified secondary exploitation at
this time. In typical supply-chain attacks many victims are affected by the first stage of the attack but only those fitting
the adversary's target profile are further compromised. We are continuing to investigate for signs of activity that could
indicate secondary exploitation and will let you know if further activity is discovered.

10Cs:

sha256 019085a76ba7126fff22770d71bd901c325fc68ac55aa743327984eB89f4b0134
sha256 ce77d116a074dab7a22a0fd4f2c1ab475f1 beecd2e1ded3cOblaad211fe858d6
sha256 d0d626deb3f9484e649294a8dfaB14c5568f846d5aa02d4cdad5d041a29d5600
sha256 32519b85c0b422e4656debebrd1878e95fd95026267daab42 15ee59c107d6c77
5ha256 dab758bf98d9b36fal57a6bcd0284737abfB9857b73ca89280267ee7caf62f3b
sha256 eb6fab5a2964c5817fb239a7a5%079cabcalal0de4fb3e07155f28b0a57a2cled
sha256 c09040d35630d75dfef0fB04f320f8b3d16a481071076918e9b236a321¢c1ea??
sha?56 ac1b2b89e60707a20e%eb1cad480bc3410ead40643b386d624c5d21b47c02917¢
domain websitetheme[.]com
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