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Results (Showing 16 to 30 of 37)

DESCRIPTION

Threat Hunter Analysts identified a backdoored SolarWin...

Sandbox detection: 1929.exe

a =

Memory Exploit Attack: Data Execution Protection - Execu...

Memory Exploit Attack: Return-Oriented-Programming - ...

Suspicious PowerShell detected: suspicious encoded com...
»
Suspicious PowerShell detected: suspicious encoded com...
Suspected ransomware activity.
-

Sandbox detection: Kz8AuFrBb.exe

E B

Sandbox detection: qlFhppSQD.exe
E B

Suspected ransomware activity.

Sandbox detection: zZZupB2a7H.exe
=
E B

Sandbox detection: HXZNMZty1.exe
E o

Sandbox detection: alSuYlZIX.exe
5 O

Suspicious PowerShell detected: suspicious encoded com...

De

De

De

De

De

No

@® coment @ cose @

@ High

HimENRISOC

15 of 37 ltems [Clear] @

File @ Allow File ° More Actions ><

100310 @

Threat Hunter Analysts identified a backdoored SolarWinds Orion updater in your environment

High Open Cloud Analytics Dec 3, 2020 04:42:30 PM
1 Analyst Reviewed Dec 7, 2020 10:53:05 PM

24 Dec 18, 2020 05:26:44 PM

Symantec Threat Hunters have observed activity in your environment that suggests the presence of a backdoored
SolarWinds Orion Platform update known to have been leveraged by nationstate-sponsored actors in recent attacks
against multiple U.S. Government agencies and other high profile targets. Although the presence of the compromised
version of the SolarWinds Orion Platform requires immediate attention, we have not identified secondary exploitation at
this time. In typical supply-chain attacks many victims are affected by the first stage of the attack but only those fitting
the adversary's target profile are further compromised. We are continuing to investigate for signs of activity that could
indicate secondary exploitation and will let you know if further activity is discovered.

10Cs:

sha256 019085a76ba7126fff22770d71bd901c325fc68ac55aa743327984e89f4b0134
sha256 ce77d116a074dab7a22a0fd4f2c1ab475f1 beecd2elded3c0b0aaB211feB58d6
sha256 d0d626deb3f9484e649294a8dfag14c5568f846d5aa02d4cdad5d041a29d5600
sha256 32519b85c0b422e4656debebcd1878e95fd95026267daabd215ee59c107d6c77
sha256 dab758bf98d9b36fa057a66cd0284737abf89857b73ca89280267ee7cafb2f3b
sha256 eb6fab5a2964¢5817fb239a7a507%9cabecalal0464fb3e07155f28b0a57a2c0ed
sha256 c09040d35630d75dfef0f804f320f8b3d16a481071076918e9b236a321clea??
sha256 ac1b2b89e60707a20e%b1cad80bc3410ead40643b386d624c5d21b47c02917¢
domain websitetheme[.]Jcom

Anmain datahacanalaral Tram
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. OEEEREE  Eu Py R
1%1—_[:/’3"':':[, top(?uosu"rjtrles [

"tw",
. 1%—% "eS",
N "de",
— == ] "mx"
— @}F/J %*ﬁ ],
> S H "topIndustries": [
— E% —_I"—?—‘ ( F_&'ﬁ'ﬁ ) "government",
"information technology",
— Age "professional services"
N ]
~- E3x },

"firstSeen": "2020-09-11",

— i‘lﬂf@ﬁ[% "reputation”: "BAD",

"prevalence": "Thousands",

- EREIEFE "fileSha256":

"af730c7947f9aa7bf0d6e2940b7b41774c69bacaad 1cf2e5d65f

Sy 11aca0c732a",
- *HE%“{E’ °ae C"Ias?Seen": "2020-09-11"
— Hihig= }
}
— URLs
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"processChain": {
Meoiazuo . 2be981b3686ee5e725583f5936f5f0a0992723cad7844
57f91d9d1d5a15a0852",
"chain": [
{
"parent": {
meonal2b6": "75bb70a262337ceaaa3d4e91282b1e5a0691cb0
27f1b304cf2fa63a042139c22",
"processName": "ksdlllauncher.exe",
"parent": {
"fileSha256": "77fd3f04b6d3c4c0c6b05363b1cc95edc0c05
39e1eacff2ceae87b9f2783f8f1",
"processName": "userinit.exe",

"parent": {
"fileSha256": "b5170d0e86b93d83c67636fe2c1207139cf
cbc9114bbfd74d127cddcbd8fa114",

"processName": "winlogon.exe"

}
}

1
"child": {
mcona256": "000000000000000000000000000000000000000
0000000000000000000000000",
"processName": "dummy.exe"

}
}s
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"b820e8a2057112d0ed73bd7995201dbed79a79e13c79d4bdad81a22712387e07",

IWE SolarWinds Y Teardrop & F5 = e

[
BEQB‘BcbaLd“ e49606d96dd2¢ 48072 70082ccTe54449a7dchd20fed"

"bySignature"

"b820e8a2057112d0ed73bd7995201dbed79a79e13c79d4bdad81a22712387e@ 7",
't "BAD",
"LessThanFive",
": "2020-06-08",
: "2021-02-89",

"Network",
ol

inf 1n.1.1:"= oftwar es.com"

56ded1faBad4fa7ff166702712a698ba2fea7lafcech21716519bd5751baf3ed",
1f6855966ce40d5chbb2696cA77be fRAITRT6929511226e81e751337d97090
de3f1f1546a6badeaab140dalc6bdf@T51ech@R3TRO2579T1c27ba2ddbB25T43"
“1817a5b79c01835bcf8a975c9T1d94b0ceT 622003394858 f9385978T6d730c
"3f58aba2b697baBo6607ed6dd7d93349chB2Tad4 814177 F3b5b7ce9437607h
"eb6fab5a2964c5817Fb239a7a5079cabcaladdd6d Th3e@715528b@a57a2cle
"¢5a818d9b95e1c548d6at22b5e8663a2410e6d4ed87d 7 fIdafTdfeefa29872e",
"240ef5b8392b8c7a5a025¢36a7e5b0e03e5bbAd0d1a28703bb22e6159a4 fd10e"
“be9dbbec6937dfedab52c0603d4972ba354e83c06b8397d6555Fd1847da3672
“9556@9c f@b4ea3shan9d523a0 767508484 Fee55c458ad079b4031e82433 Fdb 3
“a3efbc@7068686balc19a7ef21f4de15d15b41e7680832d7bchadB51436682d" ,
“ffdbdd4608420972Fd2926a7460c198523480bc6279dd6ccal77230db18748e8" ,
"da6@85596768540ae5 ¢ f407693bd2cf138cb6443dc6e7a0830862b8b71d9e18b",
“2b3445e42d64cB5a5475bdbcB8a50baBc@13febb53ea97119a11684b7595e53d" ,
“e@b9eda35T01c1540134aba9195e7e6393286dde3e@P1fce36Tb661cc346b91d" ,
"f2d38a2976727 f4ade62d8BdBa68deRd52a0695930b8c92437a2 T9e4de92e418",
"abe22cf0d78836c3ead72daeafdc5eeatdc29b6Teb597741651979f cBfbd2417",
"@f5d7e6dfdd62c83eb096bal93b5ae394801bach36745495674156ead6557589" ,
"bBaB5cc49270ffadadcd446b693d5aa2b71dc4 fa2bF5022b f60d7b138B4F666"
“92hd1c3d2al1fcdaba2735d9547bd02615681b20f36a0e7 ca2 f2d451F1b62690" ,
"02c5a4770ee759503ec2d2ca54373b63deasf f94da2e8bac733F132c00  cTeal",
200951 cc76b497F13dch756883be3377cd3a4692e51350c92cac157fc87e515",
’“%F‘ﬁﬁk%}"ﬁ%‘ﬁ AP|EF'TEHQ "29e35055113dac104d2bb@2ddeTe33413faede5a426eReeadd fd2cldce692Fd
= “a58d@2465e26bdd3a8397d90edb317eeced31d28cab2@3bbdde569e11247d
"db9e63337dactOcoF1baaBE145Fd5 11007002 63124799180 528ac]1d551420" ,
“cc@82d21b9e880ceb6cI6dblcdBan375aatB6a5T444ch@144b70e01dc69048e6"

"b820e8a2057112d0ed73bd7995201dbed79a79e13c79d4bdad81a22T12387e@7",
[

"AntiVirus",
sion": “20210129.@03",
: "backdoor.teardrop"

: "byThreatActor"

|OCsAEREAE{th T : https://symantec-enterprise-blogs.security.com/blogs/threat-
intelligence/sunburst-supply-chain-attack-solarwinds
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~

NAEFRERZEGER)E—THE

: "3c2fe3@8clab63e@6263bbact793bbedb2259d795fcc36b953793a7e499e7 171",
H |

s tpNlel

falues": [

"g@afal5eB86a5d6fcbfc39b24bebd2b900f2890F2dd4 f780b64c621aac9407d8 1",
"Be3d@3fbfbl10da6da3662a44TB8b913db5cBbl7baae58fc5d6f1d6de23ff3091",
"893c54c229b49f2c384TbBBfd64aT42029948b7d5c3 f9ce343b0T2df93d0bBaS"

: "bySignature" : "3c2fe308cPa563e06263bbact793bbedb2259d795fcc36b953793a7e499e7 71",

[

"File",

L A
"e790365725392aa2e75¢cd72922110925b8db1f8bb5b54207d3e429%e528%94bbdc",
"3b5bf2d8fc5ba5f7ddblcf624fca53ce3al6add021c1d1455b469fdad@l44bdl”,
"¢55871286397d8c398f781738f fd402ccf5487b4415d794e813cb430d717cOb4a",
"f6b4d18fabd3c4958711ac@d476c21a6fdf28971989a0ad290b43f463ddBb5b0",
"360ffb7dafc5c3ef@055ea589146d075329ad924421025d97c@3adca8d162761",
"Ohf76ea2lf5fc2cBecd3ffaff0an95936efcold44495b81f70c5fe77694b694aa",
"B8694c5732d26921eea2958%a9fa4182139%ef3d9%eabbbd@acca8994bdaasdefes”,
"p9326e764dafl190d1a888e6ed786faed71ef03befb®3abb485357 foded5f9abe”,
"13ad43ee6d19dfc9709c3106d796bc3f21791a564e443d042a5aa117 f2680649",
"bf74b5707c2f035dala348658a60e22c32d0 57340826 cdefcbaibdlea9c8f3”,
"882a3a@f60fb5bb17b@6ald4798albfc3cde621fcB8242bedd810932fakeb 10",
"c4e98f07178cechIcacddScedbBI2TedBa2a299cblbBecdaB7526e768af617410",
"@dcl1fbedf8855738768b02f656651f4936a40631987d626a59%¢ea7@c8chdb2faC",
"aBbd6ab6dlfS5alefcd649792a06f3ae9b37158d48493d2eca7/f52dcclcb9b6536"

feb4d18fa@d3c4958711ac@d476c21la6fdf2897198%9alad290ba3f463ddBb5baA"™,
] i "wininit.exe"

¢ "d7bcde . 8fd9914fbBe7b90dB869a38fBe6f94fblbfdeBe2bdd7" ,

WEEPIE R B IFE APIPIZEY
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Endpoint Security Complete

o \Y 74
;F E ?%j ﬁﬁ % Name Path Value
A fthreat-intelfinsight/file/file_sha256}
nsight/network/{network}

Documentation

filelnsight This AP returns file insight enrichments for given file sha256.

domain Insight This API returns file insight enrichments for given file sha256.

S ~
e &
38 API
337 | > GE Nlfthreat-intel/insight/file/{file_sha256}
- XEBTEIFERRE
— E |:|| % > GET i Nv1/threat-intel/insight/network/{network}

° ,_Ezw: nrﬁ fé \[Z ZI:—I\ https://apidocs.securitycloud.symantec.com

— HBBE&E#R SOC # Out-of-box T 1E
/)|L$£§T7§

e
THREATQUOTIENT A NOMALI
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