EFE AR S B R R MTVES P ABEME RS REERD
RELZE N FRERERMEE S ERE i EEAN ARG - EEKBKERENER
IR S 2L - BRA R L E A B T T R T BN AR s WK B i BT
HIZ2 2 - WBERARE » BRPIEARE - —ZRAmEE A BCENER R ERlE
Wb - DUES S REMNRT EEHEE - BE R el e a8 a LA
PSR - (H% LR/ DI T RIS T - BEAE S ZeH T ERTET
YRR A R IRE T - EREENEE O 2R RENRE - BHE IR
FEF 58 e R P& /N 25 (Protection Bulletins) °

BB E N EEREMER S FMAS

Wi REARBRET | 3 r s e BuREBE0EE-

FEinR R ABEMIER AETEL RS IPS) B4R (AT EAXERR)

EPR A AZTE 248 (IPS) B3R —RAVE G E a5 2 > n[{rEafEE
500 s&FERDEEE TNV EIE(EImECRE 28 FEIR ) -

WA T RN SEP HIMERS RS 2 (IPS) 1F 110 E{EZ (F&mBE F4aILlH (1-771.947
(RRIEE o BT EETE 95% 1 AP B ATt A XL FH I - (2022/06/06)

e E21E7005IR%E L » FHIET9,6808BREF e £1159,00051%K25 F - FHIE T380EXNE

®EWebfRFE2200RM © MAERRENRE -

o 1T42E3,40050H%2 L+ fHIE 73,7608 RE o 7£345E2,20051m%5 L - FAIE T860B RSB
A BHIWindows EERIRIRDAIRNE - EEFETQRIREEZHEBIHIEE

e 1£726,6005Windows @R E# - FALLT e 7£55051MR5 L © fEIE T 340BRNBEHEZE
21308 E - RINEE -

o £155900ih%E: L  FHIE TIT0OBRNERF e E1182,7005ixm% L » BEIE 75908 R EE
BARESRA EHEECACEMRMER

e 7£85%2,30050m%E £ * PHIE T4008BREH e 7£8,0005i0m%E L - FEIE T 2555,2002X00%
RHTECMSIRIE © FREH o

sRF R A PAE AN 8 (AR B LR IPS (F % L ESEP/SESE —fxHimeE L
B RS EBRH EWE e % > FEEELEE [ REGHETER) » DIEGE
ERE - BEERICERIERUARIRLT IPS HURRE] » sREMRLZE ML n SR A 8 -

2022/06/08 REEZ L ERTEEY - - PR T FI T R PAE B R

SVCReady S ARRV#KEAIE# RedLine BE MK EITENIH

—HEHRE Fy SVCReady 28k AR 2 IEHEE 2B ETE Word A REHV4ERE Y A B -
1 E > SVCReady H|FH —EFFIRHI S o A< A E R IRBE YA B - MEAAET 2 8RS E R
EEAERES THANES - HEEANEETEEMN VBA EREABRTREEREZ T
Shellcode ° £#T—ZfE ) SVCReady HITTENH » Redline FERAZ AN E R A B HHE AR 22
e

EME T BN I R AL 2 FE A R (SEP/SESC/SMG,/SMSMEX/Email.Security.cloud/DCS/EDR)
o DUTNERBH By Symantec (I ENHI R EAE 2040 KA R TERV &R -

BERE(BREENEPNRSERE)HE -
e [SB.Downloader!genl77
e Trojan Horse
e Trojan.Gen.2
e Trojan.Gen.MBT
e Trojan.Gen.NPE
e W97M.Downloader
o WS.Malware.1

B3 2 B P E R -
e Heur.AdvML.B
e Heur.AdvML.C
e Heur. AdvML.M

B EEE (MR EEERAWSS-- iR EiRAE 248 1BiE Z2RH) :
HEBRAER RSN T R EER A 22 RS -

2022/06/08
WEEFAMSDT FollinailFFREBEEEnEE

HEEEE B E2 ET - - &80T » BRI & H#HE K Follina (CVE-2022-
30190) &2 BT (RCE) JRH > FE Wi AR 52 BNNETI A% L - Z{ENEET
JRAF RS E RS &P B & AR ER - EHP—E@f T > BT KR SR
F T #E Ry AsyncRAT HVELGFEURE « £S5 —(EfF > WEEEE T —AEEE= - HiEZ
Firefox ~ Chrome 1 Edge ZE49E 8% 25 cookies MIEEFIY S BRER)

FEFRAIE LIS A& R - S F A MSDT Follina JR/HEfE A BIHFEURE (RAT)
FFEERE=(

EF 8T BN I R AL 2 FE A R (SEP/SESC/SMG,/SMSMEX/Email.Security.cloud/DCS/EDR)
o DUTERBH By Symantec I ENHI R EAE 24T A R TERV D& -
BRI (BN BRI HNRS ERIE)HE -

e Backdoor.ASync

e Downloader
o [nfostealer

HARR B E -

FeAMHY Webpulse (F8EHAKMED) 48 H H BIEIERHEZS DU B Se A A RS B PRE Rl - Sk EA
Fyd N o SV H AU

e Web Attack: MSDT Remote Code Execution CVE-2022-30190
ENZ2CHR(GERAREERDCS) :

DCS THaXBERENA $1E MS Office JERREZURFAIEZ 2581b - DCS Bk MS Office FEMFEX
B Ean < g es - EFE cmd.exe ~ powerhell.exe MIHEAMFA2F o HhAL » ENEERFEHVRE > 7]
DUE i *\msdt.exe FriEDRGETHEH] "Microsoft Office N AJ T THIFEZN" Ak i1 2 fE = ChE
TR -

2022/06/07
YourCyanide-- —f&E&#* cmd BYEHZREREE

YourCyanide E2E{l GonnaCope ~ Kekpop B¢ Kekware -+ F o AN omd $IRIES SR
IR - P8R » SRR R e 1B B E 2 Powershell FAIAHY Ink FEZE(E% - ARSI ZHES
HHEER - L ERE L R EEREFEE T - RBENSRRA B AN A BRI S R
PE--E M 2 2 E an AT H 8% YRS ZE o YourCyanide %8 1] DAFEZ BUALAY RS U EEfE &
IR ER} o By T RBHUSEER] » EEEEGFI A Telegram HIKH%ES A API

P985 AN — IS R (I 2 78 3 (i 3 (SEP/SESC/SMG,/SMSMEX,/Email.Security.cloud/DCS/EDR)
o DUTERBH By Symantec (BRI ENHY B AR 4410 KA R FE A& -

BRE(ENEEXETHNFSERE)DE -
e Downloader
e Trojan Horse
e Trojan.Gen.2
e Trojan.Gen. MBT
e Trojan.Gen.NPE
e PasswordRevealer
o WS.Malware.1

TR (Snoar) BYFAEE :
e SONAR.SuspBeh!gen650

Hit a2 T e &Ry -
e Heur. AdvML.C

2022/06/06
Ginzo (X#Zingo) -- FEMER NS RIETALIRER

SAEY) » —(E# 8y Ginzo (UH§Zingo) HIFEEE B2 EIMEMERE L BIRIRE - ESHRR
RSITIREEEE RN CRIRAERZ 0 - AT Telegram T agRiRHL - (LD
B ERE - ESEN o B SHEETS - Discord REAAIIFSEE - TEAEN THH
iR ~ BHUE A S AE R - BOTISEIRET - B 1M AR BE4E E R I T o
{E RBRRAILES 3 HLE TR T -

P T DN L — I R HR L S f AT 3 (754 (SEP/SESC/SMG,/SMSMEX/Email.Security.cloud/DCS/EDR)
o DUTEREA fy Symantec {6 HIEN Y52 B AR =AM KA RCE FER IR -
SR = PhEES) -

FEEMIGEZE (SMG,/SMSEX) BVEN 44808 27 4= f 8 K F R - BimE 242 k%
(E-mail Security.Cloud) DA E/ R FERE (ETD) - BRREFEHLE P iwae SR ik & N R IR
(B A& -

ERE(ENEEXETNRS ERIE)hE .

e Trojan Horse
Eit R 2 TP E R

e Heur.AdvML.B
{BEEIEPHEE -

M8y Webpulse (48 HAk{E) 48 H H #h[olgEAESR DL HAT /o ERVAEpS fa PhsE Rt » S5
R0 AR 48 EH AU 8

e System Infected: Trojan.Backdoor Activity 634

2022/06/06
EEERE Qakbot TERFTHIITENRMER LNK Hl XLTM

TEAAIARHY Qakbot $RITHEEHHEI QA ETIF IEHIEIS: - NI I =2 AR R Y
1781 - 242K > Qakbot AIREMFATEIHY R T CAC I E (i I B g R g T - Alp g B
Rty - AR AR EAFEETTE) - B EEny XLTM A1 LNK fE AR Ry s s
EEA—TETE -

P8 T DA — I TR (i S5 RS R (7 5 (SEP/SESC,/SMG,/SMSMEX,/Email.Security.cloud/DCS/EDR)
* DL FEREAE Symantec (ELHIEINT T RERE R 4408 R AT R FERO Tt et -
B 2PhERS -

NEEH IR E ZE (SMG,”SMSEX) RYE{FEE, 2R ke EHEDTEE - EimE 2 ik
(E-mail Security.Cloud) PAR A FERE (ETD) - #PREFEALA% I FH P iR 4R SRR U N 4 M R
(B A &) -

BRE(ENREEXESHNREERE)E :

e Downloader

e [SB.Downloader!gen347

e Trojan Horse

e XI.M.Downloader!genl

o XI.M.Downloader!gen?2
B a2 8 PR AT

e Heur. AdvML.B

(R ORBREEM-FrEBfEA S R B R

o m We Keep IT Safe, Secure & Save you Time, Cost M1 HR

IRFEE L : 0800-381500 | +886 4 23815000 | http://www.savetime.com.tw



http://www.savetime.com.tw
http://www.savetime.com.tw
http://www.savetime.com.tw
https://www.broadcom.com/support/security-center/protection-bulletin
http://www.savetime.com.tw
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEPSESESESC.pdf
https://www.savetime.com.tw/datasheet/DS-SMG.pdf
https://www.savetime.com.tw/datasheet/DS-SMSMEX.pdf
https://www.savetime.com.tw/datasheet/DS-Email-Security-Cloud.pdf
https://www.savetime.com.tw/datasheet/BR-DCSSA.pdf
https://www.savetime.com.tw/datasheet/DS-EDR.pdf
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEPSESESESC.pdf
https://www.savetime.com.tw/datasheet/DS-SMG.pdf
https://www.savetime.com.tw/datasheet/DS-SMSMEX.pdf
https://www.savetime.com.tw/datasheet/DS-Email-Security-Cloud.pdf
https://www.savetime.com.tw/datasheet/BR-DCSSA.pdf
https://www.savetime.com.tw/datasheet/DS-EDR.pdf
https://www.savetime.com.tw/symantec/DCS.asp
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEPSESESESC.pdf
https://www.savetime.com.tw/datasheet/DS-SMG.pdf
https://www.savetime.com.tw/datasheet/DS-SMSMEX.pdf
https://www.savetime.com.tw/datasheet/DS-Email-Security-Cloud.pdf
https://www.savetime.com.tw/datasheet/BR-DCSSA.pdf
https://www.savetime.com.tw/datasheet/DS-EDR.pdf
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEPSESESESC.pdf
https://www.savetime.com.tw/datasheet/DS-SMG.pdf
https://www.savetime.com.tw/datasheet/DS-SMSMEX.pdf
https://www.savetime.com.tw/datasheet/DS-Email-Security-Cloud.pdf
https://www.savetime.com.tw/datasheet/BR-DCSSA.pdf
https://www.savetime.com.tw/datasheet/DS-EDR.pdf
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEPSESESESC.pdf
https://www.savetime.com.tw/datasheet/DS-SMG.pdf
https://www.savetime.com.tw/datasheet/DS-SMSMEX.pdf
https://www.savetime.com.tw/datasheet/DS-Email-Security-Cloud.pdf
https://www.savetime.com.tw/datasheet/BR-DCSSA.pdf
https://www.savetime.com.tw/datasheet/DS-EDR.pdf
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEPSESESESC.pdf
https://techdocs.broadcom.com/us/en/symantec-security-software/endpoint-security-and-management/endpoint-protection/all/Using-policies-to-manage-security/managing-intrusion-prevention-v36820771-d53e8657/enabling-network-intrusion-prevention-or-browser-i-v38557434-d53e10153.html
http://www.savetime.com.tw
https://www.savetime.com.tw/Symantec-Protection-Bulletin-Weekly.asp

