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Introduction: Active Directory 
Security Risks
Why is Microsoft Active Directory (AD) the business world’s 

most targeted asset? Because with just a few queries to 

AD from a compromised endpoint, attackers obtain all the 

information they need to steal domain admin credentials 

and move laterally to high-value assets. Put another way: 

Attackers gain control of an organization’s vital assets simply 

by compromising a single domain-connected endpoint. The AD 

database exposes all identities and resources on the corporate 

network to any domain-connected user; AD authorizes users 

(whether legitimate or nefarious) to use its built-in query 

capability to locate sensitive information.

Unfortunately, AD may also be the least protected asset in your 

company. Nine out of ten companies around the world use AD 

to control and maintain internal resources, but most companies 

focus on defending endpoints, applications, servers, mobile 

devices, and networks, leaving AD dangerously unguarded. 

You cannot disable the AD query capability, nor detect users 

making the queries.

This ability to stealthily access network resources explains why 

many attackers prefer AD reconnaissance over network scans. 

And it explains why attackers eagerly exploit the default AD 

query capability. See attacks documented by MITRE below:

Active Directory Is a Basic Building Block of APTs*

Group Name Alias Credential  
Theft

Active Directory 
Enumeration Timeframe Origin

APT 3 Boyusec, UPS Yes Yes Ongoing China

APT 10 Stone Panda Yes Yes Ongoing China

APT 28 Sofacy, Fancy Bear Yes Yes Ongoing Russia

APT 29 Cozy Duke, Cozy Bear Yes Yes Ongoing Russia

APT 32 OceanLotus Yes Yes Ongoing Vietnam

APT 33 Charming Kitten Yes Yes Ongoing Iran

APT 34 Twisted Kitten Yes Yes Ongoing Iran

APT 35 Newscaster Team Ongoing Iran

Turla Snake, Uroburos Yes Yes Last Seen in 2017 Russia

Shell_Crew Deep Panda Yes Yes Last Seen in 2017 China

Dark Seoul Lazarus Group, Hidden Cobra Yes Yes Ongoing North Korea

*https://attack.mitre.org/groups/G0022

簡介：Active Directory
　　　安全風險
為什麼Microsoft Active Directory(AD)是企業界最具針對

性的資產？因為僅需從受感染的端點向AD進行幾次查詢，

攻擊者就可以獲得竊取網域管理員憑證並橫向轉移到高價

值資產所需的所有訊息。換句話說，攻擊者只需破壞與網

域連接的單個端點，即可控制組織的重要資產。AD資料庫

向所有與網域連接的用戶公開公司網路上的所有身份和資

源。AD授權用戶（無論合法還是惡意）使用其內置的查詢

功能來定位敏感訊息。

不幸的是，AD可能也是您公司中受保護最少的資產。全世

界有十分之九的公司使用AD來控制和維護內部資源，但是

大多數公司專注於保護端點、應用程序、伺服器、移動設

備和網路，進而使AD處於危險的境地。

您不能禁用AD查詢功能，也不能檢測進行查詢的用戶。

這種隱身存取網路資源的能力解釋了為什麼許多攻擊者比

網路掃描更喜歡AD偵察。並解釋了為什麼攻擊者熱衷於利

用默認的AD查詢功能。請參閱下面MITER記錄的攻擊：

Active Directory 是 APT 的基本構建塊 *
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群組名稱 別　　名 憑證盜竊

是 進行中

是 進行中

是 進行中

是 進行中

是 最後出現在2017年

是 進行中

是 進行中

是 最後出現在2017年

是 進行中

是 進行中

是 進行中

是 中國

是 越南

是 俄羅斯

是 伊朗

是 中國

是 中國

是 伊朗

是 俄羅斯

是 俄羅斯

是 伊朗

是 北韓

Active Directory
列舉 時間框架 來　　源

*https://attack.mitre.org/groups/G0022

https://www.mitre.org/
https://attack.mitre.org/groups/G0022
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Anatomy of an Active 
Directory attack
Given a foothold on a domain-connected endpoint, attackers 

perform AD reconnaissance into your organizational resources. 

From the compromised endpoint they generate and send 

queries to AD, uncovering the information they need to locate 

and access sensitive data. They easily learn about all your 

employees (including their identities, roles, and privileges) 

and the applications running on databases, servers, storage, 

and internal security components. Then they steal domain 

credentials and spider out laterally.

Once attackers compromise an endpoint, they need just seven 

minutes to totally dominate the domain (full-fledged network 

breach). Hiding among the authorized user population, they 

appear as normal users. 

Domain-connected endpoints are a higher security risk 

than other devices because just one compromised device 

jeopardizes the entire organization: You must protect AD at 

compromised endpoints to stop attackers in their tracks.

Once attackers compromise an 

endpoint, they need just seven minutes 

to totally dominate a domain, establish 

persistence, and begin stealing or 

encrypting sensitive data.

Active Directory 
misconfigurations open  
the door to attackers
As your organization evolves its Active Directory 

implementation over time, your IT group may not properly 

maintain its configuration settings or implement security 

enhancements. Attackers lie in wait; as vulnerabilities appear 

on the domain and in AD services, they pounce. They also 

install backdoors and persistence hooks, enabling them to 

come back at any time.

Symantec believes these 10 Active Directory misconfigurations 

create the greatest risk.

1. Group Policy Preferences Visible Passwords

Attack Explanation: Administrators use Group Policy 

Preferences (GPPs) to configure local administrator accounts, 

schedule tasks, and mount network drives with specified 

credentials when a user logs on. They write GPPs to the SYSVOL 

share of domain controllers. Attackers access the GPP xml files 

inside the SYSVOL share and extract the specified credentials 

stored in the GPP.

Potential Threat: Attackers gain the same account privileges 

they extract from the GPPs. Accounts with GPPs typically have 

local admin user rights for every endpoint.

2. Hidden Security Identifier (SID)

Attack Explanation: Attackers use the ‘Security Identifier  

(SID) History’ object to inherit permissions from other  

high-privileged SID accounts (or groups) without any trace  

of additional group membership for the user.

Attackers Start on an Endpoint

Command
and Control

Lateral
Movement

Credential
Access

Defense
Evasion

Privilege
Escalation ExflitrationCollectionDiscoveryPersistenceExecutionInitial Access

Compromised
Domain Connected

Endpoint

Active Directory
Reconnaissance

Lateral
Movement

7 minutes

Domain
Dominance

Installation Command
and Contol
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攻擊者從端點開始

初始訪問 

受損的網域
連接端點

安裝 命令與控制 Active 
Directory偵察

橫向運動

7 分鐘

網域優勢

執行 權限升級 憑證訪問 橫向運動持續 防禦規避 發現 收集 滲出 命令
與控制

Active Directory 攻擊剖析 Active Directory 錯誤配置為
攻擊者敞開了大門

如果在連接網域的端點上立足，攻擊者將對您的組織資源

進行AD偵查。他們從受感染的端點生成查詢並將查詢發送

到AD，進而發現定位和存取敏感資料所需的訊息。他們可

以輕鬆了解所有員工（包括其身份、角色和權限）以及在

資料庫、伺服器、 儲存和內部安全元件上運行的應用程序

。然後，他們竊取網域憑證並橫向爬出。

一旦攻擊者攻破了端點，他們只需七分鐘即可完全控制網

域（全面的網路漏洞）。隱藏在授權用戶群中，它們顯示

為普通用戶。

與網域連接的端點比其他設備具有更高的安全風險，因為

只有一個受感染的設備會危害整個組織：您必須在受感染

的端點上保護AD，以阻止攻擊者繼續前進。

一旦攻擊者攻破了端點，他們
只需七分鐘即可完全控制一個
網域，建立持久性並開始竊取
或加密敏感資料。

組織隨著時間的推移逐步發展其Active Directory架構，您

的IT群組可能無法正確維護其配置設置或實現安全性增強

。攻擊者處於等待狀態；當漏洞出現在網域和AD服務中時

，它們就會突然出現。他們並且會安裝後門和持久性掛鉤

，使它們可以隨時回來。

賽門鐵克認為，這10個Active Directory錯誤配置會帶來最

大的風險。

1. 群組政策管理範本可見密碼

2. 隱藏安全標識符（SID）

攻擊說明：管理員使用群組政策管理範本（GPP）來配置

本機管理員帳戶、工作排程，並在用戶登錄時使用指定的

憑證掛載網路磁碟。他們將GPP寫入網域控制器的SYSVOL

共享資料夾。攻擊者存取SYSVOL共享資料夾內的GPP 

XML文件並提取儲存在GPP中的指定憑證。

潛在威脅：攻擊者獲得與GPP相同的帳戶權限。 GPP帳戶

通常對每個端點都具有本機管理員用戶權限。 

攻擊說明：攻擊者使用“安全標識符（SID）歷史記錄” 

從其他高權限SID帳戶（或群組）繼承權限，而不會在其

他用戶成員裡留下任何痕跡。
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Potential Threat: Using a SID attribute indicates the attacker 

is trying to hide high-privileged group membership (for 

example, ‘Domain Admins’) in a low-privileged account to 

conceal a post-exploitation domain backdoor.

3. Golden Ticket

Attack Explanation: Attackers with the long-term key for the 

‘krbtgt’ account forge a logon ticket (TGT) with any user rights. 

The ticket contains a fictitious username with domain admin 

membership (or any other membership the attackers choose).

Potential Threat: Attackers gain privileges for any service or 

endpoint on the network and use it everywhere. These privileges 

persist until administrators reset the ‘krbtgt’ account.

4. Domain Replication Backdoor

Attack Explanation: If a low-privileged user was added to the 

domain replication object, an attacker accesses all the domain-

sensitive data (for example, user hashes in the domain) without 

being a high-privileged user. Because some domain services 

require domain replication capabilities, replication permissions 

must be assigned to AD objects.

Potential Threat: Attackers gain full access to the entire 

company domain database.

5. Unprivileged Admin Holder ACL

Attack Explanation: Attackers exploit AdminSDHolder ACLs—

such as adding an unprivileged user to the AdminSDHolder 

security object with full control or write permissions—which 

gives that unprivileged user the ability to add themselves 

or other users to powerful groups, such as Domain Admins, 

without having high privileges.

Potential Threat: Attackers that enable and modify this 

feature leave hidden administrator privileges on the Domain 

Controller without using domain accounts.

6. Power User Enumeration

Attack Explanation: Authenticated users enumerate any 

object in the domain. Enumerating users whose passwords 

never expire reveals high-privileged users in the domain.

Potential Threat: With these credentials, attackers gain access 

to high privileges in the network that last indefinitely.

7. Silver Ticket

Attack Explanation: Users request service tickets, encrypted 

with the service account’s long-term key, to any service in the 

domain. Attackers gather service tickets and attempt local 

brute-force attacks on the long-term key.

Potential Threat: Attackers obtain fully privileged access to 

the endpoints running the service account.

8. Anonymous LDAP Allowed

Attack Explanation: Unmanaged endpoints query Active 

Directory and, without authentication, gather information on 

the domain environment.

Potential Threat: Attackers view the entire directory structure 

and permissions from an unauthenticated user and computer 

with a network connection.

9. DSRM Login Enabled

Attack Explanation: Attackers enable and modify DSRM— 

a special boot mode for repairing or recovering Active 

Directory when Directory Services are down—to leave hidden 

administrator privileges, via a backdoor, on the Domain 

Controller without using any domain accounts.

Potential Threat: Attackers gain full control of, and access  

to, your organization’s Domain Controllers.

10. Local Admin Traversal

Attack Explanation: Attackers steal local administrator 

credentials from a local computer in the network—many 

companies use imaging software, so the local administrator 

password is frequently the same across the entire enterprise—

and pass the local admin long-term key to a remote endpoint  

to authenticate itself.

Potential Threat: Attackers obtain local admin credentials on 

one machine, then move laterally and obtain access to every 

endpoint in the network. 

3. 金票
7. 銀票

4. 複寫網域的後門

8. 允許匿名 LDAP

5. 無權限管理員持有的 ACL

9. 啟用 DSRM 登入

6. 高級用戶列舉

10. 本機管理員橫越

潛在威脅：使用SID屬性表示攻擊者正試圖在低權限帳戶

中隱藏高權限群組成員身份（例如，“網域管理員”），

以隱藏植入的網域後門。 

潛在威脅：有了這些憑證，攻擊者就可以無限期地存取網

路中的高權限。 

攻擊說明：具有“krbtgt”帳戶長期密鑰的攻擊者會偽造

具有任何用戶權限的登錄權限（TGT）。該權限包含一個

假的用戶名稱，該用戶名稱具有網域管理員成員身份（或

攻擊者選擇的任何其他成員身份)。

潛在威脅：攻擊者可以獲得網路上任何服務或端點的權限

，並且可以在任何地方使用它。這些權限將一直保留，直

到管理員重設“kkrbtgt”帳戶為止。 

攻擊說明：用戶請求使用服務帳戶的長期密鑰加密服務權

限，以存取網域中的任何服務。攻擊者收集服務權限，並

嘗試對長期密鑰進行本地暴力攻擊。

潛在威脅：攻擊者獲得對運行服務帳戶的端點的完全權限

存取。 

攻擊說明：如果將低權限用戶添加到複製網域物件，則攻

擊者將以高權限用戶身份存取所有的網域敏感資料（例如

，網域用戶的雜湊值）。由於某些網域服務需要網域複寫

功能，因此必須將復寫權限分配給AD物件。

潛在威脅：攻擊者可以完全存取整個公司網域資料庫。 

攻擊說明：非託管端點查詢Active Directory，並且不進行

身份驗證就收集有關網域環境的訊息。

潛在威脅：攻擊者透過未經身份驗證的用戶和具有網路連

接的計算機查看整個目錄結構和權限。 

攻擊說明：攻擊者利用AdminSDHolder ACL（例如，

將 具 有 權 限 的 用 戶 添 加 到 具 有 完 全 控 制 或 寫 入 權 限 的

AdminSDHolder安全物件中），從而使該非權限用戶能夠

將自己或其他用戶添加到較高權限的群組（例如Domain 

Admins）中，而無需具有高權限。

潛在威脅：啟用和修改此功能的攻擊者無需使用網域帳戶

就可以在網域控制器上保留隱藏的管理員權限。 

攻擊說明：攻擊者啟用和修改DSRM（一種在目錄服務關

閉時用於修復或恢復Active Directory的特殊啟動模式），

以透過後門在網域控制器上保留隱藏的管理員權限，而無

需使用任何網域帳戶。

潛在威脅：攻擊者可以完全控制和存取您組織的網域控制

器。 

攻擊說明：經過身份驗證的用戶會列舉網域中的任何物件

。列舉密碼永不過期的用戶將顯示網域中的高權限用戶。

攻擊說明：攻擊者從網路中的本地電腦上竊取本機管理員

憑證（許多公司使用映像軟體，因此本機管理員密碼在整

個企業中通常是相同的），然後將本機管理員長期密鑰傳

遞給遠程端點進行身份驗證。

潛在威脅：攻擊者在一台電腦上獲取本機管理員憑證，然

後橫向移動並獲得對網路中每個端點的存取權限。



Next steps: Protect your 
organization from Active 
Directory threats
Complimentary security assessment

Symantec offers a complimentary, software-driven Active 

Directory threat assessment. It automatically scans for, 

and detects, misconfigurations in AD and the entire 

domain environment. Includes best-practices remediation 

recommendations.

Request a complimentary Active Directory threat assessment 

from your Symantec account team.

Continuous assessment

Active Directory is a critical attack surface that needs 

continuous monitoring for misconfigurations, vulnerabilities, 

and attack persistence. Symantec Endpoint Threat Defense 

for Active Directory includes a built-in threat assessment 

service that provides ongoing analysis of every component of 

the domain and Active Directory structure. Endpoint Threat 

Defense for Active Directory looks for misconfigurations and 

backdoors left behind by attackers and, when it identifies 

one, it alerts the central console with prescriptive remediation 

recommendations.
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About Symantec
Symantec Corporation (NASDAQ: SYMC), the world’s leading cyber security company, helps organizations, governments and people secure their most important data 
wherever it lives. Organizations across the world look to Symantec for strategic, integrated solutions to defend against sophisticated attacks across endpoints, cloud and 
infrastructure. Likewise, a global community of more than 50 million people and families rely on Symantec’s Norton and LifeLock product suites to protect their digital lives 
at home and across their devices. Symantec operates one of the world’s largest civilian cyber intelligence networks, allowing it to see and protect against the most advanced 
threats. For additional information, please visit www.symantec.com, subscribe to our blogs, or connect with us on Facebook, Twitter, and LinkedIn.

To learn more about Symantec Endpoint Threat 

Defense for Active Directory, visit  

https://www.symantec.com/products/endpoint-

threat-defense-for-active-directory

後續步驟：保護組織免受
Active Directory 威脅

免費安全評估

持續性評估

Symantec提供免費的，軟件驅動的Active Directory威脅

評估。它會自動掃描並檢測AD和整個域環境中的錯誤配置

。包括最佳做法修復建議。

向Symantec客戶團隊要求免費的Active Directory威脅評
估。

Active Directory是關鍵的攻擊面，需要持續監視錯誤配

置、漏洞和攻擊持久性。 Symantec Endpoint Threat 

Defense for Active Directory包括一個內建的威脅評估

服務，該服務提供對網域和Active Directory結構的每個

元件的持續分析。 Active Directory的Endpoint Threat 

Defense查找攻擊者遺留下來的錯誤配置和後門程序，並

在識別出該錯誤和後門程序後，透過規範性的修復建議向

中央控制台發出警報。

要了解有關適用於Symantec Endpoint Threat 
Defense for Active Directory的更多訊息，請訪問 
https://www.broadcom.com/products/cyber-security/
endpoint/threat-defense-for-active-directory
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持續評估 Active Directory 
以減少攻擊面
隨著企業組織實作的 Active Directory 演進發展，組態設定可

能沒有適當維持、安全性強化可能並未實作，而網域及 Active 

Directory 服務可能開始出現漏洞，成為攻擊者利用的目標。

此外，攻擊者可能會留下後門及持續存在的陷阱，以便隨時

再次返回。Threat Defense for AD 會持續探測網域的不當設

定、漏洞及持續性，並由攻擊者觀點向 Active Directory 管理

員呈現其網域狀態，以便立即緩和風險減少攻擊面。 

自動化評估程序利用攻擊模擬，收集網域設定、權限帳戶、

安全性設定、GPO、端點、網域控制器及 Kerberos 的深入資

訊，然後自動分析網域及 Active Directory 架構的每個元件，

確認是否有設定不當的地方，以及攻擊者是否在其中留下後

門。持續識別這些不當設定及後門相當重要，以降低網域風

險。一旦找出不當設定或後門，就會傳送警示至中央主控

台，提出各種規定建議或矯正方式。

若要進一步瞭解 Symantec Endpoint Threat Defense for 

Active Directory，請造訪 http://www.go.symantec.com/

threat-defense-for-ad
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