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B IR T B SR REL AT AERE TOC - MZFERFrHF Symantec Endpoint 72 fnRE (HHI E]
AHRE TR 10C -

SHA256 Description File name(s)
3b779a84c17a3a2b588241676ec372¢543b592473dac9d6b14db0d0d33522f34  3proxy tiny proxy server svhost.exe
Tab31076e70350f06ad19863fdd9e794648020f621c0b1bd20ad4d80f0745142 Backdoor.Preft mf.exe, mp_updt.exe
537dee22d8bc4867f45deddfa26c6d08al2c09e4tb5b539422e9b4d8fb0d f4a Backdoor.Preft svchost.exe
58630907¢3849c363145bfdcdabe3e2e4688cbd5688ff968e984b201b474730 Backdoor.Preft svchost.exe
453014da94a1382{9f11535b3d90a44d67f43c02ffe8688465956a3ed7e71743 Backdoor.Preft svchost.exe
d824eb4524719b8e0266dc739425d80af4 14506268 7d7e825¢03adfac1b7e03b Backdoor.Preft svchost.exe
414ed95d1496447Tbebf86dced0306714c497cde14dede67b0c1425¢e451d3d7  Backdoor.Preft credit.exe, credits.exe
30cd61f13d64562a41ebSe8a3d30cd46d8678acd9eefdc73386c3eadadbS0101 Infostealer mf.exe
863724286d87a4fa3b6a1024461437058812be0d4ebb361ac8827eadf186df23 Infostealer mf.exe
551653deddb8d9a78c1a239cc2da99ead03ce203c5843384c986149d4c17f26c Infostealer mf.exe
b3458b3d0bb80029de30f41ffc8e318176cca650d76b75549089b8a436e8862a Infostealer mp_updt.exe
9ca9f414b689fc903afb314016155814885966b0e30b21b642819d53ba94533¢ ~ Invoke-TheHash rev.psl
07b1b9d462926084019c9¢1a22ef724d7dd20fd85d144012dd4855cab6ad96fe  Mimikatz pl.exe
68d81895135aab32f0b0f2520f1dd3ea791a0e0fec3ede21d94040015bbbf096 Mimikatz pl.exe
5a73fdd0c4d0deea80fal3121503b477597761d82cf2ctb0e9d8df469357e3£8 PuTTY PSCP pvhost.exe
28d0e945f0648bed 7b7b2a2139f2b9bf1901 feec39ff4f6c0315fa58e054f44¢e Real VNC Bypass Authentication Scanner — vnc.exe, aa.exe
1a0e33a0e434e22e25a17b5d40tbef4fe900£075fcfa0dadd473010d03185¢e4a Runasuser privilege escalation tool sepm.exe
b4a85ef01b5d8058¢cf943e96c48d86ce89b20295e8d1125dc3fc1¢799a75789 Suspected proxy tool tapl.exe
0e20819¢5584a3100d242782c¢2071734d7e2377306e9ebd20dd435¢ce9c7d43a  Keylogger avg.exe, wkeylogger.exe
147187d4¢a823187724205a7dbd6502a9409674e6602363d796218503¢960e2f  Suspected SOCKS proxy tool svhost.exe
5e62d4851596e3fb939525fa4437¢553abS5c6b9d12920af7740a3473102ccd1a Unknown file protect.exe
7399605f47be3d8ed021c9189b6b102461d5dd98a9d9082¢71{f368¢13cf8541  Unknown file wax4315.tmp
cb6769bd80d5a234387bdaad07857ae478e2e693a157f29d97b8ce2db07856c1  Unknown file N/A
dda85ee1e0b4916ebd2eb7cbacaad69843a19e7b8a9bb5d360a4bbc0bad91877  Unknown file smssvc.exe
bfa7adeda4597b70bf74a9f2032df2{87e07f2dbb46e85cb7c091b83161d6b0a WinRAR (old version) ra.exe
b7de7187f0f0281c17ae349b692f70892689ddf27b6b418142c¢809b4 1dfe3ce7 WinSCP winscp.com
de00c0111a561e88d62fd84{425a6febc72e01e2e¢927tb76d01603319a34b4b3 WinSCP winscp.exe
14f0c4ce32821a7d25¢a5¢016ea26067d6615¢3336c3baa854ea37a290a462a8 wmiexec.py notepad.exe
tecnojournals[.]Jcom Domain N/A
semiconductboard[.Jcom Domain N/A
cyancow[.]Jcom Domain N/A
bluedragon|[.]com Domain N/A
hxxps://tecnojournals[.]Jcom/review Domain N/A
hxxps://tecnojournals[.]Jcom/general Domain N/A
hxxps://semiconductboard[.]com/xml Domain N/A
hxxps://semiconductboard[.]Jcom/xcror Domain N/A
hxxp://cyancow|.]com/find Domain N/A
hxxps://bluedragon[.]Jcom/login Domain N/A
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