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Innovation Across the Entire MITRE ATT&CK Chain

e )

ARTERA

& B E MR
TR

./

easHm

T o @

BIREEHH

A AEME A
FExzzHmit
BHWERES
AT ECHE 2R 4
BRZZ2ER

ERERREE

FEHTESMTAL
EREDHTE
AR B R
- FRIBA
TR BUAE K Al
RENH B

CP3 #iitiFE=S
R

FEHTRSLHITIL
AR 73 A Hd at
EEHEANES
- BIHVB - Java
- Powershell...
& .

i B A B s

MBZRENR
EAEENENEREE

RFH MR

f (D
A\ 4

TR

A0 8% B2 ) A7 I BA
17 7% 2 385 ol 3 P
T B2 B il B 4% g
CRABERS
EEREAMT
ERESNHE
% - B2Non PE
PUK #1477 DLL A
# (DLL Side-
Loading)

P SR
§hiB/ sz fwE \ER | e Ey

R ‘E’”ﬁ“m‘ B [ B8 u%| = R

€

R

BHER
B A
DRE
1= A3 =% A
EZ2]
RRERE
(]

)

ARER

REEINERR
R AEHIE
H(C&C) - BER
BERINE KPR R
MEZHRWEETE
B PREIRIER
RIEEAR

./

B & & (Adaptive){R:E :

AANBREBRERS | BT

BAR | BT

=R

EfE : /5=

BITRCERINEE | TR

G | BRI

BERON | BBREF

vaxii]

"v

KB

B2(GIN) :

BRETERX

MBI o BRI RER

HRAIBES

5

| Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

© BROADCOM




6

Symantec
IPS
MZTERR

=1
=00 .
Endpoint Protection
(Windows)
Endpoint Protection
(Mac)
Browser Intrusion
Prevention

® © O i

Ui A
wr = S T

N =]
® /xR

| Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

FEIY

AR E A AR ETIREF AU B EREIER

AR ERUTIREE

LTl E—(EXBHABRMHNEENE
SZERE - BEREERNTAERARRERH S HEEE
FENMERIRIFT R RV Z R A A
BRIETVHIC&CELR B (B = B4R #5H-phoning home) —E B EF B RE
RZzOEFLEHEMR

E(FRIE

Tﬁ?ﬁﬁ/ )zﬂaw 5 it & A R/BHB AV E O 4K =1 5
Mol BEHR AR ZIAT L3+ LA _E R B i E
FRFEEEHENESMAARANNEE - mEF A - C&CHERE -

TR @L)\EWSS B9AZ 0\ 3% 1lT:WebPulse URL Reputation - 12580 IR EE
AHURIBG TN EE

S E B IRER

Symantec IPS & 2E 5 &8 18 i (S5 X LB ( 200M+)
Symantec TE 48 i W 22 K m B A BV B B P 2 BE 1B TR 57

© BROADCOM



ANESTEBFAPSBIING 2 45 .-
- IBARERENEOJH M
- BB EREANUNEESIHEEARARRE

I'I-

K
l

~ FEEEtEER NEAD
- BT HIEREIAITZA

- [o] ¥ 48 B B 51 48 Uin &6 (2RI B2 [B] FE(EDR)
— AESiE AR BAAE ¥ FERVFZ F (Process) B 5T

- 7faa7|<—|:1‘27i1§$m

~ BAFERIAI B ## 3 (URLSs)

- HEmETE R

- HEBXESEBMEEAS
— What did IPS do for you last week?

£ BROADCOM

7 | Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.


https://www.savetime.com.tw/Symantec-Protection-Bulletin-Weekly.asp

!

IPS U {a]1E(E

BN @i »

© BROADCOM

*~D

| Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



IPS 304N E{E ?

o EINB 2R IREMECRY
- BERESIAEHE
2 1% 200 ZiEHEMN M E 288

| Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

© BROADCOM




10

IPS 304N E{E ?

( J
/

BERASPE ISR D
FHRZ2EERSBEANTNEBEIFESH
RUEEMREFUHLIEER

BEATES - IFES I ZE REMHEREM W F RS RV SR

|  Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

© BROADCOM




IPS 304N E{E ?

+ FHSIZEREBANATEE R/ aAEFIRHE
- BTSN EFEMSERmEEER
- BIEE - RENFHESIZE - SFHREREE

© BROADCOM

11 | Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



Symantec N\{ZFERHS5IEE
2021 EZFTHIE T
- ZEZIAERTERS

= |

A

- £ SEP 143 RU2 DA Chrome #RFTIIRE <
, Malicious Site Blocked!
— i Symantec IPS JNRENAST FLHYE B 25 @ —
~ 7 HTTPS BHle R ol R EFIRE

— HEIX3E Chrome + AREGTEXEEZLEE:R

« XEE

_ 2021 EEANE 1G B 110G PR mZES BB R D LBEN A ]
. RS
- BBANESHANSEMNIRREHERE -

« FTHIBHENEINEE

— Parveen i F—E1FEAMI T 4R LETIBE

12 | Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

© BROADCOM




Symantec AN {RFEFLEEE

- RIBZRARFER 4
L BREIFAT IR BTN [0

Malicious Site Blocked!

—  Edge 127t INEE
— Safari #EFRINEE
—  Firefox #EFINEE
- MHE -

t i
G
- BESWANEL 106 BEEKE SRR RARR

~- E—DEEERERRIRIEPETH IPS

\

13 | Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. “' B ROA DCOM



EZfEEZ2HHEE -- IPS (NRTREA)

@ BROADCOM’

Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



EinsRAEF IR NMEFah R G (IPS)RVIFEE

2024/01/08
IPS FiB{M s TR

BEMERNARERRA(IPS)EFEF —RNREH EBARISIZE - aREEEMES0EERIHEEEANMERE IR (EK / £
& / [EiRER) -

BERY 7 KA - SEP RYAHERIE(RESIZE (IPS) & 51 & 1,900 &2 REImA LAEILEIE T 5,430 BRINE - BENEDE 82% EHRE
FEER AU A PR LE :

® 7E9E5,3005IR% L - PBHLE 71,6508 REH 7 HiWebfa] AR 28 AY i

® 713%9,3005In% L - FHIE 71,2608 R E A FRIWindows {3 2 4t ifmiEI AV I EE
® 7£3%9,3005WindowsfallkE# L - PHLE 71,0808 RINEE

® 758&6,7005In%a £ - PFHIE Y1908 RE & iFH ol ik=3 R F

® E182,400510H2 L - FHIE T79588,400: X E IFHECMSIEIRE

® 7£358,600510n% L - FHLE Y1208 RERFAEAENRE

® 7£19%6,000510n% L - FHIE T410ERGEE R AP EECZINEE ZHI AR E
® 7£580080mA5L - FHIE Y160 RMESRBIZIRINE

® E10E3005InRIL - FHIE T810B &SRB EEIECACERIER

® 76828 1mshL - FHIE 7 275E4,100RMZEENREH

WANEBRAPERNK / £8 / FAREH LRUBIPS(FERILSEP/SESE—RMNIFESTEAR - CAZEEEBMNERILESIE &L=
BCEIETET - RESHMEME)  DESHKERE - RMBIEENAMRAIPSHIRA - StEGRLZEMNNB U ESRIREAMNREE -

© BROADCOM

15 | Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



HFIERNMRIRA RS (IPS)- 2 BinRERIR=E RIS

2024/01/02
IPS FRINER 7 BPEZERE

BEMEZNARERRA(IPS)EFEF —RANREHEBARSIZE - aREEEMES0EERINHEEEANMERE IR (EK / £
& / [EiRER) -

EIBE30KA - SEPHREERZESIZ(IPS)E ML 76E4005 2 RE M AREE LAV489B RINE - ELENENH92.8%E K &R
MR AMPEL :

® 7E4E40051 EAREE L - FELET2,170E R E R IFHWeba AR 2209

#258,800a Al Ak#s L - PELE Y9108 REHF A AAIWindows (5 R At imEIRYINEE

#E382, 70050 ARER L - PELE ¥ 310E R E i fi fo iR =8 i

E181,5005 @Ak EH L - BRLE 71108 R E S IFHEECMSIFIE

#281,6005AREH L - FHIE 71308 REHT ANERRENRE

#3,3005@AREM L - FHIE Y155 100G B EE R 2 N E EHIY AR ILRI L E

#183,100=5RAREMK L - FHIE T160ERMESBIZIRINE

FE15E3,0005 @R EH L - FRIE 72108 R OEEEECACERNE R

o H345fIARERK L - FHIE Y287,300RMEZNREH

MIEERAPERW / 58 / AREH LRIRIPS(AERIESEP/SESE—RRMIFESTER - CASEREBMNERILESIE  £#%F
FCEIETET - RESHMEME)  DUERSKERE - RBIEENARMRIAIPSAIRIA - AiREH ERENIPSMAMBERIEAT KT AR
ZEMBRUESRREAMIRmE -

© BROADCOM

16 | Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



TFIEFENMIIPESIE -- (RHRMSE

- Bl EMERATRAN
— BeRKENA270TE AN i E MG R AR T B S
- ERREIVKA - ERMATHEPESH
— IPS 5|ZE0DIFNE S EMARRERVIERAITE PAES
— BENBBEMEE
— EROBIRZRE
— BENIE RERE
— RN

¢ *E?Kfé-;é
o BITHEREMNR
- HMEMEZE

- BB EINERIEBZEIIRE

=)

17 | Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

© BROADCOM




PREENERIZER

« IPS 5|EEZF 3 BERRIRENE
— BELE
— &%
— BITESR

— 5| BBIBRAEREEER(TEN

- EEZAR
— AEEERIRA
— AREHERAERSHRBETEERENE JEHHA

. TIA{TESM IPS FRE
— EEEEHRITIETH IPS HEE MR
— EEHL IPS BABLESRANENEPIESIPSE

- FE  REEEK - EEE 0L SEPM ZEFISECX IPS B1T4 - BlUl
4 o (EmEL
_ REsg > (BER)ZN

18 | Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

© BROADCOM




BSRIB AR =RIFE
- IPS SIS RAAHIBERBRINATA

. N —
— miE
— AR EE AR
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Audit Detection Value for Ransomware Protection
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— Cobaltstrike Audit Detections
— ADfind 14,000,000,000
— Radmin, Teamviewer, Anydesk, 12,000,000,000
Atera, Screenconnect 10.000.000,000
— Powershell 8.000,000,000
- CertUtII 6,000,000,000
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4,000,000,000
— SystemBC
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— Weirdloop
0
—  XenArmour 2019 2020 2021
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— Softperfect Network Scanner
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