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http://www.symantec.com/connect/blogs/flash-player-zero-day-being-exploited-targeted-attacks
http://www.symantec.com/connect/blogs/trident-trio-ios-zero-days-being-exploited-wild
http://www.symantec.com/connect/blogs/trident-trio-ios-zero-days-being-exploited-wild
http://www.symantec.com/connect/blogs/internet-explorer-zero-day-exploit-used-targeted-attacks-south-korea
http://www.symantec.com/connect/blogs/internet-explorer-zero-day-exploit-used-targeted-attacks-south-korea
https://www.symantec.com/connect/blogs/equation-has-secretive-cyberespionage-group-been-breached
https://www.us-cert.gov/sites/default/files/publications/JAR_16-20296A_GRIZZLY%20STEPPE-2016-1229.pdf
http://www.symantec.com/security_response/writeup.jsp?docid=2015-030500-0430-99&tabid=2
http://www.symantec.com/security_response/writeup.jsp?docid=2015-031915-4935-99&tabid=2
https://www.symantec.com/security_response/writeup.jsp?docid=2011-090714-2907-99
https://www.wada-ama.org/en/media/news/2016-09/wada-confirms-attack-by-russian-cyber-espionage-group
https://www.intelligence.senate.gov/sites/default/files/documents/ICA_2017_01.pdf
https://www.intelligence.senate.gov/sites/default/files/documents/ICA_2017_01.pdf
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http://www.reuters.com/article/us-germany-election-russia-idUSKBN13O133
http://www.reuters.com/article/us-germany-election-russia-idUSKBN13O133
https://www.symantec.com/connect/blogs/destructive-disakil-malware-linked-ukraine-power-outages-also-used-against-media-organizations
http://www.symantec.com/security_response/writeup.jsp?docid=2016-010409-2451-99
http://www.bankinfosecurity.com/linux-killdisk-ransomware-cant-decrypt-a-9619
http://www.bankinfosecurity.com/linux-killdisk-ransomware-cant-decrypt-a-9619
https://www.symantec.com/connect/blogs/shamoon-back-dead-and-destructive-ever
https://www.symantec.com/connect/blogs/shamoon-back-dead-and-destructive-ever
https://www.symantec.com/security_response/writeup.jsp?docid=2012-081608-0202-99
https://www.symantec.com/security_response/writeup.jsp?docid=2016-112300-5555-99
https://www.symantec.com/connect/blogs/greenbug-cyberespionage-group-targeting-middle-east-possible-links-shamoon
https://www.symantec.com/connect/blogs/greenbug-cyberespionage-group-targeting-middle-east-possible-links-shamoon
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https://www.symantec.com/security_response/writeup.jsp?docid=2012-042615-3731-99&tabid=2
http://www.symantec.com/connect/blogs/powershell-threats-surge-954-percent-analyzed-scripts-were-malicious
https://www.symantec.com/security_response/writeup.jsp?docid=2016-112300-5555-99
https://www.symantec.com/connect/blogs/shamoon-back-dead-and-destructive-ever
https://www.symantec.com/connect/blogs/shamoon-back-dead-and-destructive-ever
https://www.symantec.com/connect/blogs/shamoon-multi-staged-destructive-attacks-limited-specific-targets
https://www.symantec.com/connect/blogs/shamoon-multi-staged-destructive-attacks-limited-specific-targets
https://www.symantec.com/security_response/writeup.jsp?docid=2017-022712-2204-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-042615-3731-99&tabid=2
https://www.symantec.com/security_response/writeup.jsp?docid=2016-112300-5555-99
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“From:® Google <no-reply@accounts.googlemall . coms
*Date:® March 1%, 2016 at A:da:Bd A EOT

Subject:® "Someone has your password*

Somecne has your password

Hi lohn

Somepne just used your password to try to sign in to your Google Account

Bgmail.com,

Dutails:
Saturday, 19 MHarch, B:34:30 UTC
IP Addreds: 134.249,139.235

Lecation: ukraine

L':r.-rgl.-,l stopped this sdgn-in attespt. You shauld vrh.mg« your password

:|vr..-|:-:|.|'.r|y.
CHANGE PASSWORD <htipsi//bdt. 1y 1Pibsie

Best,
The Geail Teas
vou peceived this mandatory email corvice announcemont to updato you about

important chinges to your Google product of account.
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https://www.symantec.com/connect/blogs/iran-based-attackers-use-back-door-threats-spy-middle-eastern-targets
https://www.symantec.com/connect/blogs/iran-based-attackers-use-back-door-threats-spy-middle-eastern-targets
https://www.symantec.com/connect/blogs/tick-cyberespionage-group-zeros-japan
https://www.symantec.com/connect/blogs/tick-cyberespionage-group-zeros-japan
https://www.symantec.com/connect/blogs/tick-cyberespionage-group-zeros-japan
https://www.symantec.com/connect/blogs/tick-cyberespionage-group-zeros-japan
https://www.symantec.com/security_response/writeup.jsp?docid=2011-102815-0747-99
http://www.esquire.com/news-politics/a49791/russian-dnc-emails-hacked/
https://obamawhitehouse.archives.gov/the-press-office/2015/09/25/fact-sheet-president-xi-jinpings-state-visit-united-states
https://obamawhitehouse.archives.gov/the-press-office/2015/09/25/fact-sheet-president-xi-jinpings-state-visit-united-states
https://www.symantec.com/connect/blogs/buckeye-cyberespionage-group-shifts-gaze-us-hong-kong
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https://www.symantec.com/security_response/writeup.jsp?docid=2016-080214-3543-99
https://www.symantec.com/connect/blogs/buckeye-cyberespionage-group-shifts-gaze-us-hong-kong
https://www.symantec.com/connect/blogs/equation-has-secretive-cyberespionage-group-been-breached
https://www.symantec.com/connect/blogs/strider-cyberespionage-group-turns-eye-sauron-targets
https://www.symantec.com/connect/blogs/patchwork-cyberespionage-group-expands-targets-governments-wide-range-industries
https://www.symantec.com/connect/blogs/patchwork-cyberespionage-group-expands-targets-governments-wide-range-industries
https://www.symantec.com/connect/blogs/tick-cyberespionage-group-zeros-japan
https://www.symantec.com/connect/blogs/taiwan-targeted-new-cyberespionage-back-door-trojan
https://www.symantec.com/connect/blogs/suckfly-revealing-secret-life-your-code-signing-certificates
https://www.symantec.com/connect/blogs/collaborative-operation-blockbuster-aims-send-lazarus-back-dead
https://www.symantec.com/connect/blogs/destructive-disakil-malware-linked-ukraine-power-outages-also-used-against-media-organizations
https://www.symantec.com/connect/blogs/destructive-disakil-malware-linked-ukraine-power-outages-also-used-against-media-organizations
https://www.symantec.com/connect/blogs/shamoon-back-dead-and-destructive-ever
https://www.symantec.com/connect/blogs/shamoon-back-dead-and-destructive-ever
https://www.symantec.com/connect/blogs/greenbug-cyberespionage-group-targeting-middle-east-possible-links-shamoon
https://www.symantec.com/connect/blogs/greenbug-cyberespionage-group-targeting-middle-east-possible-links-shamoon
https://www.symantec.com/connect/blogs/shamoon-multi-staged-destructive-attacks-limited-specific-targets
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http://www.symantec.com/page.jsp?id=email-security-cloud
https://www.symantec.com/products/threat-protection/endpoint-family/endpoint-protection
http://www.symantec.com/messaging-gateway/
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HRIRBEGRT > EE—FHREEER

RAZINRRNEEHHEREELERR - MRARMEAS
LURE TEFEME - BERER - SHRBE RMIEIR  EEF
ABREIRIEE S - HFIRERERT - EFEMHE 2016 FRANE
BRFORRAE - SFEMHBEIZNELHIE 2016 FIEM © &
7 220 HEFHHRE—HEBHEERER > ARASF 131 HH
B

HPNZBEMIMTET  FSRANEEHLEE—FHE
JHEE -

2016 FRAZIFRZRBNEEMHH @ LLAIESAIM 2015 F—
1B WMEBHRRDRER o LEBZBEFFS TR ~ NERTHERRR
RUNBEMHHER - BETERSHNBEHNRT -

Angler RIIRNBEHAIFER A 2016 FEAXIBERZHRY
REFFERREEMN > EAAGAERIRNBEESEEN—
HLLE o 7@ Angler JEBITE/N A TFIBHEE 30% @ WIFEREK
FFRFETFETHFE ©

Angler EEN2ER D - BEHEBHTRIBELER Lurk $RITZXZEF5R
[E5ERY 50 ARPFSEE - —M3EAISIEMETTE) - BELER BT
BRITARIRNBEMEL - MFEFRSZHMEN  F2RAEH
BITHAVEZEMTR -

Angler JHEE# > Neutrino RIIFNEEMHEENTTIE N RLE
BEEISIE > WAE Angler EENRA 12 » Neutrino jEENIZENH
7SBEN 10% ° Ti@F| T FIK » Neutrino JHENFEE AZNELFH])
RFAEE ©

2016 FA2RPEIBIINRTETLEMERE Nuclear & Spartan © —

%585 Nuclear RIENBEMHERRY  BEBEHEMEAK &
BECHREN - 25t Spartan JEAMER » MFRERAEE
FILATEZRLRREREEH "RIK, - BEFIERERNET
Spartan £ 2016 & 3 BIRZBI&ENIFR/EE » RItEESNE G F/E
git+%  BEEBZABIIEZEEN -

v Symantec

FEMBRRNBEHEEX  KAREFBERNBEEIKENE
I8 - fHRRFILARETREBE " RIRNEEMHERYE . - MR
EREOE—ER 2 BRE R

RIG RIEHBEHEBERE —FT LH  FlaEHEFZ HthAH
ENRIELER c RIG RIIFHNEBEME 2016 FRR/EER
Ef 15 12 BATEIER 35% ° 5 ENE T ZEH Ransom.
Cerber #NZRERES o

TRRFRNBEEH

Angler RIEWEBEMZE 2016 FREFEANFE  EERIEREEGHBIR
WER) 22% ° Ti@ Angler JEENTE/NB TIBHHE 30% @ WHHERK @ EIFK
P& FETTZE ° RIG RIIFNEEMHE 2016 FERIENEM 1512 BFF
BIWER 35% ©

BT  RIREEM 20155 (%) 2016 & (%) BHARER
1 RNHE 38.9 37.9 -1.0
2 Angler 13.3 22.2 8.9
3 Spartan 7.3 11.9 4.6
4 RIG 2.0 7.9 5.9
5 Magnitude 1.1 5.8 4.7
6 Neutrino 1.3 5.8 4.5
7 VIP 24.8 3.2 -21.6
8 Nuclear 4.0 1.6 -2.4
9 Fiesta 2.5 1.0 -1.5
10 GO1 Pack 2.2 0.8 -14
BB %


http://www.bbc.com/news/technology-36434104
http://www.bbc.com/news/technology-36434104
https://www.symantec.com/security_response/writeup.jsp?docid=2016-030408-0817-99
https://www.symantec.com/security_response/writeup.jsp?docid=2016-030408-0817-99
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BREME » £ 2015 & 2016 F2Z M @ HRKNEEHE TIEEE
30% @ RRTTRER WEENHE T - FAXBHRLHE -
WFIATL  EFEHAIBERNBEERSHMERSREN > mMAER
BIREEEVER T » HLEEREE RIS - AR BEH B EHEL IR
EREE > MANBENTEELBEXETIMHEK -
BEHE  EUFARERBERE  MEREERETREME
BRRLE o

BEFEREARET - HBEEE 2016 F89 12 ARARKFEE
BTE - £ 9 BERREE - 10 AR 11 AR LA - 54 12
RBXTE-

BRRBEBINE
2016 FHRT © HEE—RESHEBABRIBE T -
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18 28 3H 48 5B 68 7H 8H 98 108 118 128

AR E B R RBER NS BMEEERE B
2016 FHEIREBERFIOEE 22.9 EXLU ERVE—R@IRIX
Z - Blue Coat Web Gateway E RN HIREBHREE - EEXIEE
TRET 2016 FIK 0 MERSNEREBESRE > th 2015 FRHE
LEFH 24% o TEBAEER 2014 FE 2015 FHE 124% @ 55/
EINELGIE T8 -

2016 FREBEIRIFNENMILIER » SR EEEERERE
U o BHRELE R RIRNBARE 0 & T EmEMEEELANH
35 - HSMEILE 2015 FREEFRIFHNEBHE=S] ' 7£ 2016
FHPFEHEI+RSI

v Symantec

R ERIR B AL 2R

2016 FRHTEAGEERRELL - REWHEETENBRERES -
BT HRtREER 2015 £ (%) 2016 & (%) BANRHEER

1 %5 23.2 20.7 2.5
2 &% 8.1 11.3 3.2
3 EREAE 7.0 8.6 1.6
4 T 0.6 7.2 6.6
5 {[EdES 1.9 5.7 3.8
6 RE 2.4 4.2 1.8
7 HaE 4.0 4.1 <0.1
8 PR 4 2.6 4.0 1.4
9 il 1.5 3.6 2.1
10 BE%E 0.6 2.8 2.2

BB 23R

2016 FEHFRER 2.4 FEBERFRR - AHEMRAIEET
JBAYBIEE RS - Microsoft Internet Explorer/Edge BURFAEE
WA RZ - ERRERRAA 2016 EREHH IR Explorer * B
Microsoft &A 2= IEF 3557 EIEESS o Explorer ZIEz
BER BT ERR T8 o Microsoft AUFTEYVZIEE S Edge 121211
#8 Windows 10 BUERF » B2 R EEEZEAHLUETRIIR
WE o

Firefox & Safari B/RAEEH T8 - MEFIFTEIR Google
Chrome FRABEMIE LA - 7 2015 EFHBERFKF
HERPRS  BARFRJEESZFRRAENZHERRA
2016 FRUZERRALE - RERBIEE TE® ) KE B
HREES -

REE %


http://arstechnica.com/information-technology/2017/01/2016-on-the-web-firefox-fights-back-as-microsofts-share-slumps/
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Angler : RIIFIREBEM4NER S

2013 £F Blackhole IR EBEMHSFILIERZ%  Angler RIERIX
BEMR 2013 FEEXERNEZES - ERRRNEEHS
SENREEGD 0 TREIE—RAPREE 2015 F » HERFER
T RIRMBE H2AL, o

Angler 2—FHBEZRRIRBEBEM  EFFZRITERRRRT
BR - BISEHMRIRBBEEHERAEN  SEFERGEREER
REIFETE © Angler BESAHERIERE THUHMITERRENX  BER
BRI DR » FE IR B ERT EMERAMAER © Angler
HWEESIER IR B S TR INETE » HILE 2015 FEBE
TNELFT - 2015 FEFIR T EF S TRFEIRA - B3F Adobe Flash
Player BIRIRTEA > #8512 Angler TEEETERIBLZE -

MR EMRIFNEE M » Angler NEXEBEZ— © FAEHE
SIRLEET ZERN L S MR FIEIE - HAP{E R Z 18R E
B BIELRIREERTER 1P 8% o tbdMB R RTERAEE
%% (domain shadowing) ¥4i] - SFME KRG EE S FBubAIHE
% FEEESMEEZH -

Angler & 2015 FREEBMNRIEREEMH - EFIER AR
ERABHEHHEHETEXA Angler INE o X2 2015 &F -
Angler INEEH SRR FAERE 1,950 B XL E © Angler T2
MEEKTEEEES ' TEEFRIFNE Adobe Flash AR
A REEMNBEZEEHIT Windows fEERRVERS © 45512
Window 7 °

Angler ZERMNBMENZRERE o Angler £ 2016 &£ 6 AJH
ZBF - BB Angler BUMAY CryptXXX #HZREREE (Ransom.
CryptXxX) » EEHERR B2 LR TE

Angler £ 2016 FHHIFENH D BVIER » T@ILEB XM E
87 BEl 6 AEEIHK o HIEHTE EHERRIBPEE Lurk $R1T
R SEERERER 50 AZHE » Angler FRHEER - £REE
BEIEFIBITEIFAE Angler SHEHIRER o

BRI BRI RIRINBEHEK - Ehin LB TR -
Neutrino RIFRINBEE M EENIRZA AL - EEFIARH 1 EEZEER -
MRFILBHEET A RIBRHEEZER -

v Symantec

BERRR
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RFCERHIEHTZERFR  BERTHEREBE
RFWEYN "7 EE, TEEE -

IE{RRARE

Locky * Dridex & Angler S8 %ISR B 88 EENR
=EBHEL

O TEHRMEMLE BFEE TR o

o BHFEMLELRFEERRRER -

O SHHFATEREEZEZE Cookie B¥EREIEIR ©

O HEMERE  BAMEN MITM) HEMEERETNRKE -
O EEEZHUMEREEM SSL /REE » LIBREREHIE  WAE

o

IhfERER R BABIERLLY -
TEMS AT A PR R (L B R T EISRR M BB IR, ©

EARIEEIMIER - AN EIRRLERE LRI s A BRI -
ERNE=EENS - WBEREMEAX - FIUFERER
EVERYIRE -

REE %


https://www.symantec.com/connect/blogs/locky-dridex-and-angler-among-cybercrime-groups-experience-fall-activity
https://www.symantec.com/security_response/writeup.jsp?docid=2016-041912-5637-99
https://www.symantec.com/security_response/writeup.jsp?docid=2016-041912-5637-99
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2016 FHTEEIRILIEAIMAER  FRARHIZY
MRRILTEER - REEAARENEFEHEE -
RS RUBERE LRTAEZS 'HEwHR, B
B2 o Rt MIRO BN L SAEN S A BRI - BRI
FLAEHAMBEXNRRERNEEHBLARERNT
I R B E FE b

ML S —EE - RI2E FAMMERIEESE
BT T SEBOREEREEE - Am > TR
EXFILEWNTERLY UEEBRETHERSF
RALTRUL IR o

ARG RBERNMRILEER - S~EFNFTERN
TE#BEE . (living off the land) BT - EIEEBEHS
% TEEXNKRE ) WEREARS  EPfsENE
EEBEERMREBRREXNINGE  BEZE] AR
WENITE  RRBRFERB R AKEREETILA
EF45-

BEZIR

O f@I%IESETE 2016 FERSEIE > TNEHBESMBENRE
H BERSEENZEFIREKX © 3452 2016 FAY Banswift
(Trojan.Banswift) INEE » B XREEEF LA RELE
JESERIREE IS o

o EMERABHITETHITE  ARTIHMIRILEDIRIBM
WEERASEF M MERNRIIEREEERN - Hh
FIF Office t&ZEAY JavaScript MIEEEE THEAAR
Y5RIZE 0 2016 R IREER 700 BRREBREITE o

O #fR 2016 FRIERINREEEEFT FBEH 2015 F)
BEBENHERABEFA - 2016 FEHE 11 EEEH
BERERE 255 2015 FRU51E 6,380 BE -

O 2016 FEIFHEE 1 B Bot (EMMRFEX - & 2015 FEM
7% o

v Symantec

EEREXPARSXNEBHRN—KIBE © £ 2016 IR 3 &
5,700 Bl FHIEFETE - AT RE SR EERELAVLLS) -
1£ 2016 FRIE X E2WREH » HIEH00.5% ©

BXEAZESEEEER
£ 2015 &% 2016 F - B XERRIRBIS B ERECEERMUEM (0.5%) ©
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2016

HEVERRRNEEAY L HIRERTE 2016 FANEAREM - A07E T ¥
FRIE - EXTREZERR/BAAENHREEE THAZL © B Necurs
(Backdoor.Necurs) BI{R@A8E%EEE FE(HFRE - BFITES
SRR FRAAET o

BEF#EREZANRES  RAEETENS G ESERE
BAYE  TENEFENERERE MIAEERNERRE
X - MREAEBHNEIE 2016 FEH - BEHERHEMIZ
> BFETELEBIRIE: L FRIZARRE 7% -

REE %


https://www.symantec.com/security_response/writeup.jsp?docid=2016-042523-1230-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-121212-2802-99
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RASMERARRAFHERREE | SERETFEBR LA -

2016 FEGEERENEENERMNIHE
BB ERBBRENYE 10 BEEEE -
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MREBFRHRLNER > BEEERARELUTEREE  BEES
s TRMRGEER  FEBRALIEML - BEREXY
B EETRLUSRREIBIRRIOMERE  EFSHEER
BiE i) AR E I - R RETAERBES - ZfIE "EFH
) WEHBERD > STFHHE 2016 FEBREERELNAR
B - BRI O EREABRRINE - ELENETEE
EEERASENE - RILEHE T SFIRAVETERE -

BV —iEMiER BREBERNERERAY WEBEE
HITEIR LA BARMNBEEREN - EEREHEA "8G
JE 1 (living off the land) °

v Symantec

B# B E (living off the land) : PowerShell - E&E Rt T2
2016 FHIRAEE - MEWEEFEASER Windows 23K >
RTFEMEAITINE - HFIgE " BECHE ) WEEPFHFMR
BRETEATEERY T BB R 1 AUET - 18 » EHEERIESEAVIH R
Mo IR T ER N BEEESFERNFE -

PowerShell 2— @M KWEFIEIESFES & Shell 3248 ' T8
ERAREAENTIREESN > MEAEREZIER  BETH
BEMNEER - KEF9 Windows EFSE ETEZR % PowerShell -
MZEEB IR LB E R R > R EEIRBEE
PowerShell ;E&) - RFHEB RS MLUER  BREEEE
B o b A LU BB SRR ITENE - BN B EE TED

EFERE 2016 FTTTETH » #8F PowerShell ZFHEZ
% - BHREA 954% BEBFEEME - EEM PowerShell FZF1E
RZBHEMERABEERESTHELNER TR HARE
AR ETERZE) - EREEREE AN BEENRE
TEBEZEMBRABEIENEE  BEERNRESEHTRER
15 o EMERICEINEE S - PowerShell BIBEFIHMER TE, - I
HITRICENS -

2016 Ff#FH PowerShell AYIEF KIEIE R © Blue Coat BEFRE
XA 2016 FE=FFULENER PowerShell BIEAE
HE 2R _FTW 22 B EVERRAEERIREA - B
JavaScript F&E#f2:X & Trojan.Kotver BRFAVEENBFTIEM ©
HEEME - HMIAWHAHTEEIR PowerShell REIZAMFER WI7M.
Downloader ({517 9.4%) * R1BIKFE = 4.5% A Kovter
(Trojan.Kotver) & JS.Downloader (4%) ° Kovter {E5E8/EAYR
» FEFAE#ER PowerShell REAEEERRSE  BR2EE
EEHHED -

2016 FHEEALERMWEEXNBEBILEFEBRNRBT
PowerShell ° Odinaff EfEfFHAZEE PowerShell EFHEHNES
FIHE o BHSTEA SR IRGTERINE -

BE Office EEFEMANEEWEFIEE > MEBBMAENRE
R Z EREINRERE] HEH T XXET5) © Office EEFTE K
BIREHT  FRLUEREIN B L AMMEMZ TH2 » SfiRERE
BAEY Office B4 @ SATERAENEEE o [ PowerShell IE£%IN
BEMINEE  BESRERBEHRERANMEEEILE AA
EMEBETERZ5IEBIRG  hEREF ZIFEMBIRER -

REE %


https://www.symantec.com/content/dam/symantec/docs/security-center/white-papers/increased-use-of-powershell-in-attacks-16-en.pdf
https://www.symantec.com/security_response/writeup.jsp?docid=2014-110100-2117-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-110100-2117-99
https://www.symantec.com/security_response/writeup.jsp?docid=2015-082817-0932-99
https://www.symantec.com/security_response/writeup.jsp?docid=2003-102718-1528-99
https://www.symantec.com/connect/blogs/odinaff-new-trojan-used-high-level-financial-attacks
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HEA) + TR Sk R B B R X B S RATHAE - (I
HSETTHH AL (BEC) HE GG T TFHHE , SEHHEA
YEY) (BT TR S = » LIFIAS S -
| = |==

2016 FHI BN EEIFIERY RS E M T AR R R A TEEAREHAN > T8

By : BEIEME  AYEENERAEEEEAEE - EATE
BB BRER (PR E L R AMRIE o 9}« SEIEIE L TR R
MEATEMS - T b - ERAER S BFREER - A5
HE 10T B S TSR -

BEREXNBRITREE KBS

MBS ELE 75 2016 FIEHEEAZINE R AL - TRHTEELEEN
“ - Jﬂi-% SHREK (IS (generic detection) A75/EFTEEER ©
REQIRE
BT (=F REEE
1 Heur.AdvML.B 5,648,434
2 JS.Downloader 3,487,119
%?ﬁﬂ{#ﬁﬁ%ﬁa’glﬁi{# , Js 3 Packed.Dromedan!ink 2,615,857
B 2 Office f5= - : 4 W97M.Downloader 2,199,083
JavaScript (JS) i E {th%
ﬁ,a,;;r;;;p (S) AR 5 Heur.AdvML.C 2,039,212
== 2]
6 SMG.Heur!cgl 1,291,550
7 W32.SillyFDC 1,019,644
8 Trojan.Startpage 908,429
IEERIENRF - FERE
Fﬁ%ﬂﬁ'ﬁ% , ﬁt%gﬂijj 9 W32.Downadup.B 814,687
PowerShell & & # 175k 10 Infostealer 753,783

HEITERREANERBRAILUEL - B#EAH N ENR
MEREMR+ 7 EZF - 2016 FRREAZMNI+RER
RBXP BAREHEREANMAEE - Ti& > BHEINER
= « e e s | JS.Downloader % W97M.Downloader RIIELE - MEEH B
il it 2016 & RHTIER(T BRRRMHHTE -

EFIEIRE 2016 FRIF - KESFHHEHRBEE Office EXE
(W97M.Downloader X##%&) # JavaScript F&EFEXIEZE (JS.
Downloader K#7&) @ BIFENZREBERIE LRITRE - MER
2016 FEEHEIREERERIR] 700 B - BAREEMREISILE
BZ - &R 2016 ETHELERE -

v Symantec EE B


https://www.symantec.com/security_response/writeup.jsp?docid=2014-110100-2117-99
https://www.symantec.com/security_response/writeup.jsp?docid=2003-102718-1528-99
https://www.symantec.com/security_response/writeup.jsp?docid=2003-102718-1528-99
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EMETHEANENEZEAMESHNEEZESZE | DETAE
TETERESIETE Office % RAERIREREN
EFE - MEBLES Office EETHRERT/RIT [
Ay BRI S REREMEA > JavaScript TEHEXNERE
B2 N - ZNEGFTM » JS.Downloader iBF{#FEF PowerShell
8} Visual Basic Script (VBS) * 7£ E 8 EHE IR ERFHAITRAR
[E A

EPE RO HER D EEERIF W97M.Downloader » H
fbE BERI{®4F JS.Downloader ° W97M.Downloader 8RS EENTE
2016 FTFHFRD - TEEMEREA  FHEETEHEXH
EETAEEBERBMER - FE L £ 2016 FMHRE—ER -
W97M.Downloader BY{ERIEE 7B RTEN ©

HAFSHENEREREE - AIZIIRE AR IHmMES -

v Symantec

EM#E I - Bot fRMERXE 2016 EHNHEHHEH @ 1
9,190 ENNZI 9,860 B & Bot {BIRIE @ BRI BRI
AR o

Bot {Ri@mIZV/EENELE
EPI$H5 3R 2016 FAY Bot (RIRFENEIE @ Lh 2015 FZH 6,700 E1E -
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{88
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2015 2016

A EERNIRICE— S HTaRsEE - EMBREESEL - Bal
B 20% HESTEN - AcsUE R RIN R B EHESSIRIE - i
IELEBIEH 2015 FEAY 16% ©

Blue Coat FIEEREXN /TP FEBHESETR [/ SSL @A et
IS HIZHEIE (C&C) ARSI BAAAIBHIEM - FLFEHMIGE
R E - AHIIT AT 79% © 7 2016 FEEEE] 3.1% ° &
AJRER RS SSL/REETE 2016 FEARZES - AWEBEWIEIR -
A SSL MZEEEHEAMEMTHREA o ko - EHEIRR
RGBSR E © 1F 2016 F5E2) 4% ©

FrERBZERR 1% EA7T Tor k% - TEEHHRIIBAR
TEMRIER

{RIRMBEEERMTE © Necurs

Necurs fRIRIEIEE 2016 FEEMNEERXHMHEZ— 1B
B EEFEMHEEIRH JavaScript ~ VBS K Office EE T &
723 o Necurs 7£ 2016 FRYFEZMEL A Ransom.Locky ° FHEFT
i ra AT R IR AV E Mt F Z (R ERANES - K Z P 2R1EHE Dridex (W32.
Cridex) ~ Cerber (Ransom.Cerber) & Kotver (Trojan.Kotver)
# Locky FBIE ©

Necurs & 2016 FHHBERXREENEBHEEBZ— -
Necurs FREEEEE —MRBBTTE - Wiz B—EBAKME
& SERBIRDIEE -

REE %


https://www.symantec.com/security_response/writeup.jsp?docid=2016-021706-1402-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-012103-0840-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-012103-0840-99
https://www.symantec.com/security_response/writeup.jsp?docid=2016-030408-0817-99
https://www.symantec.com/security_response/writeup.jsp?docid=2015-082817-0932-99
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IR RAGIE— KA Necurs SHEN - AISFIRPAREAVRARLLA] - £
2016 & 11 B 24 B ’ Necurs 3%8) 7 ABHIREBHNE - HAp
RYIB{HIE JavaScript TEFET » BRIBEE wsf B - HEz—
T5AIZ VBS ffiff o ERIFHIRE A INEEXEEE 230 EIIAVEL
B+ - EFhi#BE 180 EFHFMA JS T2  {#H VBS Y8
AZ 465,000 £ ©

EMERME 2016 FH&E—= Necurs #1TAY 146 XEFEBH
% » 5515 Necurs T X ETEMHINEMR - 19k H 525 ELE
SEEREREAR -

MEEXIGIR T A28 K% JS » VBS & WDF T &2 AIHIIRER
4% » %3] JavaScript F&EFEE Necurs FTEI g BLFIRY T &
FExlyEn o

FH Necurs FIRER (R IS EX AV T EFER
EEMAHTESAOEM™ > Necurs HEMNIRMBUERBAZERT

JS.Downloader °

lL WSF 15%
VBS 14%
T JSE 2%
s DOCX 1%
2 XLSX .3%

10 BIERIEMAE Necurs Bf » BT EZ2EE VBS 8 © T
B®ET 11 BX 12 B » BI2H JavaScript T&EFfERNEVS T Etth
{iz o

ERFERATR TEHERXAAX » 3R Necurs EHTRFNHNER
BERTERAY T ERRRERE L -

BlAYE - EFI#HR IR Necurs JEEIE 12 AE » JHKTHF
= AR AR - BRE—KERENHEENZTE 12 B 22 BE1A -
5212 B 24 B#ER © HPIEFEER - ERTEERZ Necurs BEE
EMiRLT - TdEEEREEEESR 2017 &£ 3 A 20 B#ERE
& -

v Symantec

Necurs JHZEEF - &/ 2016 FEKE 2017 FVHNEEE T
HHERBETRE  HHELNERESHRAMRM - EFf#ERE
Necurs %{E/E81/Y 3 B 20 H » F#EIST 200 BEHNEEE T
B - BE L Necurs 1RIB/EENZ % » FhBEIREAXERILIRED
58 BRTamEHANERAM » WREBKTAINEE

—tEiEE - EMBERER

cREEREAEFFHER LIRTHEE - —ELURE 2
LRAEAERENRSR - TBELRARBIETENR > BME
PREBEFHET) - ARERMBERELXAH S -

RABRBTHAAKRRIEFLILES - REAKXRIILINE
B ] BERTET ©

TAEMEFBRFAAEREN

T AERIRFAFREXNRESEK > 2016 FRREZRDHESAMTEFAAR

BREESE -

BT EREZE RRERIEERIRH
1 Ramnit 460,673
2 Bebloh 310,086
3 Zbot 292,160
4 Snifula 121,624
5 Cridex 23,127
6 Dyre 4,675
7 Shylock 4,512
8 Pandemiya 3,330
9 Shifu 2,177
10 Spyeye 1,480

Ramnit (W32.Ramnit) £ 2016 FraZEEESRMEERER -
Ramnit B 2010 FIEMIHEE » TEEEFIERHREIT » 5
2015 5 2 AEESRVERICSEER - —MERAERITERE
IETRIRIBESEE - IBEERESR  EERRFERER 35 &
BEHGHERL - Ramnit BT —EXFFME » TIBTE 2015 F 12 A5
e -
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https://www.symantec.com/connect/blogs/necurs-mass-mailing-botnet-returns-new-wave-spam-campaigns
https://www.symantec.com/connect/blogs/necurs-mass-mailing-botnet-returns-new-wave-spam-campaigns
https://www.symantec.com/security_response/writeup.jsp?docid=2010-011922-2056-99
https://www.symantec.com/connect/blogs/ramnit-cybercrime-group-hit-major-law-enforcement-operation
https://www.symantec.com/connect/blogs/ramnit-cybercrime-group-hit-major-law-enforcement-operation
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http://www.actionfraud.police.uk/news/migrant-helpline-phishing-emails-lead-to-ramnit-malware-jan17
https://www.symantec.com/security_response/writeup.jsp?docid=2011-041411-0912-99
https://www.symantec.com/connect/blogs/japan-targeted-regionalized-malicious-spam-campaigns
https://www.symantec.com/connect/blogs/avalanche-malware-network-hit-law-enforcement-takedown
https://www.symantec.com/connect/blogs/avalanche-malware-network-hit-law-enforcement-takedown
https://www.symantec.com/security_response/writeup.jsp?docid=2013-112803-2524-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-112803-2524-99
http://thehackernews.com/2017/01/neverquest-fbi-hacker.html
https://www.symantec.com/security_response/writeup.jsp?docid=2011-092916-1617-99
https://www.symantec.com/security_response/writeup.jsp?docid=2015-120112-4419-99
https://www.symantec.com/security_response/writeup.jsp?docid=2015-010513-5422-99
https://www.symantec.com/security_response/writeup.jsp?docid=2015-021209-2911-99
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Odinaff & Banswift - BEERX &M BZRITHER
—%

HEAEEILFER EZ Z AEERIFAIRERE - B 2016 FAIEE
FERRRR RAVIRIRICSEE RS HHokE » L E K - [FHMEIRIE
SR F ARG TANSE | MBEFILEE R ER
BREXEAF - ANPITERNEZTEE R - MO RER
BE  FATRRIESE R REE A EA ZHRE o
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AEEMIRITIBAIE - FILRINEE 8,100 E=TT 0 TIBHM
18R > MLEBEEEMNRITEERRE  SREHEETES
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v Symantec
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EEEEthESEMmMIEIRITIER » SHELL SWIFT HEREEST
EIRAVERTT » T8 SWIFT ARG M REEMEHNEAE
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REE %


https://www.symantec.com/connect/blogs/swift-attackers-malware-linked-more-financial-attacks
http://tech.firstpost.com/news-analysis/bangladesh-sends-a-team-to-philippines-to-speed-up-the-recovery-of-funds-stolen-in-swift-hack-349588.html
http://tech.firstpost.com/news-analysis/bangladesh-sends-a-team-to-philippines-to-speed-up-the-recovery-of-funds-stolen-in-swift-hack-349588.html
http://www.symantec.com/connect/blogs/swift-attackers-malware-linked-more-financial-attacks
https://www.symantec.com/security_response/writeup.jsp?docid=2016-042523-1230-99
https://www.symantec.com/security_response/writeup.jsp?docid=2016-042523-1230-99
http://www.symantec.com/connect/blogs/collaborative-operation-blockbuster-aims-send-lazarus-back-dead
http://www.reuters.com/article/us-vietnam-cybercrime-idUSKCN0Y60EN
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v Symantec
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FEER
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http://www.reuters.com/article/us-cyber-heist-swift-specialreport-idUSKCN0YB0DD
http://www.reuters.com/article/us-cyber-heist-swift-specialreport-idUSKCN0YB0DD
https://www.symantec.com/connect/blogs/attackers-target-dozens-global-banks-new-malware-0
https://www.symantec.com/security_response/writeup.jsp?docid=2016-083006-4847-99
https://www.symantec.com/connect/blogs/odinaff-new-trojan-used-high-level-financial-attacks
http://www.symantec.com/connect/blogs/carbanak-multi-million-dollar-cybercrime-gang-focuses-banks-rather-their-customers
https://www.theguardian.com/technology/2016/dec/14/yahoo-hack-security-of-one-billion-accounts-breached
https://www.theguardian.com/technology/2016/dec/14/yahoo-hack-security-of-one-billion-accounts-breached
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Friend Finder Networks 2R AE K EIEMHILAT » &EHE
VHE3FE Adult Friend Finder » Cams.com K&—E fh&k/\A0#d
ih o B/ATI EAEESE Penthouse.com » WA 2016 & 2 AH§H
HE - @&t © Adult Friend Finder {37F8 Penthouse.com
MEAEHEAEN > AEEEREEEIINREGHERR
= o

INRE R IR E T E M hut - B (LI—A% AT RA%3CE SHAL
HOERT ~ EOERSEE - BIEREN 1P MR E EAR
EE - EREZAREREE—FENE B -

2016 FINREHAERIBELIER
EAHAETPE 2016 FRELEELNEH  TREASHETNTEHEY

2016 &

Lt 2015 £ (%) (%) BAEHER
fELAEERIEER (P1) 54.5 429 -11.6
BN ERE (PFI) 32.9 39.2 6.3

EEH 1.6 11.1 9.5
ELAREREN (PH) 11.0 6.8 -4.2

2016 FEMINRFHELRNENF @ 1L 40% HEAERE
Al HA e A EAFERRFFHMEN - slER1TEREC
% o SEIRBUELE 2015 FEM T AEEARL L - BERINRER
BE2MEN  EHERENSEHS  URZEREIRIRENE -
MEHRREEELMFRENERER -

REE %


https://www.theguardian.com/technology/2016/nov/14/adult-friend-finder-and-penthouse-hacked-in-largest-personal-data-breach-on-record
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http://www.zdnet.com/article/dailymotion-hack-exposes-millions-of-accounts/
http://www.zdnet.com/article/dailymotion-hack-exposes-millions-of-accounts/
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HERE  WREDESEAFEEH PIN)  EEMES S
10 15 o EEER+ okt
MZE AR E R AREETER]T HE{EAY 10%
DDoS BR¥% (1 /\BFA ~ FREIELE) 5-20E7T
DDoS FRFE (24 /L | ~ AR B4Z) 10 - 1000 E7T
HEEEE (BR) 100 - 200 =T

v Symantec

PRIRARTS
IREVIR & AR TS
&=
BERITIRS
TERRS
TR HAER RS
855

545 (5% * SSN % DOB)

R R E M (Blavk ERHTIRE)

10% - 20%

R SEREERY
0.5% - 10%

20-50 =TT

6-103%7T

0.1-1.5%7T

1-33%7T

REE %



06 HMEILFERMBTER %528 2017 £ 4 B ISTR

X
(4% ~ KELLHTIRES)

Rim AR FEIRS

Android $R1TRXFARERRER
REVR & Bk 7% SEEEH

EAE

#HHE

EmF

s 20%- 40% o 10%- 20%
(E{E) (REEE)

v Symantec
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FLARERRRIE
HEAMIRILFRFER N TE - TAEXERNRERETE -
BEREDER I IRHESANE -

Avalanche

Avalanche BETTENEFITE 7 MREICSENLEY @ EED 17 E
BERERXRIERANERERE - BIBWETENE ZERBEHE
B s ZUBEREREEEMEREANRZER IT £ EHFAS
AT EHT Avalanche RS ERICTEAEFLFTEARY 39 & FEMR
SRR S AR -

EFIERE 2012 FIERIBME Avalanche #8E% » ErFEMH
REREMERE - R T EHTERE - BihF RIS it
EAEZEATEREEE - R EEZESFEERIIER
% AU Bebloh Z=E%23( (Trojan.Bebloh) ° EPI&FAff
BTABRERMBIESBRE  EXHBHEMET » BHIRT
Avalanche f2{&#31% - Avalanche EF&iEEA  BETHE
RAREEARZWER -

PAEITENE 2016 F 11 B 30 HEAE®E » KREMBATED A
17 BEERXRIIBEHTIEMNERER  IRESSHESE
1TEIRISESE ©

Bayrob

Bayrob TH¥71TE)=2 FBI BEN\FEMBENKR - BFIERBHE
FRiGED o MERRTTENRENEIE T =REEREARIFXEE - it
MZERUTEES FFEIGSE 3,500 BETT ©

Bayrob (Trojan.Bayrob) & AV 2 MEEETEIC  —BHAEEL R
AR L EIRINE  MREEFREEET > AR BEALENLS
HMFEBRREERENTTE B EAFTRBERETFNEEER

ot

BEFHEREREERE - HIRSERA Bayrob EERNNEE
FHREF > MW RFE Bayrob MR LFFERIFELS 30 B A LI LERERY
@M - MBS FMEERIRE - EFIERRINEREEE
E17E  RAZBEPOREEAY « Bl - BRREX > LKA
HERILTFEBAMEARE -

v Symantec

EFIER 2007 FEXIEXNE Bayrob E - BEHSERE
RIS ESHE eBay BR/E © TRBEVMEEBAREL  HEEE
IEMBRRSRIE - EE BN EILFEEE  EITEZE LIAEE
BR - WAEEE A MAS A FEEER o it =B REUNIBE EER
HEREAER - LUERSEEBRATIS X ERBEE o

EER - ZERRENEEEEZERGRRBETETMRESER
By - ERm@AOEREIT 2016 &F » CIEMREEA 30 BAEA -

ZHER > BEFERHERTEMAEEEE - LEM#HES

BO{REE - FIRFIHED FBI (B AE - BIESERIETE 2016 FEKE
0L o
Lurk/Angler

HABET R 2R 2016 F 6 BIJE Lurk SRITZZEE > ER
HF 4 50 REIE

Lurk ST B FAARBRENEE HRBIA RS - —A%E8
HEBREERSRBRTERMME - BE T 88 2,500 &=
TURYFRIA o

REL EEIER  ZERZERBNEEHRER TR > 91F
Locky * Dridex & Angler WEBEH o 7@ » #54 Locky &
Dridex ;HEITE 2016 F FH¥FHRER > Angler WMKEEF © 38
ERFHOA Lurk SRITRZZ45EFAAREE Angler WEEMH ' &
HAERMBER AT B TR -

B Lurk BMEMHHE > Angler MEREBBHFHEEDN - 3
HE5¢ THERRINE , AEETFEMIRATIERASEE o

Dyre

2016 FHIMERBEZRZ— » 2 Dyre RIFEERITSHFARE
2= o

RIB 2 BORERE - BEITHIAEAIE 2015 F 11 BT
g - FIRFETOEE T RS SRABREXWAEREE - EFE
FLEAFEE T IBEENR A BIIER © Dyre (Infostealer.Dyre) 2
EREFE LR ERIESNEME 0 B 2015 F 11 B 18 HE -
EMER AR E BRI Dyre MEAALIIRENHIEED ©

Dyre HRIEfTEI+ D E AKX * HA Dyre BiEMARERENSRIEE
ER LEZ— ° Dyre $8% Windows EiSFEIERITXZ R EME
E A ARUEMENESENNRASES  BEMANL
RBEB (R IRIEER AR o

REE %


https://www.symantec.com/connect/blogs/avalanche-malware-network-hit-law-enforcement-takedown
https://www.symantec.com/connect/blogs/bayrob-three-suspects-extradited-face-charges-us
https://www.symantec.com/security_response/writeup.jsp?docid=2007-030115-1234-99
https://www.symantec.com/connect/blogs/ebay-motors-scam
http://www.reuters.com/article/us-russia-cyber-arrests-idUSKCN0YN43L
https://www.symantec.com/connect/blogs/locky-dridex-and-angler-among-cybercrime-groups-experience-fall-activity
http://www.reuters.com/article/us-cybercrime-russia-dyre-exclusive-idUSKCN0VE2QS
https://www.symantec.com/connect/blogs/dyre-operations-bank-fraud-group-grind-halt-following-takedown
https://www.symantec.com/security_response/writeup.jsp?docid=2014-061713-0826-99
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Dyre BOREREEID SRR - AR MEEISEEE
B§% 5% Upatre T&EF2X (Downloader.Upatre) ° Upatre EZ|
ERIREE - 5% 2015 F£ 7 BEZISIE - #8825 8 - Upatre &
Dyre BRMERAEE > £2015 F 11 BZHKIEBTE -

B 8% Dyre FIAERRIE LT BERE @ IR B ERIAE LS MEE
TREPARIBH S AR - 2016 FIEARESEBHMAAYRITIS
S5 EFRAREFRERX Trojan Trickbot (Trojan.Trickybot) @ &
HTHRERY Dyre © Fidelis AR AEFT > f9E T —ERERNE
i1 585 » B—ALL LAY Dyre RIABIEE A B 24 Trickbot ©

IEfRERE

O SWIFT HEBEFMAMNEEREXNSREZESMINEBEH

O Odinaff : FiEYFEAEAEREXANSKEMESG

O HUABM—HFENEA| "EHITTEN (Avalanche) ; BEFR
AW ()

O Bayrob ' =fUIE5ERITEEBZE
O PowerShell BIZEHE * 95.4% HTBHEFERER
O Necurs * KEESF (R LI —RAVNHIRES 452N @R

v Symantec

REEREL

O O

o

ERRRB DB R E MR B RTFRIEMIESE -

PERSRERICAMTBE R BN LR Z B ARIRE - BIE1TEIE
BEEA - LUEGEERETASHEEEEREE -

R EHRENEERMMEAMEREE - RBREHEE /M
BELERANEHEREX > MAELRAATELNEEMN
A -

BB EMATRNETHE - LHRSEBEMEED
B4 o

IR B E Microsoft Office EF BN IZETRHAESE
LIGiREMHRSE » BRIV  BRIEE+AEELEEH
EE WAREASE > BRIZTEAESE > 15 LM
BRAEH o

ERITERER - BT EHRTABHME THERRERX - R
RERSHERRLREERREN - IMLBRHBERRENXE
SKAYHERR -
BARGERLERFEANEBE - E-HBEEN - F
NEZERFEREREREM - A EREREINE
@A) °
AEMREIIRITER
DESETR -

- —BERIRFHIREM RS 0 7R

REE %


https://www.symantec.com/security_response/writeup.jsp?docid=2013-112017-1113-99
http://www.computerworld.com/article/3131621/security/dyre-banking-trojan-successor-rears-its-ugly-head.html
https://www.symantec.com/security_response/writeup.jsp?docid=2016-101811-2408-99
http://www.threatgeek.com/2016/10/trickbot-the-dyre-connection.html
https://www.symantec.com/connect/blogs/swift-attackers-malware-linked-more-financial-attacks
https://www.symantec.com/connect/blogs/odinaff-new-trojan-used-high-level-financial-attacks
https://www.symantec.com/connect/blogs/avalanche-malware-network-hit-law-enforcement-takedown
https://www.symantec.com/connect/blogs/avalanche-malware-network-hit-law-enforcement-takedown
https://www.symantec.com/connect/blogs/bayrob-three-suspects-extradited-face-charges-us
https://www.symantec.com/connect/blogs/powershell-threats-surge-954-percent-analyzed-scripts-were-malicious
https://www.symantec.com/connect/blogs/necurs-mass-mailing-botnet-returns-new-wave-spam-campaigns
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s

£ 2016 F > $HRWMBERAEARBHBRERNORE
Bz—  WEBETEBRENAHRUNEIVILEF
A RIS - ER LIS RAEELR
MHRE  ZUuehAXEEZNEEREN - ;i
FREMBERTFFAEIL N - BB THRBSHEEMA
EE17Y - A RGBEEEEERR SR
S (T ERREEHR 69%) F BSEHhBEERE
THRUENEEDNER  UHEEEAZENN
BFF flaEEcERHEELNEHRMER
g GiFEYHB AR (initial compromise) KRR EES
(network traversal) @ B R] &Y Z a0 E RN o

REREAIFEL A 2017 FEHRNTEELEE -

EEHIR

O FhERENBERYERATR RAGIEM - (FEIE 2016 FRAEEER
SEARNREHRBIILERE -

O FiFHZRLEEMA 2015 FAY 294 ETTHIE 266% © HKE
1,077 7T - WEEREMRRDTE » AJUNRREES LEFNES
2 -

O 2016 FEEAIENZRERBEIE N 36% ©

BB RS

2016 FREREHZREFREEILIN 36% * £ 2015 FAY 34 EE
FHZE 2016 FAY 46.3 B © 2016 FEHHHHELEEENFZRER
BHEHEEA  FNEHFEHNE 846 B EEBILHZE
B8 1,539 f@ -

HpEBEERNE M EENSIBEGEMIERAEEN#E
RS/ L RSB EB AR R EFEFHARNE 8 -

v Symantec

$RUBEGLUSETRGNEM - —MME - RRBERESS
BETRIREE - BEAEEAFEERER AT LU SIS - AN E FEB (AL
VBN RINEE - RN HNE (BEHETE) HBMEIRE I
DRETIATEIE - KA SREEEFHEHEHMBTEHERX R
AR o TEHREXAEEHREGE THIL LR

TEEH  FEHNESTIUMREERHE  TEAHREETH
FBEERZAT -

BRI BEMHRBENIN
BRERRRE - AR
BRVEEH - IRENEHZRENEE

FERIEME @ STZHRUEEE
g i ARERERNRNEREE
BREX - S S RMBEN B LLFEEL
BAREEBRZAT

BR T RCRIZF AN HAETSHAV IR LIS - B RAIRM R aE
T EFEEENRENEE - REENHANBEEREXNERNERETA -

st AP E T ERERFHIZREEE - REBBREHEN—/\E
5 BERRLEEIETE 2016 FRE L - RRIHIRIAI$)ZFRENEE
FEENBFTIENN ©

ENEHREHRUETHHE

HihE T EEERNERERE B EIL 36% -
f0%] 2016 FAY 1,270 1@ ©

fit 2015 FF19EH 933 @ - 1%
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ENBRREHRUEHE

BREMSIAREMNSHZRNIBHE - 15 2016 FHHZLEM - FNNA
BRATH3- B FERALAZ4EME -

60,000
50,000
40,000

30,000

20,000

10,000

18 283 3HA 48 5B 68 7H 8H 98 10K 118 128

1 2016 FERAMERPEEMHA - 8B 1/3 BEMRER &
ASRNEXERBRENME - BAX (9%) « FAF (7%) * 0
EK (4%) RENE (4%) L2 EESEIHIE o F7F (3%) * #FEET
(3%) ~ BE (3%) RER (3%) EREBERSNENER - B
—{E&FIRT+ IR EEN (3%) ©

B BREAT - WRE SR EME RS E R RS
B

BEREZHREGELLA

2016 FfhET BEEHRMIBAISELLLE - EEFHER A RITIBREITH
g o

HEH 3% -

B3% o
BEHT 3% /
78 3% /
ENE 4% /
NEX 4% S
FKRFI 7%

B 9% 7

2016 FHIRRVFAEIENRERERTIAMIEN - 2014 K 2015 F&
3R 30 FEHRY > 2016 FHIRRIRA 2 f5MiER 101 1 ° &
IREBBET - KBS B EMASHREEENTY  BERE
HEEHREIERT - BRIEQIRBRT -

v Symantec

A REREERT

B FRMAGTE S RIIERTIBE - 2016 FRBUBRE 3 BMEE] 101 18 - #
TR SWEEMAERIEEAITT

120
100
80
60
40

- I

2014

2015

2016

ghREEEEHE AHFWMBRIABITERE) KEFRET
B > FH 2015 FFAY 34.2 BIERD 29% = 2016 FAY 24.1 BFE ©
RS RUREEENZER M St R HEE N EBE » 11
B¥9EEE 2 BE T2 FER 2 SELLT -

HEENHEEERHRUREHNS —RER  REERZ
RESTE B - AL RET 2B BEE - EREEEEY
ETENERE  #pB—HEEMEEREEERTITE 2016 FX
IRIEAAYERZ - HPER - B REBERFESRBMEZH
HEHREBERT - M BRISHEERBERARY -

L e G

BEFBIEHRUFEETE BIEEE) HE - HEBHE TR 29%
B 34.2 BRETFEE 2016 FAY24.1 BFE -

it 2015 &

300 342,000

241,000

o oo

2014

2015

2016

REE %
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BRNERUREEE

BARITEEIREBEETE - FI9HEMR 2016 F 1 BMiB@& 2 & - HAESF
ERY 2 BLLF -

35,000
30,000
25,000
20,000

15,000

10,000

5,000

18 283 3HA 48 5B 68 7H 8H 98 10K 118 128

2016 FRHRUBIERLEEEEEEEN (69%) °c EIE
BUEREE L 2015 &F - BEPHBEE SRR EHNZREBEALLEIA
67% ©

SHEERRLLAIE A R EMARAKEBER > £ 2016 EX
BUAEHIETE  HFSARESE LGN 59% & 79% Z
R o ME—BISME 2016 & 12 B @ ErFME ZBEALLHI % T4
R - SHEEREA LG FEEZ 51% °

THE B R EAR LA

EEHEERCRERIEEAILLS) - 2016 FNEHRUBETEREBRAHE
EEM - HBEERELLA] (69%) (ERES1L 2015 FHI 67% °

B EARFE W

69%

31%

2015

2016

v Symantec

BREE B R E RG]
SHEERALLHINA % B HEMIHIAER - 7 2016 FABURHTESE -

m BEARRF

m ¥

50,000

40,000

30,000

20,000

10,000

18 28 3B 4B 58 68 7B 8B 98 108 118 128

(EESTEEC

BRUMBNAITZEEEE
BRIGHERRTRNSHREERIIUZET LM - 7@ 2016
FRERNHRTEAE  AIEZEBEFEMG/M - ETS1HE
AT REEGWRNIREE > BERMEGLARNFRNU
B ERETHHEREROER  EFBRUEERER
Bt o flan TERERERRBMEM - AR RMHEMIE, -

FRIHI 112 - MAERE —ERNRERIE - ErRERHITER
BB —/ B89 - TREDFrFRRY T A2 - LUERSEIREEE T &
THEAREENEH - —HEIRE  HRUBHEMBES
FENE AL RS ERER (BEEHRIEER/ETERIER
1EE) - RESDTEAVEREBERTIMRARLINE - TFEIRE
ERRAMZREH M EARBEMBAEES -

BEREE-—FRWEATE BHIERHEHFASTES
REAY - MEBERARFEEERE T HEIBR > UKLIE
EHZMAAN  BEEEEZEEMILEEES Tor #HRE3 AT -

BRUBEMEATEEE

AEDHRUEHNHBHZEE —REAC,)  EEREEE
RSB AAL - TAB L BERRIAESHEHEE - &6
BRGNS REENE - ERAE—HBANSEEM - I

MEEEEH -

REE %
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SamSam (Ransom.SamSam) Eflfd - WEEZEMHIAEA S,
EAMMBEERRS - MARNERREREFENRREARE
RS HESEEMBINEGIIEZM - #ELLHERH Microsoft
Sysinternals ¥ZH®T A » B#MNISEEMEEH - a0tk—
R WEEFEEEERMET  HESAAIFIER - 1
AMASAMESEE -

WEBEZHFERARAE fbat NI XRERERE  EELEKEE
SamSam RABMBZEE - REEH S U EIMRESE =R
BA  BEMEEAEREZEEEIAHEE  NBEHNG—E
%A sqlsrvtmgl.exe BT R o SRR HITIESEBEMAITEH
BBHIERF » WHEEZIE - thoMEE MR 3 IRAE M HD1ERR
D

R —ERERF RS A —T&R A regbat FIHLRFEFHE - 5@
BEEESEFRLNTHFIBMERZRE - SamSam AIMZEE
BRETRABHMEE - —BNB5sm  $HREEMSEMN - &
TEMBHEE  MUREEEWSIEEL - BNEXRZEED
TR BEAEARNESM 1.5 LLFH (2B AR
#k 1,587 3£7T) AURER ©

FNREREERIFARO

2016 F » WEEEKRWFEHESAERE - BEE 2015 FiE
TFB% > 2016 FHRIIENZFEBEE KAV TFIZES > 294 =
TUEAZE 1,077 =TT ©

FIRES EKIEM 2 RERE 2016 FRAHIRMEALEES ©
EBF MIRCOP #/ZR#88 (Ransom.Mircop) Bk B'E S%EAE
& 0 E%F) 28,730 EJT o £i@ » BMEARETE MIRCOP RIfEE R
Ko B PARBIZES 678 EJT - WEEBEAR ALK
REES EMEINNEZER o

#R#8 Norton Cyber Security Insight EFXAVAZE » B 34% AU
EEEXTES  EEMENLGESE 64% @ BRHEREE
EBHFMNERE - BESZTESEHRERSHIENNERER
o

BEARBWESERS - R TIEREELNT  WBEBmNB
HEXEMNEEE UHBESHNTERZTRBAME BT
HERYERTIN  BARIRE LSRR R i L7 -

v Symantec

T8 ZTESUTREENREIEHEE o 1R12 Norton
Cyber Security Insight BIF¥AVER » ZTBEIREES R
B 47% BYEIFEEE o

FIIEERK 5

2016 FRMAVH RIS REEE  HTIESRREBERRA=MBLE »
294 EFLEFE 1,077 EJT

$1,200
$1,000
$800
$600
$400

$200

$373 $294

2014 2015

2016

WEELEAFFRAIEMNAN > HEHRSEES LENESZE
Bt o ZTEFBEHRIMEBBRY > M ERAR LS IRAEBEXK -
{5120 Cerber (Ransom.Cerber) » NRAXKBPRIZ(TIES © 7
EHFIESE 1.25 HE4FHE (1,255 3£7T) IS4 2.5 LR4FHE o

oM B —LEBET  HRURNEERKREBNED
ERENRYE  ETTTENEZEEK - B3 HDDCryptor
(Ransom.HDDCryptor) BENEE - AREEE S LM ESR
/& (San Francisco’ s Municipal Transportation Agency) 3K
7 BETEN - EHERILHRRINRBEEEE EPFET
I9REER - WARAGEM " BRI, BEEKRIIAES) -

RS

NRMEEUZEREENEME > HPREREMENTR L
BFEMH - EHE 2016 FEAFEZREBOMMFIS  Hlan

Locky (Ransom.Locky) #iLUiEREFT A ©

AAROEIREH N BRI GEE S HEEHETEHMG - XFEH
WERE  WUBREBRIEAEERN - BiRFHBE—AFEA
REE METRHEEEHEELEM - KEEDWMEERA
T3 THEHRTS » AW BRI E FE S R - HIaNEE
B ARABRAHE B

REE %


https://www.symantec.com/security_response/writeup.jsp?docid=2016-030211-4046-99
https://www.symantec.com/security_response/writeup.jsp?docid=2016-062923-2009-99
https://www.symantec.com/security_response/writeup.jsp?docid=2016-030408-0817-99
https://www.symantec.com/security_response/writeup.jsp?docid=2016-091623-0636-99
http://www.forbes.com/sites/thomasbrewster/2016/11/28/san-francisco-muni-hacked-ransomware/#3a2107db54dd
http://www.forbes.com/sites/thomasbrewster/2016/11/28/san-francisco-muni-hacked-ransomware/#3a2107db54dd
http://www.forbes.com/sites/thomasbrewster/2016/11/28/san-francisco-muni-hacked-ransomware/#3a2107db54dd
https://www.symantec.com/security_response/writeup.jsp?docid=2016-021706-1402-99
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Locky Cerber CryptXXX

$965 $1,200 $500
2016 £ 2 B 2016 £ 3 B 2016 F£4 A

TBFEEIEED TEFEEIEED Angler RIIRINEE 4
Neutrino RIIFINEE RIG RIFINEEH Neutrino RIIEINEEH
Nuclear RIIEINEE 4 Magnitude FIFENEE {4+

RIG RIIRINEE

2016 FER[ZiZRIMRAYED 7£ 2016 FIEHMIFRRIZ - Angler IRXBHIEEER - &
REURERBZ— REEIERNEEFE K RIG R P BN D

FHBEEMHEE
&3 Necurs {R{@RMAIRAY B2 2017 FHEFRTH -

AEETFEHEENERE BT AR ERER Neutrino RI¥RTEE E#%E

JavaScript & Office B££ * 3@ .
Locky RT3/ 2017 £ AT HER I zip 43R - IR RS (3 A AT A AR AO AR5 N

HIXET# > B Necurs = o AR RO
B 2016 % 12 B AR
nji ')\

v Symantec
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RRERMUREAEMZEEE TEEXANEERYE  BEE
JavaScript F&FE3 (S.Downloader) B; Word EE T &HFEX
(W97M.Downloader) * —HEBIHE T il 222 £hREGE - B
ERBIFRERATEHRER  MEREEMEEEREEHREE -
by - BUENIREM S B RIFENEEHRER - REIREEH
REBEEAW B SRS o SEEE U T EERRITREEMS
MEEEREE T e ZREnsamE -
FFRHNBEHAGES —RBITEREEN > BREHEERMN
FHZRENBERZ » 540 Cerber (Ransom.Cerber) & CryptXXX
(Ransom.CryptXXX) e IR EBEHNBEEREEARE=ZA
BEAR:S  BESREXBEAEFIEENREE  ALtaT#E
BRI EEF IR EEHFRES -

R 7 BB R B 4 T B Bl it X IR RE R SRR AL - B EER]
FEzZEEMAN  EFRREEHRERNERFRREEAGAR
8 NEEES S RE M GIRISETERER -

RAEREEMHREBRARBFEER - PITEIERIEHEEE
NEREERES - HESMURENERE - RAEERIRKIE
ENNETHEREN  TE8E8RRE - 27 2016 FE ©
#r I HNRIR N EE 4 IEL 388 BX -

BRI U RN ERRZFERBEGHETENREEN - BPE

HhEfmEhZRENBERVELT - B EE

O ZTARRZE: EHMABERT  SREREEHHEEREL
AARTHEZEZRN » BIEHZRWE o flaFEB/
CryptoLocker #1Z28058 » SAREER T EREEP—
TEfR RS ERIRE -

O BHRNBEE  XHRINHRUNESHHUARFES
FERE > EBRNMEBEAREETHM o 5140 Bucbi
(Ransom.Bucbi) Mi=ERILFGE » EEBEEBAHE
(RDP) {Al AR 2R L EIHRARAVIEES

v Symantec

O FIZFENEBREARRFER : BorEROBEEMETERARSEL
HITRIPESENEE » FEULTFEEREEE - SamSam $HZREREE
(Ransom.SamSam) FIEEER » FRUFIFHERE B
BEERA MR E RN -

O BIEE - 8849 Android #HZFEERENITABLIRS  BEB
SMS BB ZEFTERIFEA » T 2016 FRIE RFRH B HEHE
Windows #)2REXEE © ZCryptor (W32.ZCrypt) & REEFTEHH
BCHERRE - ERIIRINB ZRIEREE S - B EHEEME
BSAIREE -

O FE=FEREXEE  LATEHRENRUE R EEE
TREETNFE=ZLEBREXB/EEM - Hl20 Android.
Lockdroid.E MieE R =HEAREEE  LEEEHEN
ERAYACHIR -

N RENBEENRFERIEER BIZK

2016 FENRBMEBEBFIMEMWRZZ— » FEENREEEENRTE
(RaaS) FIHIR » FIAIEEREXNFERASEINSRNGEEMH
BIAJEC Z 2R EI R HRTH B SN RENBEETE - I ABBEE
MNEEREEMS - WUER—ELEFIRIFIE o

HEA—IE RaaS HIZEIZ Shark (Ransom.SharkRaaS) @ HIFHS
2016 £F © Shark &Ei&BRAVELE - REHERAEEFTESH
FREMZERIFEER - FUEE BENE T Shark AOR(ES » BE
EEZAEAAY 20% @ AREHERIGFFISEITMINES o

2R - BIEXINEM " 8IS B . (living off the land)
HABMNMRNEBERNBEAZAEERNE  TBEEEE
R WEHEHWEGH B BEXNNENSBIIFEIRT - #RE
BETRAEHHEE  TAEHSFRENWERME  EFEES
RELEM R E  BHEEAEKERMNE -
ERFUBEXNBRERMWE G 22— #E SamSam
(Ransom.SamSam) ° SamSam $HERIEAMRSS - BEHITHRER
RIFRAEETLEFARA JBoss FER RN AMRES - WEEFEATEH
BHITE - HlaRMERTERF TR JexBoss @ Al B R AANE
BR2S o

REE %


https://www.symantec.com/security_response/writeup.jsp?docid=2003-102718-1528-99
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https://www.symantec.com/connect/blogs/how-android-s-evolution-has-impacted-mobile-threat-landscape
https://www.symantec.com/connect/blogs/android-ransomware-gets-around-auto-start-restrictions-pretending-be-launcher
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https://www.symantec.com/connect/blogs/android-malware-finds-new-ways-derive-current-running-tasks
https://www.symantec.com/connect/blogs/android-marshmallow-will-not-go-soft-mobile-ransomware
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https://www.symantec.com/connect/blogs/trident-trio-ios-zero-days-being-exploited-wild
https://play.google.com/store/apps/details?id=com.symantec.mobilesecurity&hl=en
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http://www.datacenterdynamics.com/content-tracks/security-risk/major-ddos-attack-on-dyn-disrupts-aws-twitter-spotify-and-more/97176.fullarticle
https://adtmag.com/articles/2017/01/19/cyber-attacks.aspx
https://adtmag.com/articles/2017/01/19/cyber-attacks.aspx

RHIPHEE,
MR TBHRERTRIRIEEE

08

¥£748 2017 £ 4 B ISTR

2016 FYIEHHREEE  MN—BEEEBEBREZIRERRS
ENFIREEMBEY - BEHP 8 THBEIREFEMG
% ZATREEEFIFEGTFNERN 4 TZERE
{FEEZA TR B#NZRENEE TeslaCrypt (Ransom.TeslaCrypt) AU
=E  c EFEmEEEEREEHRS 0 TBMHIEE—BERFET
EEARMEE - EREHFRNEHCEENEATENES—
fEfHF -

YRR Ry - BIRICTERVEEHIE
SEBMERELR  BERTSHRTIGERREMME -
CloudPets IEE EMINEERZRBAEE S - RERPBREARIGIF -
Spiral Toys B CloudPets @ — i EMD > FIEREHLE
% TS » WEEHEREMEEE IR - T@I A S Troy Hunt %
R FAFKEFERREFIRRZRER MongoDB @ AJE&S1E
R EFERENS - BHEEMRET 80 BELUEMEFESE 813
ETBHREN - LUREEE 200 BRIAVEREERE - Hunt R
HEFRBIERE Berypt R HEINRERE - BINEAEEIESE
ERE » AlaeEEIRE -

EERFHRR > MERESERZE  ESEESREFEH
ERERZH - FSMHREETREBAZR  LMERR
BR#% - EHEFNR LERES - MREHETHRE > BF
RYRBALAN R & thkE 2z EERE R o

B#5 B E (living off the land)

TIRRIFAA RN - EE T AREBIMETIN—IEHEE
FEWEEXA "B B2 (living off the land) KA » M
EETHESENNEERSE -

2016 FHRAMBHMIBEZE 0 MES R SWMEE (Hillary
Clinton) #%:&##84% John Podesta Y Gmail 1R LR H R 5GE
EhE2EAf% (World Anti-Doping Agency ; WADA) #EE% > W&
BERAFEBAEHRIEMER c WBEZ BT TRNFEN
187 John Podesta Y Gmail 255 - b4} BEHEE LT
EERERRREBER > MLREGHEE —EBTHERLE
18 o EMEMBEEEN T BENNE  WERFENRE -

v Symantec

TR R IBEEARS| ) REERAXTEEME) @ SR
BEFRNEEREAKEREIEE  MERAKAREIEEA
R MEESHENENERZEN - HEZTHRBETF > W8
EHEE LU/ IR - SERRARIIE © Fif% DNS /R Dyn
#EiBAY DDoS INEHRHE -

PEEZimfRis B R - Al S IRHEN SRS E R EXINE -

JE (RS
2016 FEH (RRTFEHRSE)
Ui Al B9 RIAIRIR

D R  R2MEE

REEBHEN
o MBMEMAIRMNE TN - LHESHEMAMMEEN
Bt

O HNEBEEM Microsoft Office T FER 44 EZEAESE
LISTRIEHERE - BN /IGD - BRIEEm+DmEELEEH
2EM WHAIEAS > BRIBTEHEESE  WELEM
FRIE1E o

o HEMLERNTMRMAKISIREEESHHETMEREE
X - MBEREE AN SRR ERANEMENX > mA
BLRARBERNEEMFA -

o PFERTERNZIRRFEEEHHOIESE - HEAVEEES
REBEHRNOTEEZE -

0 EAMEEFEMFEZUNENLEET @ WUZERETN
EinRISHIBEERH -

REE %


https://krebsonsecurity.com/2016/01/ransomware-a-threat-to-cloud-services-too/
https://www.symantec.com/security_response/writeup.jsp?docid=2015-030201-5710-99
https://www.troyhunt.com/data-from-connected-cloudpets-teddy-bears-leaked-and-ransomed-exposing-kids-voice-messages/
https://www.troyhunt.com/data-from-connected-cloudpets-teddy-bears-leaked-and-ransomed-exposing-kids-voice-messages/
https://www.theguardian.com/us-news/2016/dec/14/dnc-hillary-clinton-emails-hacked-russia-aide-typo-investigation-finds
https://www.theguardian.com/us-news/2016/dec/14/dnc-hillary-clinton-emails-hacked-russia-aide-typo-investigation-finds
https://www.wada-ama.org/en/media/news/2016-09/wada-confirms-attack-by-russian-cyber-espionage-group
https://www.wada-ama.org/en/media/news/2016-09/wada-confirms-attack-by-russian-cyber-espionage-group
https://www.symantec.com/connect/blogs/2h-2016-shadow-data-report-companies-more-collaborative-more-secure-and-more-cloud-ever
https://www.symantec.com/connect/blogs/2h-2016-shadow-data-report-companies-more-collaborative-more-secure-and-more-cloud-ever
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