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How an SVG chain unfolds

Both branches share the first four stages. Only the tail differs

Shared — identical whether the chain ends in a stolen password or malware

S0 $1 s2 S3a s3g

Delivery 2 —p  Execute . Navigate off —p Gate
Seript runs — layered in Redirect to a shortener, CAPTCHA, geofencing, UA or OS
obfuscation, or one plain line harvest page or download host check. Others get a decoy

i

Nothing here distinguishes the two branches — which is the argu or convicling at the attachment, not at the payload, 1
Credential branch where the volume is — global, broad spray :
T

l i

1

1

1

s4a  temminal :

Credential capt 1 Smuggling variant: archive rebuilt in-browser

Lookalike sign-in page, often I

AITM or Phaa$-backed :

1
Malware branch smaller volume, higher impact — regionally targeted |
1
; l
s3b 5 s6 s7
Archive obtained _p  Extraction _»  Script stager _»  Compiled loader » | Malware

Rebuilt in-browser via Blob, Password commanly supplied DLL side-loading, in-memory AsyncRAT, Remcos, DCRat,
or dow decry, stealers. Persistence al

js/ vbs/ bat!.ps1 via
LOLBins. Often chained crypt, process injection e and C2

right, a single hop, or a script-only chain that never writes a loader at all

Dashed oullines mark stages that are frequently skipped. Every stage in the malware branch requires the victim to act — no exploitation was observed in any chain this period
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Malicious SVG detections, twelve months
222,226 attributed detections, 15 September 2025 to 15 September 2026

August back to within 4% of the
October peak — and September is
tracking well above the trough
27,443 [

26,433
22,094 21,827 21816
16,228
5279 14714
12,180 12,045 11,799
10,909

I I I Hlﬁm
Sep 25 Oct Nov Dec Jan 26 Feb Mar Apr May Jun Jul Aug Sep 26

Counts are a floor: SVG-specific signatures enly, excluding generic detections. The window runs 15 September ta 15 Septerber, o both September buckets cover half a month

ZEHRSH

WEEH TERR - BRI LIRSS A - BTN - A EE T
W B R AYE5EE - EFE A EBLETE F9%L ~ DocuSign ~ Microsoft #5575 ~ S5 EEHIZET(E5 - H
HhER ~ LR R AR S AT EUHIRY 82% -

T EMNTEERRSIOE - RPTEIEIEER/) - EEBIA - SUER EMEITE
B e T EMN - EE NI LRI R A o B R DS A AR SR Feah 6 - ROIRRE
r BT HURES (RAT) SIEERFEEUESN (stealer) > ELRCHRAVZEBIEFE AsyncRAT ~ Remcos
B DCRat > HiE & RO AR EN e SRR A -

Where SVG detections land

222,226 attributed detections across 69 countries, 15 Sept 2025 to 15 Sept 2026

Top twelve by volume
g i 3 United States 134,062
United Kingdom 23,560
-« - =
Netherlands 18.444
Colombia 11.494
ﬁ Tiirkiye 3,566
-
s Venezuela 3,402
-
 Japan 1,755
South Korea 1,680
Germany 1,621
) Saudi Arabia 1,163
Ecuador 1,125
12 Canada 987
1 1 | ]
1 500 2,000 10,000 50,000+
Shading is banded, not linear: United States volume is five times the next country and more than 130,000 times the smallest shown
Counts are a floor: SVG-specific signatures only, excluding generic detections.
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