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Deployment Flexibility and System Requirements

No two organizations run identical infrastructure, and Symantec DLP is deliberately built to accommodate that  

reality  rather  than force  a  single  deployment  model.  The solution comprises  a  single  unified management 

platform, a lightweight endpoint agent, and powerful content-aware detection products, available across the full 

range of deployment styles an enterprise IT environment is likely to require: on-premises software, virtual and 

physical appliances, public, private, and hybrid cloud services, and managed services delivered through Symantec 

Partners for organizations that prefer to outsource day-to-day operation.

This flexibility matters at every stage of an organization's cloud journey. For organizations still consolidating on-

premises infrastructure, on-premises software and physical appliances integrate directly with existing network 

taps, mail transfer agents, and proxy servers. For organizations actively migrating to the cloud, virtual appliances  

and cloud-delivered services extend the same policies without requiring a parallel on-premises build-out. And for 

organizations in the process of  repatriating certain workloads from the cloud back into customer-managed 

environments — an increasingly common pattern — the same unified policy set applies regardless of which 

direction data is moving.

Scale is proven, not theoretical. Symantec DLP is designed to work in highly distributed environments and scale up 

to hundreds of  thousands of  users,  which matters directly  to security  operations engineers responsible for  

performance under peak load: DLP Network Monitor,  for example, performs deep content inspection of all  

network communications with zero packet loss, in contrast to solutions that sample packets during high-traffic  

periods and introduce false negatives exactly when the organization can least afford them.

Detailed platform-specific system requirements — supported operating systems, database versions, and appliance 

specifications — are maintained on Broadcom's support portal and should be reviewed by your engineering team 

ahead of any deployment planning exercise. What this brochure can confirm at the architecture level is that the 

deployment model chosen for one channel does not constrain the deployment model available for another: an 

organization can run Network Prevent for Email  as a virtual  appliance while running Endpoint Prevent as a  

lightweight on-device agent and DLP Cloud as a fully cloud-delivered service, all governed by the same policies  

from the same console.

Frequently Asked Questions

Does DLP Cloud require us to replace our existing on-premises DLP investment? No. DLP Core and DLP Cloud are  

designed to be combined, not chosen between. A single policy can apply controls to data stored on endpoints,  

servers,  file shares,  databases,  and SharePoint,  while that same policy simultaneously governs data moving 

through Office 365, Box, Google Workspace, and other cloud applications. Organizations with an existing on-

premises deployment typically add DLP Cloud as an extension rather than a replacement.

How disruptive is a typical rollout to end users? The platform is designed to minimize disruption through layered  

response options. Rather than blocking every policy match outright, most organizations start with monitoring and 

real-time coaching notifications, which alert users and, where appropriate, allow them to provide a business  

justification or self-correct. Blocking and quarantine actions are typically reserved for the highest-confidence,  

highest-severity policy violations, and are introduced only after the organization has validated policy accuracy 

against real traffic.

How does the platform keep false positives manageable at enterprise scale? By combining detection techniques  

within a single policy — described content matching, exact data matching, indexed document matching, sensitive 

image recognition, and vector machine learning — rather than relying on keyword or regular-expression matching 
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資料已成為現代企業最寶貴、同時也是最容易外洩的資產。它存在於員工攜帶穿越機場的筆記型電腦中、公司防火
牆後方的資料庫中、與承包商共用的 SharePoint 網站中、Office 365 信箱中、Box 與 Google Workspace 資料夾中，
並且日益出現於員工輸入至 ChatGPT 等生成式 AI 工具的提示詞（Prompt）當中。上述每一個接觸點，都可能成為
攸關企業競爭地位之智慧財產、受監管記錄及策略規劃外洩的出口。

Broadcom 旗下之 Symantec 資料外洩防護 (Data Loss Prevention，DLP)，正是為了在不拖累業務運作的前提下，
弭平此一風險缺口而生。它是一套單一整合平台，能夠探索機敏資料所在位置、監控其移動方式，並防止其遺失、
遭竊或外洩——涵蓋端點、網路、儲存庫及雲端應用程式，全數由單一政策引擎與單一管理主控台統一治理。

本手冊係為肩負此一決策重任之各方人士所撰寫：必須守護企業價值與品牌聲譽的董事長與總經理；必須以資料外
洩成本為依據、為投資提出正當理由的財務長；必須建構可禁得起檢驗之資安態勢的資訊安全長；必須以低誤報、
高效率方式運作事件應變專案的資訊安全維運經理；以及必須精準實施並調校偵測機制的資安維運工程師。以下各
節將分別直接回應該等角色最可能提出之問題，而底層平台則始終如一：單一DLP引擎，部署於資料所至之每一處。

訊息很單純：Symantec DLP 不會要求您在防護與生產力、地端掌控與雲端靈活性、或昨日的法規遵循要求與明日的 
AI驅動風險之間做出取捨。它透過單一整合介面，為您同時提供這一切，並以數十年來在資料保護領域的市場領導地
位為後盾。

對於位居組織最高層的領導者而言，資料外洩鮮少被視為技術問題，而是被視為一則新聞頭條、一封股東質詢函、
一封監管機關來函，或是一位不再信任貴公司保管其資訊的客戶。一次嚴重的資料外洩事件，足以抹煞多年累積的
品牌價值、觸發契約違約罰則、招致訴訟，並在受監管產業中，危及營運執照。董事會無須理解「描述內容比對」
或「索引文件比對」等技術細節，也能切身感受資料外洩所造成的後果；他們需要的，是對組織就「這種事有可能
發生在我們身上嗎？」這個問題，具備可信賴、企業等級答案的信心。

三股力量正在匯聚，使這個問題比兩年前更加迫切。首先，企業邊界已實質上瓦解。員工在家中、機場及客戶所在
地辦公，使用筆記型電腦、行動裝置，以及一份日益增長、且 IT 部門未必正式核准的雲端應用程式清單。其次，生
成式 AI 已成為日常工作的一部分。員工基於提升生產力之名，將合約、原始程式碼、財務模型及客戶記錄貼入公開
的AI工具，往往完全未受資安團隊掌握。第三，監管要求持續擴大——新的隱私法規、新的產業別要求，以及不僅要
「宣稱」、更須「證明」機敏資料已受保護之新義務。

Symantec DLP以單一、連貫的策略，同時因應此三股力量，而非仰賴零散拼湊的單點工具。它為組織提供一套政策 
，可隨資料移動至任何地方而如影隨形：筆記型電腦、公司網路、檔案共用區與資料庫，以及包括員工已在使用之
生成式 AI 平台在內的已核准與未核准雲端應用程式。這種一致性，對領導階層而言意義重大，因為它能將一項龐雜
難以治理的風險，轉化為單一專案——具備單一負責人、單一主控台，以及單一、可供彙報之指標體系。

摘要

策略當務之急：致董事長與總經理
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對董事長或總經理而言，此項投資的價值，最適合以「從未登上新聞版面的事件」來衡量：從未外洩給競爭對手的
合約、從未出現在黑市待售的客戶資料庫、從未隨離職員工一同流失的商業機密、未發現任何缺失即順利結案的法
規稽核。Symantec DLP 正是讓這些「未發生的事件」成為常態的基礎建設，同時讓企業得以持續使用驅動其生產力
的雲端應用程式、AI 工具及遠距辦公模式。保護組織最機敏的資訊，並非對成長的限制；若處理得當，反而是成長的 
助力之一，因為客戶、合作夥伴及監管機關，都會對能夠證明自身認真看待資料治理的組織給予正面評價。

歸根究柢，這既是一項技術決策，同時也是一項治理決策。核准建置企業級DLP專案，等同向市場、稽核人員及貴公
司員工傳遞明確訊息：資料保護是董事會層級的優先要務，並由一套經過驗證的平台做為後盾，而非長期以來東拼
西湊、彼此獨立的工具集合。

每一項資安投資，都必須與具有更明確、更立即營收效益的方案相互競爭資本。若要以財務語言為 Symantec DLP 
之投資提出論證，將討論拆解為財務長自然會提出的三個問題會有所助益：不採取行動的代價為何、此平台的持有
成本為何，以及其總持有成本與拼湊多套單點產品之替代方案相比，情況如何。

不採取行動的代價為何？資料外洩事件所付出之代價，遠遠超出事件本身：鑑識調查、法律顧問費用、監管罰款、
客戶通知作業、受影響個人之信用監控服務、來自合作夥伴之違約罰則、網路保險保費上升，以及往後數年間，透
過客戶流失與商機流失緩慢顯現之聲譽損害成本。上述多數成本，皆是資料原本就不應外流之直接後果——郵件誤
寄至錯誤信箱、資料庫匯出至未經核准之雲端硬碟、機密文件貼入公開 AI 工具。DLP 正是專為防範此類情境而設
計，因此其投資報酬，最適合以「降低大規模、未編列預算損失之發生機率與嚴重程度」來評估，而非單純以生產
力提升衡量。

此平台的持有成本為何？Symantec DLP之設計，旨在相較於零散拼湊之替代方案，降低總持有成本。由於 DLP Core 
與 DLP Cloud共用單一偵測引擎及單一管理主控台——即 DLP Enforce Platform——貴公司資安團隊只需撰寫一套
政策，即可於各處統一執行：端點、網路、儲存庫及雲端。此舉可消除因分別部署端點防護、網路監控及雲端存取
安全等獨立單點解決方案所產生之重複授權、重複管理及重複訓練成本。部署彈性亦進一步保障預算：此解決方案
可採地端軟體、虛擬或實體設備，以及公有、私有或混合雲端服務等形式提供，使組織不致受限於單一基礎架構模
式，並能採用最符合其現有資本支出與營運支出組合之部署方式。

與零散拼湊之替代方案相比又是如何？整合本身即是一項降低成本之槓桿。超過70套預建政策範本，以及超過130
項現成資料識別器，可大幅縮短為PII、PCI及PHI等常見監管類別建立偵測機制所需之專業服務時間。自動化事件修
復——包括一鍵式 SmartResponse 及加密、隔離、重新導向或封鎖等以規則為基礎之動作——可降低分流處理事件
佇列所需之人力配置，而此類人力往往是資安專案中最龐大之經常性營運成本。此外，由於此平台已獲驗證可擴展
至數十萬名使用者規模，成本曲線將隨組織成長而趨於平緩，無須在每個擴張階段皆重新建置架構。

對財務長而言，其財務論述十分明確：Symantec DLP 能將一項開放式、難以量化的風險——喪失對組織最機敏資料
掌控權之風險——轉化為固定、可編列預算之營運成本，僅需維繫單一供應商關係、採用整合式授權模式，並可實
證降低事件應變之人力負擔。這是以企業規模採購之防護方案，其定價設計正是為了避免單點產品氾濫所帶來之疊
加成本。

財務論證：致財務長



Symantec Data Loss Prevention  |  Executive Brochure

Deployment Flexibility and System Requirements

No two organizations run identical infrastructure, and Symantec DLP is deliberately built to accommodate that  

reality  rather  than force  a  single  deployment  model.  The solution comprises  a  single  unified management 

platform, a lightweight endpoint agent, and powerful content-aware detection products, available across the full 

range of deployment styles an enterprise IT environment is likely to require: on-premises software, virtual and 

physical appliances, public, private, and hybrid cloud services, and managed services delivered through Symantec 

Partners for organizations that prefer to outsource day-to-day operation.

This flexibility matters at every stage of an organization's cloud journey. For organizations still consolidating on-

premises infrastructure, on-premises software and physical appliances integrate directly with existing network 

taps, mail transfer agents, and proxy servers. For organizations actively migrating to the cloud, virtual appliances  

and cloud-delivered services extend the same policies without requiring a parallel on-premises build-out. And for 

organizations in the process of  repatriating certain workloads from the cloud back into customer-managed 

environments — an increasingly common pattern — the same unified policy set applies regardless of which 

direction data is moving.

Scale is proven, not theoretical. Symantec DLP is designed to work in highly distributed environments and scale up 

to hundreds of  thousands of  users,  which matters directly  to security  operations engineers responsible for  

performance under peak load: DLP Network Monitor,  for example, performs deep content inspection of all  

network communications with zero packet loss, in contrast to solutions that sample packets during high-traffic  

periods and introduce false negatives exactly when the organization can least afford them.

Detailed platform-specific system requirements — supported operating systems, database versions, and appliance 

specifications — are maintained on Broadcom's support portal and should be reviewed by your engineering team 

ahead of any deployment planning exercise. What this brochure can confirm at the architecture level is that the 

deployment model chosen for one channel does not constrain the deployment model available for another: an 

organization can run Network Prevent for Email  as a virtual  appliance while running Endpoint Prevent as a  

lightweight on-device agent and DLP Cloud as a fully cloud-delivered service, all governed by the same policies  

from the same console.

Frequently Asked Questions

Does DLP Cloud require us to replace our existing on-premises DLP investment? No. DLP Core and DLP Cloud are  

designed to be combined, not chosen between. A single policy can apply controls to data stored on endpoints,  

servers,  file shares,  databases,  and SharePoint,  while that same policy simultaneously governs data moving 

through Office 365, Box, Google Workspace, and other cloud applications. Organizations with an existing on-

premises deployment typically add DLP Cloud as an extension rather than a replacement.

How disruptive is a typical rollout to end users? The platform is designed to minimize disruption through layered  

response options. Rather than blocking every policy match outright, most organizations start with monitoring and 

real-time coaching notifications, which alert users and, where appropriate, allow them to provide a business  

justification or self-correct. Blocking and quarantine actions are typically reserved for the highest-confidence,  

highest-severity policy violations, and are introduced only after the organization has validated policy accuracy 

against real traffic.

How does the platform keep false positives manageable at enterprise scale? By combining detection techniques  

within a single policy — described content matching, exact data matching, indexed document matching, sensitive 

image recognition, and vector machine learning — rather than relying on keyword or regular-expression matching 

Page 14 of 20

企業資料外洩防護 高階主管專屬手冊

5

資訊安全長的職責，在於設計一套禁得起檢驗的資安架構——無論是面對董事會、監管機關、稽核人員，或是在事
件發生時面對資訊安全長自身的團隊，皆須經得起檢驗。這不僅需要優異的偵測技術，更需要一套連貫的架構，使
政策、可視性與執行力，無論資料位於何處皆保持一致。Symantec DLP 正是圍繞此一原則所打造。

此架構之核心為 DLP Enforce Platform，是一套單一整合管理主控台，用於政策管理、事件應變、報告及管理作業。 
貴團隊無須為端點、網路出口、儲存庫及雲端應用程式，各自維護獨立的政策集，只須撰寫一套政策，即可於各處
統一執行。這是資訊安全長在此領域中，所能做出最重要的架構決策，因為彼此獨立工具間的政策漂移 (Policy Drift)
，正是合規缺口與漏報事件(False-Negative)——亦即因無任何單一工具掌握完整資料路徑之可視性、而從未觸發警
示之外洩事件——最常見的根本原因之一。

從此主控台出發，其涵蓋範圍可延伸至四大領域，共同構成機敏資料的完整生命週期：

‧端點(Endpoints)——筆記型電腦與桌上型電腦：DLP Endpoint Discover掃描本機儲存空間，建立機敏檔案之基準
盤點清單；DLP Endpoint Prevent 則監控使用者於各應用程式、裝置及平台之活動，涵蓋可移除式儲存裝置、虛
擬桌面、瀏覽器、列印、傳真及剪貼簿。

‧網路(Network)——DLP Network Monitor於網路出口點，對外傳流量執行深度、零封包遺失之內容檢測；DLP Network  
Prevent for Email 與 DLP Network Prevent for Web 則針對違反政策之郵件與網頁流量，執行修改、重新導向或封
鎖，並可在與安全網頁閘道整合後，涵蓋加密流量。

‧儲存(Storage)——DLP Network Discover 掃描 Windows、Linux、AIX 及 Solaris 環境中之檔案伺服器、資料庫 
、SharePoint 及其他儲存庫，可辨識超過 330 種檔案類型；DLP Network Protect 則針對 Discover 所發現之項
目，透過隔離、加密或數位版權管理(DRM)進行修復處理。

‧雲端(Cloud)——由 Symantec CloudSOC 驅動之 DLP Cloud，將相同之偵測技術與政策集，延伸至超過 100 個已
核准與未核准之雲端應用程式，包括 Office 365、Google Workspace、Box、Dropbox 及 Salesforce，並即時檢 
測流向生成式 AI 應用程式之資料。

在此管道涵蓋範圍之下，真正決定此架構能否禁得起稽核檢驗的是其偵測技術本身。Symantec DLP 結合描述內容比對 
(Described Content Matching，內建超過 130 項資料識別器，用以偵測帳號、政府核發證號及信用卡號等模式)、針
對資料庫與目錄伺服器等已建立指紋之結構化來源進行的精確資料比對(Exact Data Matching)、適用於 Office 文件 
、PDF 甚至檔案間複製之衍生內容等非結構化內容的索引文件比對(Indexed Document Matching)、運用 OCR 與表
單辨識之機敏影像辨識，以及針對財務模型、原始程式碼等關鍵字規則經常漏判之細膩、難以描述之智慧財產所採
用的向量機器學習(Vector Machine Learning)。將此等技術結合複合式比對條件與基於群組之例外規則，於單一政策
內分層運用，正是將誤報率控制在企業實際能夠容忍之範圍內的關鍵所在。

建構可禁得起檢驗的資安架構：致資訊安全長
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organization can run Network Prevent for Email  as a virtual  appliance while running Endpoint Prevent as a  

lightweight on-device agent and DLP Cloud as a fully cloud-delivered service, all governed by the same policies  

from the same console.
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Does DLP Cloud require us to replace our existing on-premises DLP investment? No. DLP Core and DLP Cloud are  

designed to be combined, not chosen between. A single policy can apply controls to data stored on endpoints,  

servers,  file shares,  databases,  and SharePoint,  while that same policy simultaneously governs data moving 

through Office 365, Box, Google Workspace, and other cloud applications. Organizations with an existing on-

premises deployment typically add DLP Cloud as an extension rather than a replacement.

How disruptive is a typical rollout to end users? The platform is designed to minimize disruption through layered  

response options. Rather than blocking every policy match outright, most organizations start with monitoring and 

real-time coaching notifications, which alert users and, where appropriate, allow them to provide a business  

justification or self-correct. Blocking and quarantine actions are typically reserved for the highest-confidence,  

highest-severity policy violations, and are introduced only after the organization has validated policy accuracy 

against real traffic.

How does the platform keep false positives manageable at enterprise scale? By combining detection techniques  

within a single policy — described content matching, exact data matching, indexed document matching, sensitive 

image recognition, and vector machine learning — rather than relying on keyword or regular-expression matching 
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就治理與稽核目的而言，此平台之設計本就以「可禁得起檢驗」為出發點。系統內建超過70套與主要監管框架
(PII、PCI、HIPAA及其他區域性與產業別標準)相符之預建政策範本，且每一起事件均附帶完整脈絡：所違反之政
策、已採取之應變動作、偵測到之確切比對內容、自訂屬性，以及關聯歷程，全數皆可自單一主控台直接查詢調
閱，無須事後自多個彼此獨立之記錄重新拼湊還原。Symantec Information Centric Analytics更在此原始遙測資料
之上，加入已取得專利之使用者與實體行為分析(UEBA)，針對正常行為建立基準，並就資料、身分及威脅訊號進行
風險評分，讓貴團隊得以優先處理少數真正屬於惡意或高風險活動之事件，而非以相同急迫程度追蹤每一筆政策比
對結果。

最後，此架構之設計理念，是與貴公司既有系統整合，而非取而代之。Symantec DLP與Microsoft Purview Information  
Protection完全整合，可用於分類、加密及權限管理；並與 Symantec 安全網頁閘道(ProxySG與Web Security Service) 
連接，以檢測加密網頁流量；同時運用Symantec VIP身分與存取管理，於資料與外部合作夥伴共用時強化驗證機制 
；並開放完整之 API 介面——DLP REST API、FlexResponse API、Content Extraction API、Incident Reporting and 
Update API，以及 API Detection 虛擬設備——使其得以融入 SOAR 劇本、自訂修復流程及第三方資安工具。這正是
「可禁得起檢驗之架構」的定義：一致的政策、分層式偵測、完整的稽核軌跡，以及開放式整合，全數出自單一平
台。

若您負責資料保護專案之日常維運，您所面臨的主要限制，往往不在於某項控管機制是否存在，而在於貴團隊能否
以具規模的方式運作該控管機制，同時不被警示淹沒、不惹惱業務單位，也不需要每一起事件都仰賴資深分析師逐
一手動釐清。Symantec DLP 正是針對此類維運壓力所打造。

首先談事件量與分流處理。Symantec DLP 所偵測到之每一起事件，抵達主控台時皆已附帶完整資訊：所違反之政
策、已採取之應變動作、確切比對之內容、關聯之自訂屬性，以及該使用者或資產之完整事件歷程。這意味著貴公
司分析師的時間，花費在決定「下一步該怎麼做」，而非重新拼湊「發生了什麼事」——當貴團隊須同時處理來自
端點、網路、儲存及雲端等多個管道之事件時，此差異對平均處理時間而言意義重大。

並非每一起事件都需要人工介入。自動化與人工修復選項，可讓您依違規之嚴重程度校準應變方式。風險較低、信
心水準較高之事件，可透過升級通報、通知、重新導向、隔離與還原，或直接封鎖等方式自動處理，無須分析師介
入。嚴重程度較高或情況不明確之事件，則可升級通報至貴團隊，此時一鍵式 SmartResponse 可讓分析師立即採取
行動，無須經歷多步驟工作流程；事件亦可直接分派給業務單位之資料負責人，由其自行審查並做出處置——在不
增加資安團隊人力的情況下，擴大事件應變能量。

防範僅是維運工作的一半；另一半則是改變行為模式，避免同類事件再次發生。Symantec DLP 之即時教育提示通
知，會在員工嘗試進行風險行為之當下立即發出警示，說明適用之政策內容，並於適當情形下，讓員工自行提供業
務正當理由，或於誤判情況下自行取消該動作。此舉將相當比例之政策教育宣導，由正式訓練課程轉移至風險實際
發生之當下，其成效不僅更佳，執行成本也低於定期舉辦之教室型法規遵循訓練。

運作高效能專案：致資訊安全維運經理
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Partners for organizations that prefer to outsource day-to-day operation.
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and cloud-delivered services extend the same policies without requiring a parallel on-premises build-out. And for 
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network communications with zero packet loss, in contrast to solutions that sample packets during high-traffic  
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deployment model chosen for one channel does not constrain the deployment model available for another: an 

organization can run Network Prevent for Email  as a virtual  appliance while running Endpoint Prevent as a  

lightweight on-device agent and DLP Cloud as a fully cloud-delivered service, all governed by the same policies  

from the same console.

Frequently Asked Questions

Does DLP Cloud require us to replace our existing on-premises DLP investment? No. DLP Core and DLP Cloud are  

designed to be combined, not chosen between. A single policy can apply controls to data stored on endpoints,  

servers,  file shares,  databases,  and SharePoint,  while that same policy simultaneously governs data moving 

through Office 365, Box, Google Workspace, and other cloud applications. Organizations with an existing on-

premises deployment typically add DLP Cloud as an extension rather than a replacement.

How disruptive is a typical rollout to end users? The platform is designed to minimize disruption through layered  

response options. Rather than blocking every policy match outright, most organizations start with monitoring and 

real-time coaching notifications, which alert users and, where appropriate, allow them to provide a business  

justification or self-correct. Blocking and quarantine actions are typically reserved for the highest-confidence,  

highest-severity policy violations, and are introduced only after the organization has validated policy accuracy 

against real traffic.

How does the platform keep false positives manageable at enterprise scale? By combining detection techniques  

within a single policy — described content matching, exact data matching, indexed document matching, sensitive 

image recognition, and vector machine learning — rather than relying on keyword or regular-expression matching 
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在幕後，做為本平台使用者與實體行為分析引擎的 Information Centric Analytics，會持續針對每位使用者與每項
資產建立正常活動之基準，並關聯資料外洩遙測資料、身分與存取遙測資料，以及來自其他資安系統之威脅遙測資
料。其結果是一套可自我調整之風險評分機制，以及可自訂之儀表板，讓貴團隊得以將注意力集中於真正代表內部
風險或帳號遭入侵活動之使用者與事件，而非以同等急迫程度看待每一筆政策比對結果。對於須在固定分析師人力
下、因應日益增加之受監控管道數量的經理人而言，此優先排序機制，往往正是「可持續運作之專案」與「持續疲
於奔命救火」之間的關鍵差異。

向上彙報功能亦內建其中。Symantec IT Analytics for DLP 提供進階報告與臨機分析功能，讓您得以向領導階層呈現
事件量、修復時間、政策成效，以及依事業單位劃分之風險集中度等趨勢走向——此即支持預算申請、以及本手冊
前文所述董事會層級信心保證所需之維運佐證。簡言之，此平台之設計，讓一支精簡的維運團隊，即可涵蓋企業內
每一個資料管道，而無須隨每新增一個管道，即線性增加人力配置。

對於負責日常組態設定、調校及維護本平台之工程師而言，所面對的問題十分具體：有哪些偵測方法可供使用、這
些方法如何在單一政策內相互組合、實際支援哪些管道與協定，以及在大規模分散式環境中，部署拓撲究竟是何種
樣貌。本節即以此等細節層級撰寫。

偵測技術。Symantec DLP 之內容感知偵測技術，係由五項互補技術所構成，可於單一政策內組合運用：

‧描述內容比對(Described Content Matching，DCM)——透過關鍵字、正規表示式、模式及檔案屬性辨識內容，並
運用超過 130 項現成資料識別器，結合模式比對與內建智慧邏輯以抑制誤報。最適合用於無法建立索引之資料，
例如：以自由格式描述之機敏類別內容。

‧精確資料比對(Exact Data Matching，EDM)——針對資料庫、目錄伺服器及結構化資料檔案等結構化資料來源，建
立指紋或索引，最適合用於帳號、信用卡號及政府核發證號等事先已知確切數值之情境。

‧索引文件比對(Indexed Document Matching，IDM)——針對非結構化文件(包括 Microsoft Office 檔案、PDF，以
及 JPEG、CAD 檔案、多媒體等二進位格式) 建立指紋，並偵測衍生內容——亦即自來源文件複製至另一檔案之文
字——此為僅依賴關鍵字比對之工具經常無法察覺之常見規避手法。

‧向量機器學習(Vector Machine Learning，VML)——保護具細膩特徵、難以描述或建立指紋之智慧財產，例如財務
報表與專有原始程式碼，無須事先定位、描述或建立索引。

‧機敏影像辨識(Sensitive Image Recognition)——隨 DLP Core 提供，結合專有之表單辨識(Form Recognition)技術
與內建之光學文字辨識(OCR)引擎，偵測嵌入於掃描表單、螢幕截圖及以影像為主的 PDF 中之機敏文字。

此平台亦支援針對表格式資料格式之結構化資料比對，並開放完整之 API 介面以供擴充：DLP REST API、用於建置 
自訂修復動作並與第三方檔案安全解決方案完成整合之 FlexResponse API、Content Extraction API、Incident 
Reporting and Update API，以及可將偵測功能嵌入自訂或專屬應用程式之 DLP API Detection 虛擬設備。

深入探討偵測與部署：致資安維運工程師
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Deployment Flexibility and System Requirements

No two organizations run identical infrastructure, and Symantec DLP is deliberately built to accommodate that  

reality  rather  than force  a  single  deployment  model.  The solution comprises  a  single  unified management 

platform, a lightweight endpoint agent, and powerful content-aware detection products, available across the full 

range of deployment styles an enterprise IT environment is likely to require: on-premises software, virtual and 

physical appliances, public, private, and hybrid cloud services, and managed services delivered through Symantec 

Partners for organizations that prefer to outsource day-to-day operation.

This flexibility matters at every stage of an organization's cloud journey. For organizations still consolidating on-

premises infrastructure, on-premises software and physical appliances integrate directly with existing network 

taps, mail transfer agents, and proxy servers. For organizations actively migrating to the cloud, virtual appliances  

and cloud-delivered services extend the same policies without requiring a parallel on-premises build-out. And for 

organizations in the process of  repatriating certain workloads from the cloud back into customer-managed 

environments — an increasingly common pattern — the same unified policy set applies regardless of which 

direction data is moving.

Scale is proven, not theoretical. Symantec DLP is designed to work in highly distributed environments and scale up 

to hundreds of  thousands of  users,  which matters directly  to security  operations engineers responsible for  

performance under peak load: DLP Network Monitor,  for example, performs deep content inspection of all  

network communications with zero packet loss, in contrast to solutions that sample packets during high-traffic  

periods and introduce false negatives exactly when the organization can least afford them.

Detailed platform-specific system requirements — supported operating systems, database versions, and appliance 

specifications — are maintained on Broadcom's support portal and should be reviewed by your engineering team 

ahead of any deployment planning exercise. What this brochure can confirm at the architecture level is that the 

deployment model chosen for one channel does not constrain the deployment model available for another: an 

organization can run Network Prevent for Email  as a virtual  appliance while running Endpoint Prevent as a  

lightweight on-device agent and DLP Cloud as a fully cloud-delivered service, all governed by the same policies  

from the same console.

Frequently Asked Questions

Does DLP Cloud require us to replace our existing on-premises DLP investment? No. DLP Core and DLP Cloud are  

designed to be combined, not chosen between. A single policy can apply controls to data stored on endpoints,  

servers,  file shares,  databases,  and SharePoint,  while that same policy simultaneously governs data moving 

through Office 365, Box, Google Workspace, and other cloud applications. Organizations with an existing on-

premises deployment typically add DLP Cloud as an extension rather than a replacement.

How disruptive is a typical rollout to end users? The platform is designed to minimize disruption through layered  

response options. Rather than blocking every policy match outright, most organizations start with monitoring and 

real-time coaching notifications, which alert users and, where appropriate, allow them to provide a business  

justification or self-correct. Blocking and quarantine actions are typically reserved for the highest-confidence,  

highest-severity policy violations, and are introduced only after the organization has validated policy accuracy 

against real traffic.

How does the platform keep false positives manageable at enterprise scale? By combining detection techniques  

within a single policy — described content matching, exact data matching, indexed document matching, sensitive 

image recognition, and vector machine learning — rather than relying on keyword or regular-expression matching 
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端點涵蓋範圍。單一輕量化端點代理程式，即可啟用兩項模組。DLP Endpoint Discover 掃描本機硬碟，建立靜態機
敏資料之基準盤點清單，並透過 Endpoint FlexResponse API，支援本機與遠端檔案隔離、以政策為基礎之加密，
以及數位版權管理等應變作為。DLP Endpoint Prevent 則即時監控使用者活動，支援針對複製至 USB 之檔案採用
基於身分之加密與數位版權管理、螢幕或郵件警示，並允許使用者於疑似誤判情況下，自行提供業務正當理由或取
消該動作。端點涵蓋範圍延伸至 Chrome、Safari、Firefox、IE 及 Edge 瀏覽器；Box、Dropbox、Google Drive 及 
Microsoft OneDrive 等雲端應用程式；Outlook 及 Lotus Notes 等電子郵件用戶端；HTTP、HTTPS 及 FTP 等網路協
定；MSC 與 MTP 可移除式儲存裝置；Citrix、Microsoft Hyper-V 及 VMware 虛擬桌面；以及列印、傳真、網路共用
區及剪貼簿等操作行為。

網路涵蓋範圍。DLP Network Monitor 以零封包遺失之方式，擷取並分析對外傳輸之網路流量——有別於在尖峰負
載下抽樣封包、進而導致漏報之解決方案——並可跨標準、非標準及專屬通訊協定，偵測機敏內容與中繼資料。此
模組部署於網路出口點，並與網路分接器(Network Tap)或交換式連接埠分析器(Switched Port Analyzer，SPAN)整
合。DLP Network Prevent for Email 與郵件傳輸代理程式及雲端郵件(包括 Microsoft Office 365 Exchange)整合，
可採軟體或虛擬設備形式提供，並依機敏內容或郵件屬性，執行郵件修改、重新導向或封鎖。DLP Network Prevent 
for Web 則透過網際網路內容調適協定(Internet Content Adaptation Protocol，ICAP)，與 HTTP、HTTPS 或 FTP 代
理伺服器整合，可採軟體、硬體設備或虛擬設備形式提供，並視需要移除機敏 HTML 內容或封鎖請求。

儲存涵蓋範圍。DLP Network Discover 掃描 Windows、Linux、AIX 及 Solaris 伺服器上之本機檔案系統、Lotus 
Notes 與 SQL 資料庫，以及 Microsoft Exchange 與 SharePoint 伺服器，並可依二進位簽章辨識超過 330 種檔案類
型——包括自訂檔案類型——並針對大規模分散式環境，最佳化高速掃描效能，僅處理新增或已修改之檔案。DLP 
Network Protect 則在此基礎上疊加修復功能：隔離或移動檔案、將檔案複製至隔離區、套用以政策為基礎之加密或
數位版權管理，並於原始位置留下說明性標記檔案，讓業務使用者瞭解該檔案遭隔離之原因。

雲端涵蓋範圍。DLP Cloud Detection Service檢測自雲端應用程式及網頁流量中擷取之內容，並透過與 Symantec  
CloudSOC 之雲端對雲端整合，於超過 100 個已核准與未核准之應用程式(包括 Office 365、Google Workspace、 
Box、Dropbox及Salesforce)中執行機敏資料政策，同步保護傳輸中與靜態儲存之資料。與Symantec Web Security 
Service 整合，可將監控範圍延伸至漫遊及行動使用者之加密網頁流量。CloudSOC 本身則疊加了用於探索影子 IT 之 
CASB Audit、用於活動監控與控管之 CASB for SaaS and IaaS，以及運用 ThreatScore 風險分析異常使用者行為、進
行即時內嵌式執行之 CASB Gateway。DLP Cloud Detection Service for Email 支援 Gmail for Work、Microsoft 365 
Exchange Online 及 Microsoft Exchange Server，並於資料與第三方共用時，提供即時封鎖、郵件修改，以及自動 
化基於身分之加密或數位版權功能。

部署拓撲。此平台支援地端軟體、虛擬及實體設備，以及公有、私有或混合雲端服務，並可透過 Symantec 合作夥伴
提供之代管服務交付——讓工程團隊得以彈性選擇最符合既有基礎架構與法規遵循要求之部署方式。此架構已獲大
規模驗證，可於單一整合管理平台之下，支援涵蓋數十萬名使用者之高度分散式環境。
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Deployment Flexibility and System Requirements

No two organizations run identical infrastructure, and Symantec DLP is deliberately built to accommodate that  

reality  rather  than force  a  single  deployment  model.  The solution comprises  a  single  unified management 

platform, a lightweight endpoint agent, and powerful content-aware detection products, available across the full 

range of deployment styles an enterprise IT environment is likely to require: on-premises software, virtual and 

physical appliances, public, private, and hybrid cloud services, and managed services delivered through Symantec 

Partners for organizations that prefer to outsource day-to-day operation.

This flexibility matters at every stage of an organization's cloud journey. For organizations still consolidating on-

premises infrastructure, on-premises software and physical appliances integrate directly with existing network 

taps, mail transfer agents, and proxy servers. For organizations actively migrating to the cloud, virtual appliances  

and cloud-delivered services extend the same policies without requiring a parallel on-premises build-out. And for 

organizations in the process of  repatriating certain workloads from the cloud back into customer-managed 

environments — an increasingly common pattern — the same unified policy set applies regardless of which 

direction data is moving.

Scale is proven, not theoretical. Symantec DLP is designed to work in highly distributed environments and scale up 

to hundreds of  thousands of  users,  which matters directly  to security  operations engineers responsible for  

performance under peak load: DLP Network Monitor,  for example, performs deep content inspection of all  

network communications with zero packet loss, in contrast to solutions that sample packets during high-traffic  

periods and introduce false negatives exactly when the organization can least afford them.

Detailed platform-specific system requirements — supported operating systems, database versions, and appliance 

specifications — are maintained on Broadcom's support portal and should be reviewed by your engineering team 

ahead of any deployment planning exercise. What this brochure can confirm at the architecture level is that the 

deployment model chosen for one channel does not constrain the deployment model available for another: an 

organization can run Network Prevent for Email  as a virtual  appliance while running Endpoint Prevent as a  

lightweight on-device agent and DLP Cloud as a fully cloud-delivered service, all governed by the same policies  

from the same console.

Frequently Asked Questions

Does DLP Cloud require us to replace our existing on-premises DLP investment? No. DLP Core and DLP Cloud are  

designed to be combined, not chosen between. A single policy can apply controls to data stored on endpoints,  

servers,  file shares,  databases,  and SharePoint,  while that same policy simultaneously governs data moving 

through Office 365, Box, Google Workspace, and other cloud applications. Organizations with an existing on-

premises deployment typically add DLP Cloud as an extension rather than a replacement.

How disruptive is a typical rollout to end users? The platform is designed to minimize disruption through layered  

response options. Rather than blocking every policy match outright, most organizations start with monitoring and 

real-time coaching notifications, which alert users and, where appropriate, allow them to provide a business  

justification or self-correct. Blocking and quarantine actions are typically reserved for the highest-confidence,  

highest-severity policy violations, and are introduced only after the organization has validated policy accuracy 

against real traffic.

How does the platform keep false positives manageable at enterprise scale? By combining detection techniques  

within a single policy — described content matching, exact data matching, indexed document matching, sensitive 

image recognition, and vector machine learning — rather than relying on keyword or regular-expression matching 
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資料保護領域中最常見的失效模式之一，即是涵蓋範圍不完整：擁有強大端點代理程式、卻對雲端儲存毫無可視
性；或是網路監控工具，卻無法察覺透過個人裝置流出之資料。Symantec DLP之架構圍繞四大涵蓋領域建構，並由
單一政策引擎與工作流程統一整合，使同一條保護檔案共用區內社會安全碼的規則，同樣適用於電子郵件附件、USB 
複製檔案，以及上傳至雲端硬碟之情境。

涵蓋領域與代表性管道

這不僅僅是一張行銷用示意圖，更真實反映資料在實際組織中的移動方式。一份在筆記型電腦上草擬的合約(端點)，
可能透過電子郵件寄送給外部律師(網路)、儲存於公司 SharePoint 網站(儲存)，並在稍後透過合作夥伴的 Box 帳戶共
用出去(雲端)。由於Symantec DLP在上述每一個環節，皆套用相同的政策邏輯與偵測技術，組織無須寄望四套不同的 
工具，恰好對「何謂機敏資料」達成一致認定——組織可以確知它們的認定必然一致，因為其底層正是同一套引擎。

此一整合式作法，也直接因應了資安團隊當前面臨、成長最快速的風險類別之一：生成式 AI。由於 DLP Cloud 針對
流向 AI 應用程式之傳輸中資料，採用與其他各處相同之內容感知偵測技術，組織無須在「全面禁止生成式 AI（因而
喪失生產力效益）」與「放任不受監控地使用」之間二選一。機敏內容可即時被辨識並攔截、阻止其送達公開 AI 工
具，而非機敏內容之使用則可暢行無阻、不受影響。

此設計所帶來的實際效益，同時展現在三個層面：攻擊者或疏忽的員工能夠找到的涵蓋缺口更少；資安團隊須維護
的獨立政策集更少；一旦發生問題，調查人員也能取得單一、完整的事件時間軸可供追查。全方位管道涵蓋範圍，
並非單純的功能清單——它是讓本手冊中所述其他每一項能力(從自動化修復到高階主管報告)真正值得信賴的基礎。

涵蓋所有通訊管道的全方位保護
Symantec Data Loss Prevention  |  Executive Brochure

Comprehensive Coverage Across Every Communication Channel

One of the most common failure modes in data protection is partial coverage: a strong endpoint agent that has no 

visibility  into cloud storage,  or  a  network monitor  that  cannot see what leaves through a personal  device.  

Symantec DLP is architected around four coverage domains, unified by a single policy engine and workflow, so that 

the same rule protecting a Social Security number on a file share also protects it in an email attachment, a USB  

copy, and an upload to a cloud drive.

Coverage Domains and Representative Channels

Domain Representative Channels

Network Email, Web, FTP, IM, IPv6

Storage File Servers, Databases, Exchange, SharePoint, NAS 

Filers

Endpoints Removable Storage, Desktop Email, Web Apps, 

Virtual Desktops

Cloud Cloud Apps, Office 365 Exchange, Gmail, Box, Google 

Workspace, Salesforce

This is more than a marketing diagram; it reflects how data actually moves inside a real organization. A contract  

drafted on a laptop (endpoint) might be emailed to outside counsel (network), stored on a corporate SharePoint 

site (storage), and later shared through a partner's Box account (cloud). Because Symantec DLP applies the same  

policy logic and the same detection technologies at every one of those points, the organization does not have to  

hope that four different tools happen to agree on what counts as sensitive — it knows they do, because it is the  

same engine underneath all of them.

This unified approach also directly addresses one of the fastest-growing risk categories security teams now face: 

generative  AI.  Because  DLP  Cloud inspects  data-in-motion to  AI  applications  with  the  same content-aware 

detection used everywhere else, organizations do not have to choose between banning generative AI outright — 

losing the productivity benefit — and allowing it unmonitored. Sensitive content can be identified and blocked 

from reaching public AI tools in real time, while non-sensitive use continues without friction.

The practical benefit of this design shows up in three places at once: fewer coverage gaps for an attacker or  

careless employee to find, fewer disjointed policy sets for the security team to maintain, and a single incident 

timeline for investigators to work from when something does go wrong. Comprehensive channel coverage is not 

simply a feature list — it is the foundation that makes every other capability in this brochure, from automated 

remediation to executive reporting, actually trustworthy.

Data Protection in Practice: Common Use Cases

Abstract capabilities are easiest to evaluate against concrete scenarios. The following use cases represent the 

situations most commonly cited by organizations deploying Symantec DLP, and each one maps directly to a 

capability described elsewhere in this brochure.

Gaining visibility before writing a single policy. Many organizations discover, once they turn on discovery scanning, 

that they did not actually know where their sensitive data lived. DLP Network Discover and DLP Endpoint Discover 
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領域

網路 

端點

儲存

雲端 

代表性管道

電子郵件、網頁、FTP、即時通訊（IM）、IPv6

可移除式儲存裝置、桌面電子郵件、網頁應用程式、虛擬桌面

檔案伺服器、資料庫、Exchange、SharePoint、NAS 檔案伺服器

雲端應用程式、Office 365 Exchange、Gmail、Box、Google 
Workspace、Salesforce

抽象的功能，最容易透過具體情境加以評估。以下使用案例，代表部署 Symantec DLP 之組織最常提及的情境，且每
一項皆可直接對應至本手冊其他章節所述之功能。

資料保護實務：常見使用案例
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Deployment Flexibility and System Requirements

No two organizations run identical infrastructure, and Symantec DLP is deliberately built to accommodate that  

reality  rather  than force  a  single  deployment  model.  The solution comprises  a  single  unified management 

platform, a lightweight endpoint agent, and powerful content-aware detection products, available across the full 

range of deployment styles an enterprise IT environment is likely to require: on-premises software, virtual and 

physical appliances, public, private, and hybrid cloud services, and managed services delivered through Symantec 

Partners for organizations that prefer to outsource day-to-day operation.

This flexibility matters at every stage of an organization's cloud journey. For organizations still consolidating on-

premises infrastructure, on-premises software and physical appliances integrate directly with existing network 

taps, mail transfer agents, and proxy servers. For organizations actively migrating to the cloud, virtual appliances  

and cloud-delivered services extend the same policies without requiring a parallel on-premises build-out. And for 

organizations in the process of  repatriating certain workloads from the cloud back into customer-managed 

environments — an increasingly common pattern — the same unified policy set applies regardless of which 

direction data is moving.

Scale is proven, not theoretical. Symantec DLP is designed to work in highly distributed environments and scale up 

to hundreds of  thousands of  users,  which matters directly  to security  operations engineers responsible for  

performance under peak load: DLP Network Monitor,  for example, performs deep content inspection of all  

network communications with zero packet loss, in contrast to solutions that sample packets during high-traffic  

periods and introduce false negatives exactly when the organization can least afford them.

Detailed platform-specific system requirements — supported operating systems, database versions, and appliance 

specifications — are maintained on Broadcom's support portal and should be reviewed by your engineering team 

ahead of any deployment planning exercise. What this brochure can confirm at the architecture level is that the 

deployment model chosen for one channel does not constrain the deployment model available for another: an 

organization can run Network Prevent for Email  as a virtual  appliance while running Endpoint Prevent as a  

lightweight on-device agent and DLP Cloud as a fully cloud-delivered service, all governed by the same policies  

from the same console.

Frequently Asked Questions

Does DLP Cloud require us to replace our existing on-premises DLP investment? No. DLP Core and DLP Cloud are  

designed to be combined, not chosen between. A single policy can apply controls to data stored on endpoints,  

servers,  file shares,  databases,  and SharePoint,  while that same policy simultaneously governs data moving 

through Office 365, Box, Google Workspace, and other cloud applications. Organizations with an existing on-

premises deployment typically add DLP Cloud as an extension rather than a replacement.

How disruptive is a typical rollout to end users? The platform is designed to minimize disruption through layered  

response options. Rather than blocking every policy match outright, most organizations start with monitoring and 

real-time coaching notifications, which alert users and, where appropriate, allow them to provide a business  

justification or self-correct. Blocking and quarantine actions are typically reserved for the highest-confidence,  

highest-severity policy violations, and are introduced only after the organization has validated policy accuracy 

against real traffic.

How does the platform keep false positives manageable at enterprise scale? By combining detection techniques  

within a single policy — described content matching, exact data matching, indexed document matching, sensitive 

image recognition, and vector machine learning — rather than relying on keyword or regular-expression matching 
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「在撰寫第一條政策之前，先取得可視性。」許多組織在啟用探索掃描後才發現，自己其實並不清楚機敏資料究竟
存放於何處。DLP Network Discover 與 DLP Endpoint Discover，可針對檔案伺服器、資料庫、SharePoint 網站及
筆記型電腦，建立基準盤點清單，經常因此發現多年累積、存放於無人記得曾經建立之位置的受監管資料。此一基
準清單，將成為後續每一項政策決策的基礎，也往往是組織在承諾展開更大規模部署之前，所要求提供的第一項交
付項目。

「阻止善意員工造成的意外外洩。」絕大多數資料外洩事件並非出於惡意；而是員工郵件誤附錯誤檔案、共用資料
夾的範圍超出原本預期，或是為了在家工作而將客戶名單複製至個人雲端硬碟等情況所致。由於 Symantec DLP 在
電子郵件、網頁、雲端應用程式及端點各處，均套用相同的偵測邏輯，此類意外外洩事件，可於發生的當下即被攔
截，並透過即時教育提示，說明所違反之政策，並於適當情形下，讓員工得以自行更正。

「偵測內部風險與遭入侵帳號。」即將離職的員工，開始下載異常大量的原始程式碼；或是某個遭入侵的帳號，突然 
出現與其歷史基準不符的存取模式——此類情境，代表與意外外洩截然不同的風險類別。Information Centric Analytics  
與 Symantec CloudSOC UEBA，正是專為此類情境而打造，透過關聯資料外洩遙測資料與身分及威脅訊號，在人工
分析師從原始事件佇列中察覺異常之前，及早標記行為異常。

「在不造成政策脫節的前提下，將治理有序的資料保護延伸至雲端。」多年前即建立完善地端 DLP 實務的組織，經
常發現其政策未能跟上關鍵工作負載遷移至 Office 365、Google Workspace、Salesforce 及數十種其他 SaaS 應用程
式的腳步。DLP Cloud 無須為雲端另行建立第二套獨立政策集，而是將既有、已於地端獲得驗證之政策與偵測技術，
直接延伸適用，使得一條規則只需撰寫一次，即可隨資料遷移至已核准雲端服務內部及各服務之間，持續發揮效用。

「在不全面禁止的前提下，治理生成式 AI 的使用。」如本手冊 AI 時代章節所述，組織日益傾向選擇「允許」而非「
禁止」員工使用 AI 工具，同時仰賴即時內容檢測，防止機敏資料實際送達該等工具。此一使用案例，在短短約兩年間 
，已從邊緣案例，躍升為新建 DLP 部署案中最常被要求之功能之一。

「以可實證、持續性的控管機制，滿足稽核人員或監管機關之要求。」組織無須僅在事件發生後才提出合規證據，
而是運用平台內建之政策範本、完整事件脈絡及 IT Analytics 報告功能，產生一份持續性的控管成效記錄——此記錄
經常直接納入董事會及稽核委員會之例行報告週期當中。

「支援企業併購及其他高機敏交易案。」在盡職調查與整合期間，高度機密之財務、法律及策略資訊之流通量，會
大幅增加，且經常涉及一組暫時擴大之外部顧問及交易對手。Symantec DLP 能夠針對特定交易相關文件，套用精確
資料比對與索引文件比對，並搭配對外共用資料時之基於身分加密機制，讓交易團隊得以快速推進，同時在組織風
險暴露程度最高的這段期間，不致喪失對最關鍵資訊的掌控。

Symantec DLP 透過兩套互補的解決方案組合交付，兩者共用單一政策引擎、單一主控台及單一事件處理工作流程。
組織可選擇由其中一套著手，日後再擴充至另一套，無須重新規劃整體架構。

產品組合：DLP Core 與 DLP Cloud
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Deployment Flexibility and System Requirements

No two organizations run identical infrastructure, and Symantec DLP is deliberately built to accommodate that  

reality  rather  than force  a  single  deployment  model.  The solution comprises  a  single  unified management 

platform, a lightweight endpoint agent, and powerful content-aware detection products, available across the full 

range of deployment styles an enterprise IT environment is likely to require: on-premises software, virtual and 

physical appliances, public, private, and hybrid cloud services, and managed services delivered through Symantec 

Partners for organizations that prefer to outsource day-to-day operation.

This flexibility matters at every stage of an organization's cloud journey. For organizations still consolidating on-

premises infrastructure, on-premises software and physical appliances integrate directly with existing network 

taps, mail transfer agents, and proxy servers. For organizations actively migrating to the cloud, virtual appliances  

and cloud-delivered services extend the same policies without requiring a parallel on-premises build-out. And for 

organizations in the process of  repatriating certain workloads from the cloud back into customer-managed 

environments — an increasingly common pattern — the same unified policy set applies regardless of which 

direction data is moving.

Scale is proven, not theoretical. Symantec DLP is designed to work in highly distributed environments and scale up 

to hundreds of  thousands of  users,  which matters directly  to security  operations engineers responsible for  

performance under peak load: DLP Network Monitor,  for example, performs deep content inspection of all  

network communications with zero packet loss, in contrast to solutions that sample packets during high-traffic  

periods and introduce false negatives exactly when the organization can least afford them.

Detailed platform-specific system requirements — supported operating systems, database versions, and appliance 

specifications — are maintained on Broadcom's support portal and should be reviewed by your engineering team 

ahead of any deployment planning exercise. What this brochure can confirm at the architecture level is that the 

deployment model chosen for one channel does not constrain the deployment model available for another: an 

organization can run Network Prevent for Email  as a virtual  appliance while running Endpoint Prevent as a  

lightweight on-device agent and DLP Cloud as a fully cloud-delivered service, all governed by the same policies  

from the same console.

Frequently Asked Questions

Does DLP Cloud require us to replace our existing on-premises DLP investment? No. DLP Core and DLP Cloud are  

designed to be combined, not chosen between. A single policy can apply controls to data stored on endpoints,  

servers,  file shares,  databases,  and SharePoint,  while that same policy simultaneously governs data moving 

through Office 365, Box, Google Workspace, and other cloud applications. Organizations with an existing on-

premises deployment typically add DLP Cloud as an extension rather than a replacement.

How disruptive is a typical rollout to end users? The platform is designed to minimize disruption through layered  

response options. Rather than blocking every policy match outright, most organizations start with monitoring and 

real-time coaching notifications, which alert users and, where appropriate, allow them to provide a business  

justification or self-correct. Blocking and quarantine actions are typically reserved for the highest-confidence,  

highest-severity policy violations, and are introduced only after the organization has validated policy accuracy 

against real traffic.

How does the platform keep false positives manageable at enterprise scale? By combining detection techniques  

within a single policy — described content matching, exact data matching, indexed document matching, sensitive 

image recognition, and vector machine learning — rather than relying on keyword or regular-expression matching 
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DLP Core提供地端及混合式部署之基礎：涵蓋端點、網路及儲存之防護，並加入機敏影像辨識與Information Centric  
Analytics（使用者與實體行為分析）。對於著重受管理環境內靜態及傳輸中資料（例如筆記型電腦、檔案伺服器、
資料庫、SharePoint 及對外傳輸流量）之組織而言，這是理想的起始點。

‧DLP for Endpoints——透過單一輕量化代理程式提供 Endpoint Discover 與 Endpoint Prevent，針對電子郵件、
雲端應用程式、網路協定、外部儲存裝置，以及虛擬桌面與伺服器中使用中之資料，提供探索、監控及防護功能。

‧DLP for Network——包含 Network Monitor、Network Prevent for Email 及 Network Prevent for Web，以零封
包遺失之檢測方式，保護透過公司網路出口點傳輸中之資料。

‧DLP for Storage——包含 Network Discover 與 Network Protect，於檔案共用區、資料庫及企業儲存庫中，尋找
並修復靜態機密資料。

‧Information Centric Analytics——已取得專利之使用者與實體行為分析，關聯資料、身分及威脅遙測資料，優先
處理風險最高之使用者與事件。

‧機敏影像辨識（Sensitive Image Recognition）——結合光學文字辨識（OCR）與表單辨識技術，擷取並偵測嵌入
於掃描文件、螢幕截圖及以影像為主之 PDF 中的機敏文字。

DLP Cloud 將相同的偵測技術與政策集延伸至雲端，結合業界領先之企業級 DLP，與 Symantec 旗下之雲端存取安全
代理（Cloud Access Security Broker，CASB）——CloudSOC。若說 DLP Core 保護的是貴公司受管理環境內部所發
生之一切，DLP Cloud 保護的，則是資料一旦跨越至 SaaS 應用程式、未經核准之影子 IT，以及生成式 AI 平台之後所
發生之一切。

‧CASB Audit——探索並監控組織內正在使用之每一項雲端應用程式，揭露影子IT，並可封鎖對未經核准服務之存
取。

‧CASB for SaaS and IaaS——雲端式服務，針對 Office 365、Google Workspace、Box、Salesforce 及 ServiceNow 
等已核准平台上之使用者活動，提供可視性與控管能力。

‧CASB Gateway——持續監控並控管雲端應用程式之使用情形，以執行政策、辨識惡意或不當共用行為、發出惡意
軟體威脅警示，並自動化升級通報流程。

‧DLP Cloud Detection Service for CASB——檢測自雲端應用程式及網頁流量中擷取之內容，將既有地端 DLP 政策
延伸至超過 100 個已核准與未核准之雲端應用程式，並可直接自 DLP 主控台進行事件管理。

‧DLP Cloud Detection Service for Cloud SWG——與 Symantec 雲端安全網頁閘道整合，即便是漫遊及行動使用者
之加密網頁流量，亦能加以監控。

‧DLP for Office 365 and Gmail——運用內建智慧邏輯與進階偵測技術，持續監控公司電子郵件流量，並透過自動化
郵件修改、封鎖、隔離，或針對共用附件套用下游加密及數位版權管理，即時防範資料外洩。

DLP Core 與 DLP Cloud 兩者結合，共同實現此平台所稱之「單一整合介面」：單一主控台即可完成政策管理、事件
應變、報告及管理作業，並以單一政策與工作流程集，涵蓋雲端、電子郵件、網頁、端點及儲存。組織無須在地端
嚴謹性與雲端靈活性之間二選一——兩者兼具，正是此架構設計之核心理念。
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physical appliances, public, private, and hybrid cloud services, and managed services delivered through Symantec 

Partners for organizations that prefer to outsource day-to-day operation.

This flexibility matters at every stage of an organization's cloud journey. For organizations still consolidating on-

premises infrastructure, on-premises software and physical appliances integrate directly with existing network 

taps, mail transfer agents, and proxy servers. For organizations actively migrating to the cloud, virtual appliances  
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to hundreds of  thousands of  users,  which matters directly  to security  operations engineers responsible for  

performance under peak load: DLP Network Monitor,  for example, performs deep content inspection of all  

network communications with zero packet loss, in contrast to solutions that sample packets during high-traffic  

periods and introduce false negatives exactly when the organization can least afford them.

Detailed platform-specific system requirements — supported operating systems, database versions, and appliance 

specifications — are maintained on Broadcom's support portal and should be reviewed by your engineering team 

ahead of any deployment planning exercise. What this brochure can confirm at the architecture level is that the 

deployment model chosen for one channel does not constrain the deployment model available for another: an 

organization can run Network Prevent for Email  as a virtual  appliance while running Endpoint Prevent as a  

lightweight on-device agent and DLP Cloud as a fully cloud-delivered service, all governed by the same policies  

from the same console.

Frequently Asked Questions

Does DLP Cloud require us to replace our existing on-premises DLP investment? No. DLP Core and DLP Cloud are  

designed to be combined, not chosen between. A single policy can apply controls to data stored on endpoints,  

servers,  file shares,  databases,  and SharePoint,  while that same policy simultaneously governs data moving 

through Office 365, Box, Google Workspace, and other cloud applications. Organizations with an existing on-

premises deployment typically add DLP Cloud as an extension rather than a replacement.

How disruptive is a typical rollout to end users? The platform is designed to minimize disruption through layered  

response options. Rather than blocking every policy match outright, most organizations start with monitoring and 

real-time coaching notifications, which alert users and, where appropriate, allow them to provide a business  

justification or self-correct. Blocking and quarantine actions are typically reserved for the highest-confidence,  

highest-severity policy violations, and are introduced only after the organization has validated policy accuracy 

against real traffic.

How does the platform keep false positives manageable at enterprise scale? By combining detection techniques  

within a single policy — described content matching, exact data matching, indexed document matching, sensitive 

image recognition, and vector machine learning — rather than relying on keyword or regular-expression matching 
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除了 DLP Core 與 DLP Cloud 核心套件之外，另有多項附加功能，可進一步擴充可視性、威脅防護及資料治理能力。

Symantec 資料安全態勢管理（Data Security Posture Management，DSPM），為 DLP Cloud 之附加功能，提供單
一整合式儀表板，讓組織對其環境內所有資料及其相關風險，掌握完整全貌——協助資安及資料治理團隊，辨識並
分析異常活動，並在風險演變為事件之前，及早採取行動加以化解。對於承受壓力、須向稽核人員及監管機關展現
主動資料治理成效之組織而言，DSPM 可將一次性的 DLP 部署，轉化為持續性、可量化衡量之資料風險管理專案。

CloudSOC進階威脅防護，運用檔案信譽情資、防毒掃描及沙盒分析技術，保護雲端帳號與交易免受惡意軟體侵害 
——將平台之防護範圍，由資料外洩本身，延伸至日益伴隨而生的雲端威脅，例如：上傳至已核准 SaaS 平台之惡意
檔案。

此平台亦與周邊資安及身分基礎架構原生整合，組織無須另行汰換既有系統。與Microsoft Purview Information Protection  
整合，可延伸 DLP 之能力，使其得以偵測並讀取已透過 Microsoft 自有資訊保護框架完成分類及加密之文件與郵件。
與 Symantec VIP 身分與存取管理整合，可於機敏資料與外部業務合作夥伴共用時，強化驗證機制。而與 Symantec 
安全網頁閘道(ProxySG 與 Web Security Service)整合，則可確保機敏資料不致透過不受信任之網頁流量外洩，即便 
該流量已加密亦然。上述每一項整合，皆能減少與貴公司既有資安技術堆疊之重複建置，而非又新增一套彼此獨
立、需要貴團隊額外監控之主控台。

擴充平台功能：DSPM、進階威脅防護及其他

圍繞資料保護之監管義務，鮮少單獨出現，也鮮少維持不變。單一跨國組織，可能同時須就支付卡資料展現PCI DSS
合規性、就受保護健康資訊展現HIPAA合規性，並因應日益增長之各國及區域性個人身分識別資訊隱私法規清單——
每一項規範，皆各自定義範疇、各自要求控管措施、各自訂有稽核期待。將此一拼湊式的規範體系，轉化為具體的
技術控管措施與組織性措施，是當今資安與法規遵循團隊所面臨最持續存在的負擔之一。

Symantec DLP 將法規對應(Regulatory Alignment)視為首要設計目標，而非事後才考量之附加項目。平台內建涵蓋 
PII、PCI、HIPAA 及其他監管要求之政策，並由超過 70 套預建政策範本及超過 130 項現成資料識別器提供支援，直
接對應帳號、政府核發識別證號、信用卡號及受保護健康資訊等常見受監管資料類別。對多數組織而言，此舉可大
幅縮短自採購此平台至建立起可禁得起檢驗、且能實際運作之合規專案之間的時間——您只需針對經驗證之範本進
行組態設定與調校，而無須從零開始建置偵測邏輯。

合規執行不僅止於偵測層面，更延伸至自動化保護行動。一旦於雲端儲存或傳輸過程中發現受監管資料，平台即可
自動套用整合式加密，並要求使用者完成多因子驗證，同時滿足眾多監管框架之明文規定與立法精神——此類框架
所要求者，不僅是監控，更是對受監管資料採取積極保護措施。針對透過電子郵件與第三方共用之資料，可自動對
郵件內文及附件套用基於身分之加密及數位版權管理，將保護範圍延伸至組織直接掌控範疇之外。

符合全球法規遵循與監管要求
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servers,  file shares,  databases,  and SharePoint,  while that same policy simultaneously governs data moving 

through Office 365, Box, Google Workspace, and other cloud applications. Organizations with an existing on-

premises deployment typically add DLP Cloud as an extension rather than a replacement.

How disruptive is a typical rollout to end users? The platform is designed to minimize disruption through layered  

response options. Rather than blocking every policy match outright, most organizations start with monitoring and 

real-time coaching notifications, which alert users and, where appropriate, allow them to provide a business  

justification or self-correct. Blocking and quarantine actions are typically reserved for the highest-confidence,  

highest-severity policy violations, and are introduced only after the organization has validated policy accuracy 

against real traffic.

How does the platform keep false positives manageable at enterprise scale? By combining detection techniques  

within a single policy — described content matching, exact data matching, indexed document matching, sensitive 

image recognition, and vector machine learning — rather than relying on keyword or regular-expression matching 
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就稽核作業本身而言，此平台所提供之完整事件脈絡——所違反之政策、已採取之應變動作、偵測到之確切比對內
容、自訂屬性、屬性關聯，以及事件歷程——意味著貴公司之法規遵循與資安團隊，得以直接自主控台調取佐證，
回應監管機關或稽核人員之提問，無須事後自散落各處之記錄重新拼湊。搭配 Symantec IT Analytics for DLP 之進階
報告與臨機分析能力，可讓法規遵循主管取得一份持續性、可實證之控管成效記錄——此類佐證，如今不僅在資料
外洩調查發生時才被要求提出，更日益成為例行性監管監督作業之一部分。

隨著監管版圖持續擴展至資料落地要求、AI治理義務，以及尚未定案之產業別要求等新類別，單一、可擴充政策引擎
之價值，也將隨之持續提升。運用 Symantec DLP 之組織，無須為每一項新要求部署新工具，而是可延伸既有政策、
新增資料識別器，並將相同、經驗證之偵測技術，套用於未來任何一項監管要求之上。

生成式 AI 在企業內部的快速普及，創造出一項數年前並不存在的資料外洩管道，而在多數組織中，此管道至今幾乎
完全未受監控。員工將原始程式碼貼入 AI 程式撰寫助理、將財務模型上傳至 AI 驅動之試算表工具，並要求公開聊天
機器人摘要機密合約——所有這些行為，皆是出於追求正當生產力提升之目的，且除非事先部署專屬控管機制，否
則資安團隊完全無從察覺。

Symantec DLP 直接因應此一風險，而非將其視為未來才須處理的路線圖項目。此平台監控並檢測流向生成式 AI 應
用程式之傳輸中資料，運用與環境中其他各處相同之內容感知偵測技術——描述內容比對、精確資料比對、索引文
件比對及向量機器學習——在機敏內容送達公開 AI 服務之前，即予以辨識。資安團隊無須採取全面禁止、進而促使
員工轉向未經核准之個人帳號及影子 AI 使用之作法，而是可以允許具生產力之 AI 使用行為，同時防止受監管資料、
智慧財產或機密商業資訊透過此管道外流。

此項功能，與平台既有之影子 IT 探索功能相輔相成。正如 CASB Audit 可辨識組織內正在運作之未經核准雲端應用程
式，相同的探索方式，亦可延伸用於辨識實際在使用之生成式AI應用程式——該清單往往比資安團隊預期得更長、也
更令人意外——使組織得以逐一針對各應用程式評估風險並套用適當控管措施，而非採取「全有或全無」的政策，
導致不是扼殺生產力，就是忽視風險。

對資安領導者而言，此項功能之策略價值，在於組織無須為此另行建立一套全新的專業領域。由於 AI 監控功能，
運作於與其他所有管道相同之 DLP 引擎、相同之政策及相同之主控台之上，組織不必另外維護一套擁有獨立偵測邏
輯、也存在獨立盲點的 AI 治理工具。隨著生成式 AI 使用持續擴大，以及新的 AI 專屬監管義務持續浮現，此一共同基
礎，意味著組織得以循序漸進地擴充涵蓋範圍，而無須從零開始重新建置。

確保 AI 時代之安全
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Deployment Flexibility and System Requirements

No two organizations run identical infrastructure, and Symantec DLP is deliberately built to accommodate that  

reality  rather  than force  a  single  deployment  model.  The solution comprises  a  single  unified management 

platform, a lightweight endpoint agent, and powerful content-aware detection products, available across the full 

range of deployment styles an enterprise IT environment is likely to require: on-premises software, virtual and 

physical appliances, public, private, and hybrid cloud services, and managed services delivered through Symantec 

Partners for organizations that prefer to outsource day-to-day operation.

This flexibility matters at every stage of an organization's cloud journey. For organizations still consolidating on-

premises infrastructure, on-premises software and physical appliances integrate directly with existing network 

taps, mail transfer agents, and proxy servers. For organizations actively migrating to the cloud, virtual appliances  

and cloud-delivered services extend the same policies without requiring a parallel on-premises build-out. And for 

organizations in the process of  repatriating certain workloads from the cloud back into customer-managed 

environments — an increasingly common pattern — the same unified policy set applies regardless of which 

direction data is moving.

Scale is proven, not theoretical. Symantec DLP is designed to work in highly distributed environments and scale up 

to hundreds of  thousands of  users,  which matters directly  to security  operations engineers responsible for  

performance under peak load: DLP Network Monitor,  for example, performs deep content inspection of all  

network communications with zero packet loss, in contrast to solutions that sample packets during high-traffic  

periods and introduce false negatives exactly when the organization can least afford them.

Detailed platform-specific system requirements — supported operating systems, database versions, and appliance 

specifications — are maintained on Broadcom's support portal and should be reviewed by your engineering team 

ahead of any deployment planning exercise. What this brochure can confirm at the architecture level is that the 

deployment model chosen for one channel does not constrain the deployment model available for another: an 

organization can run Network Prevent for Email  as a virtual  appliance while running Endpoint Prevent as a  

lightweight on-device agent and DLP Cloud as a fully cloud-delivered service, all governed by the same policies  

from the same console.

Frequently Asked Questions

Does DLP Cloud require us to replace our existing on-premises DLP investment? No. DLP Core and DLP Cloud are  

designed to be combined, not chosen between. A single policy can apply controls to data stored on endpoints,  

servers,  file shares,  databases,  and SharePoint,  while that same policy simultaneously governs data moving 

through Office 365, Box, Google Workspace, and other cloud applications. Organizations with an existing on-

premises deployment typically add DLP Cloud as an extension rather than a replacement.

How disruptive is a typical rollout to end users? The platform is designed to minimize disruption through layered  

response options. Rather than blocking every policy match outright, most organizations start with monitoring and 

real-time coaching notifications, which alert users and, where appropriate, allow them to provide a business  

justification or self-correct. Blocking and quarantine actions are typically reserved for the highest-confidence,  

highest-severity policy violations, and are introduced only after the organization has validated policy accuracy 

against real traffic.

How does the platform keep false positives manageable at enterprise scale? By combining detection techniques  

within a single policy — described content matching, exact data matching, indexed document matching, sensitive 

image recognition, and vector machine learning — rather than relying on keyword or regular-expression matching 
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沒有任何兩個組織的基礎架構完全相同，而 Symantec DLP 之設計，正是刻意為了因應此一現實，而非強制套用單
一部署模式。此解決方案由單一整合管理平台、輕量化端點代理程式，以及強大之內容感知偵測產品所構成，並提
供企業 IT 環境可能需要之各種部署形式：地端軟體、虛擬及實體設備、公有、私有及混合雲端服務，以及針對希望
委外處理日常維運之組織，透過 Symantec 合作夥伴提供之代管服務。

此項彈性，在組織雲端旅程的每一個階段皆具有其意義。對於仍在整併地端基礎架構之組織而言，地端軟體與實體
設備可直接與既有網路分接器、郵件傳輸代理程式及代理伺服器整合。對於正積極遷移至雲端之組織而言，虛擬設
備及雲端交付服務，可延伸相同政策，無須另行並行建置地端環境。而對於正將部分工作負載自雲端遷回客戶自行
管理環境之組織——此一模式日益普遍——相同之統一政策集，無論資料移動方向為何，皆可持續適用。

其規模擴充能力已獲驗證，並非停留於理論層次。Symantec DLP 之設計，可於高度分散式環境中運作，並擴充至數
十萬名使用者規模，這對負責尖峰負載效能表現之資安維運工程師而言，具有直接意義：以 DLP Network Monitor 
為例，其對所有網路通訊執行深度內容檢測，且零封包遺失，相較之下，部分解決方案於高流量期間抽樣封包，恰
好在組織最無法承受的時刻，導致漏報情形發生。

各平台之詳細系統需求——包括支援之作業系統、資料庫版本及設備規格——均維護於 Broadcom 支援入口網站，
貴公司工程團隊應於進行任何部署規劃作業前先行查閱確認。就架構層面而言，本手冊可確認的是：某一管道所選
用之部署模式，並不會限制另一管道可採用之部署模式——組織可將 Network Prevent for Email 以虛擬設備形式運
作，同時將 Endpoint Prevent 以裝置端輕量化代理程式形式運作，並將 DLP Cloud 以完全雲端交付服務形式運作，
三者皆由同一主控台、依循相同政策統一治理。

部署彈性與系統需求

問：DLP Cloud 是否要求我們汰換既有的地端 DLP 投資？
答：不需要。DLP Core與DLP Cloud之設計理念，是彼此結合運用，而非二選一。單一政策即可對儲存於端點、伺

服器、檔案共用區、資料庫及 SharePoint 上之資料套用控管措施，同時該政策亦可同步治理透過Office 365、 
Box、Google Workspace 及其他雲端應用程式流動之資料。已具備地端部署之組織，通常會將 DLP Cloud 做為
既有投資之延伸，而非取而代之。

問：典型的導入過程，對終端使用者的干擾程度有多大？
答：此平台之設計，旨在透過分層式應變選項，將干擾程度降至最低。多數組織並非一開始即封鎖每一筆政策比對

結果，而是先從監控與即時教育提示通知著手，於警示使用者的同時，並於適當情形下，允許其提供業務正當
理由或自行更正。封鎖與隔離動作，通常僅保留給信心水準最高、嚴重程度最高之政策違規情形，且僅於組織
已針對真實流量驗證政策準確性後，才予以導入。

常見問題
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Deployment Flexibility and System Requirements

No two organizations run identical infrastructure, and Symantec DLP is deliberately built to accommodate that  

reality  rather  than force  a  single  deployment  model.  The solution comprises  a  single  unified management 

platform, a lightweight endpoint agent, and powerful content-aware detection products, available across the full 

range of deployment styles an enterprise IT environment is likely to require: on-premises software, virtual and 

physical appliances, public, private, and hybrid cloud services, and managed services delivered through Symantec 

Partners for organizations that prefer to outsource day-to-day operation.

This flexibility matters at every stage of an organization's cloud journey. For organizations still consolidating on-

premises infrastructure, on-premises software and physical appliances integrate directly with existing network 

taps, mail transfer agents, and proxy servers. For organizations actively migrating to the cloud, virtual appliances  

and cloud-delivered services extend the same policies without requiring a parallel on-premises build-out. And for 

organizations in the process of  repatriating certain workloads from the cloud back into customer-managed 

environments — an increasingly common pattern — the same unified policy set applies regardless of which 

direction data is moving.

Scale is proven, not theoretical. Symantec DLP is designed to work in highly distributed environments and scale up 

to hundreds of  thousands of  users,  which matters directly  to security  operations engineers responsible for  

performance under peak load: DLP Network Monitor,  for example, performs deep content inspection of all  

network communications with zero packet loss, in contrast to solutions that sample packets during high-traffic  

periods and introduce false negatives exactly when the organization can least afford them.

Detailed platform-specific system requirements — supported operating systems, database versions, and appliance 

specifications — are maintained on Broadcom's support portal and should be reviewed by your engineering team 

ahead of any deployment planning exercise. What this brochure can confirm at the architecture level is that the 

deployment model chosen for one channel does not constrain the deployment model available for another: an 

organization can run Network Prevent for Email  as a virtual  appliance while running Endpoint Prevent as a  

lightweight on-device agent and DLP Cloud as a fully cloud-delivered service, all governed by the same policies  

from the same console.

Frequently Asked Questions

Does DLP Cloud require us to replace our existing on-premises DLP investment? No. DLP Core and DLP Cloud are  

designed to be combined, not chosen between. A single policy can apply controls to data stored on endpoints,  

servers,  file shares,  databases,  and SharePoint,  while that same policy simultaneously governs data moving 

through Office 365, Box, Google Workspace, and other cloud applications. Organizations with an existing on-

premises deployment typically add DLP Cloud as an extension rather than a replacement.

How disruptive is a typical rollout to end users? The platform is designed to minimize disruption through layered  

response options. Rather than blocking every policy match outright, most organizations start with monitoring and 

real-time coaching notifications, which alert users and, where appropriate, allow them to provide a business  

justification or self-correct. Blocking and quarantine actions are typically reserved for the highest-confidence,  

highest-severity policy violations, and are introduced only after the organization has validated policy accuracy 

against real traffic.

How does the platform keep false positives manageable at enterprise scale? By combining detection techniques  

within a single policy — described content matching, exact data matching, indexed document matching, sensitive 

image recognition, and vector machine learning — rather than relying on keyword or regular-expression matching 
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問：此平台如何在企業級規模下，將誤報率控制在可管理的範圍內？
答：其作法是在單一政策內，結合多項偵測技術——描述內容比對、精確資料比對、索引文件比對、機敏影像辨識

及向量機器學習——而非僅依賴關鍵字或正規表示式比對。複合式比對條件，以及基於群組之規則與例外設
定，可讓政策針對個別事業單位、使用者群組或資料類型進行調校，這正是組織通常用以將誤報率降至維運團
隊可長期負荷水準的方式。

問：此平台能否監控加密流量？
答：可以。透過與 Symantec 安全網頁閘道（ProxySG 與 Web Security Service）及 DLP Cloud Detection Service 

for Cloud SWG 整合，此平台可檢測加密網頁流量——鑒於如今無論是合法業務流量，或是潛在外洩流量，多半
皆預設透過 HTTPS 傳輸，此項能力至關重要。

問：當員工使用生成式 AI 工具時，會發生什麼情況？
答：提交至生成式AI應用程式之資料，會運用與其他所有管道相同之內容感知偵測技術，進行即時檢測。非機敏用途

可暢行無阻、不受干擾；符合已定義政策之內容——例：如客戶記錄、原始程式碼、機密財務文件——則可依
政策組態設定，被標記、攔截，或轉交審查。

問：此平台是否適合擁有數十萬名使用者規模的組織？
答：適合。Symantec DLP已獲驗證，可於高度分散式環境中運作，並可擴充至數十萬名使用者規模，同時支援地端 

、虛擬及實體設備，以及公有、私有或混合雲端等部署模式，使組織得以在不受單一架構限制點束縛的情況
下，達成規模化擴充。

問：我們多快能向董事會或稽核人員展現成效？
答：由於此平台內建超過 70 套預建政策範本，以及超過 130 項涵蓋常見監管類別之現成資料識別器，多數組織能夠

及早展開基準探索掃描與第一批政策運作，其所需時間遠短於從零開始建置自訂偵測專案之時程。完整的事件
脈絡及 IT Analytics 報告功能，讓組織能夠輕鬆將早期成果，轉化為董事會或稽核委員會期待看到的佐證資料。

問：此平台是否能與我們現有的工具整合？
答：可以。此平台可與Microsoft Purview Information Protection整合，用於分類、加密及權限管理；可與 Symantec  

VIP 身分與存取管理整合，於對外共用資料時提供強式驗證；可與 Symantec 安全網頁閘道整合，用於檢測加密
網頁流量；並開放完整之 API 介面——包括 REST API、FlexResponse API、Content Extraction API 及 Incident 
Reporting and Update API——供希望將 DLP 偵測與修復功能，嵌入自身 SOAR 劇本或第三方工具之組織使用。

在本手冊所述及之每一種讀者群體中，皆一再出現若干共通的差異化優勢，因為這些正是使其他一切成為可能的結
構性決策。

‧單一整合政策引擎。一套政策，撰寫一次，即可於端點、網路、儲存及雲端統一執行——消除彼此獨立單點工具
所造成之涵蓋缺口與管理負擔。

為何選擇 Symantec DLP：真正重要的差異化優勢
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Deployment Flexibility and System Requirements

No two organizations run identical infrastructure, and Symantec DLP is deliberately built to accommodate that  

reality  rather  than force  a  single  deployment  model.  The solution comprises  a  single  unified management 

platform, a lightweight endpoint agent, and powerful content-aware detection products, available across the full 

range of deployment styles an enterprise IT environment is likely to require: on-premises software, virtual and 

physical appliances, public, private, and hybrid cloud services, and managed services delivered through Symantec 

Partners for organizations that prefer to outsource day-to-day operation.

This flexibility matters at every stage of an organization's cloud journey. For organizations still consolidating on-

premises infrastructure, on-premises software and physical appliances integrate directly with existing network 

taps, mail transfer agents, and proxy servers. For organizations actively migrating to the cloud, virtual appliances  

and cloud-delivered services extend the same policies without requiring a parallel on-premises build-out. And for 

organizations in the process of  repatriating certain workloads from the cloud back into customer-managed 

environments — an increasingly common pattern — the same unified policy set applies regardless of which 

direction data is moving.

Scale is proven, not theoretical. Symantec DLP is designed to work in highly distributed environments and scale up 

to hundreds of  thousands of  users,  which matters directly  to security  operations engineers responsible for  

performance under peak load: DLP Network Monitor,  for example, performs deep content inspection of all  

network communications with zero packet loss, in contrast to solutions that sample packets during high-traffic  

periods and introduce false negatives exactly when the organization can least afford them.

Detailed platform-specific system requirements — supported operating systems, database versions, and appliance 

specifications — are maintained on Broadcom's support portal and should be reviewed by your engineering team 

ahead of any deployment planning exercise. What this brochure can confirm at the architecture level is that the 

deployment model chosen for one channel does not constrain the deployment model available for another: an 

organization can run Network Prevent for Email  as a virtual  appliance while running Endpoint Prevent as a  

lightweight on-device agent and DLP Cloud as a fully cloud-delivered service, all governed by the same policies  

from the same console.

Frequently Asked Questions

Does DLP Cloud require us to replace our existing on-premises DLP investment? No. DLP Core and DLP Cloud are  

designed to be combined, not chosen between. A single policy can apply controls to data stored on endpoints,  

servers,  file shares,  databases,  and SharePoint,  while that same policy simultaneously governs data moving 

through Office 365, Box, Google Workspace, and other cloud applications. Organizations with an existing on-

premises deployment typically add DLP Cloud as an extension rather than a replacement.

How disruptive is a typical rollout to end users? The platform is designed to minimize disruption through layered  

response options. Rather than blocking every policy match outright, most organizations start with monitoring and 

real-time coaching notifications, which alert users and, where appropriate, allow them to provide a business  

justification or self-correct. Blocking and quarantine actions are typically reserved for the highest-confidence,  

highest-severity policy violations, and are introduced only after the organization has validated policy accuracy 

against real traffic.

How does the platform keep false positives manageable at enterprise scale? By combining detection techniques  

within a single policy — described content matching, exact data matching, indexed document matching, sensitive 

image recognition, and vector machine learning — rather than relying on keyword or regular-expression matching 
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‧業界最廣泛的內容感知偵測技術。描述內容比對、精確資料比對、索引文件比對、機敏影像辨識及向量機器學
習，皆可於單一政策內組合運用，兼顧精準度與低誤報率。

‧全方位管道涵蓋範圍。雲端應用程式、電子郵件、網頁、端點、儲存，以及生成式 AI 應用程式——涵蓋機敏資料
自產生、儲存、共用，乃至可能外洩之完整生命週期。

‧內建使用者與實體行為分析。Information Centric Analytics 與 Symantec CloudSOC UEBA，關聯資料、身分及威
脅遙測資料，優先處理真實風險，而非以相同標準看待每一筆政策比對結果。

‧自動化、可擴充之事件修復機制。以規則為基礎之自動化動作，以及一鍵式 SmartResponse，可在受監控管道及
資料量成長之同時，降低分析師之工作負擔。

‧部署彈性。地端、虛擬及實體設備，以及公有、私有或混合雲端，皆已獲驗證可規模化擴充至數十萬名使用者。

‧深度、開放式整合。整合 Microsoft Purview Information Protection、Symantec 安全網頁閘道、Symantec VIP 
身分與存取管理，並提供完整之 REST、FlexResponse、Content Extraction 及 Incident Reporting API 介面。

‧為 AI 時代量身打造。即時檢測流向生成式 AI 應用程式之資料，採用與其他所有管道相同之偵測引擎與政策。

上述任何一項差異化優勢，皆非孤立存在。正是此等優勢之組合——單一引擎、全方位管道、分層式偵測、內建分
析、自動化應變、彈性部署、開放式整合，以及對 AI 時代之充分準備——使 Symantec DLP 得以透過單一投資，滿
足本手冊所述及之每一位利害關係人，而無須為每一位利害關係人之關切事項，分別採購獨立產品因應。

評估Symantec DLP之組織，經常詢問實際的導入過程究竟是何種樣貌——並非行銷語言層面的描述，而是專案在第 
一年間所歷經的決策順序與里程碑。儘管每個環境皆有所不同，成功的部署案例，往往傾向遵循類似的四階段模
式；事先瞭解此一模式，有助於本手冊所述及之每一位利害關係人，對成效開始顯現的時間點，建立務實的期待。
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庫及端點群體——通常涵蓋財務、法務、人力資源及工程部門，因為此等部門集中了大量受監管及高價值智慧財
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於何處」此一問題，取得可禁得起檢驗的答案，而此答案往往與組織原先的假設有所出入。此階段也讓資安維運團
隊，在任何政策設定為封鎖之前，取得關於事件量與誤報率的第一批真實資料。

第二階段：政策調校與監控。以預建政策範本及現成資料識別器為起點，資安團隊逐步加入複合式比對條件、基於
群組之規則，以及針對組織自身資料與工作流程之例外設定。此階段之政策，通常運行於監控與通知模式——針對
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體行為分析，須經過一段正常活動期間，才能為特定群體確立「正常」樣貌之基準。

實務部署路徑
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Deployment Flexibility and System Requirements

No two organizations run identical infrastructure, and Symantec DLP is deliberately built to accommodate that  

reality  rather  than force  a  single  deployment  model.  The solution comprises  a  single  unified management 

platform, a lightweight endpoint agent, and powerful content-aware detection products, available across the full 

range of deployment styles an enterprise IT environment is likely to require: on-premises software, virtual and 

physical appliances, public, private, and hybrid cloud services, and managed services delivered through Symantec 

Partners for organizations that prefer to outsource day-to-day operation.

This flexibility matters at every stage of an organization's cloud journey. For organizations still consolidating on-

premises infrastructure, on-premises software and physical appliances integrate directly with existing network 

taps, mail transfer agents, and proxy servers. For organizations actively migrating to the cloud, virtual appliances  

and cloud-delivered services extend the same policies without requiring a parallel on-premises build-out. And for 

organizations in the process of  repatriating certain workloads from the cloud back into customer-managed 

environments — an increasingly common pattern — the same unified policy set applies regardless of which 

direction data is moving.

Scale is proven, not theoretical. Symantec DLP is designed to work in highly distributed environments and scale up 

to hundreds of  thousands of  users,  which matters directly  to security  operations engineers responsible for  

performance under peak load: DLP Network Monitor,  for example, performs deep content inspection of all  

network communications with zero packet loss, in contrast to solutions that sample packets during high-traffic  

periods and introduce false negatives exactly when the organization can least afford them.

Detailed platform-specific system requirements — supported operating systems, database versions, and appliance 

specifications — are maintained on Broadcom's support portal and should be reviewed by your engineering team 

ahead of any deployment planning exercise. What this brochure can confirm at the architecture level is that the 

deployment model chosen for one channel does not constrain the deployment model available for another: an 

organization can run Network Prevent for Email  as a virtual  appliance while running Endpoint Prevent as a  

lightweight on-device agent and DLP Cloud as a fully cloud-delivered service, all governed by the same policies  

from the same console.

Frequently Asked Questions

Does DLP Cloud require us to replace our existing on-premises DLP investment? No. DLP Core and DLP Cloud are  

designed to be combined, not chosen between. A single policy can apply controls to data stored on endpoints,  

servers,  file shares,  databases,  and SharePoint,  while that same policy simultaneously governs data moving 

through Office 365, Box, Google Workspace, and other cloud applications. Organizations with an existing on-

premises deployment typically add DLP Cloud as an extension rather than a replacement.

How disruptive is a typical rollout to end users? The platform is designed to minimize disruption through layered  

response options. Rather than blocking every policy match outright, most organizations start with monitoring and 

real-time coaching notifications, which alert users and, where appropriate, allow them to provide a business  

justification or self-correct. Blocking and quarantine actions are typically reserved for the highest-confidence,  

highest-severity policy violations, and are introduced only after the organization has validated policy accuracy 

against real traffic.

How does the platform keep false positives manageable at enterprise scale? By combining detection techniques  

within a single policy — described content matching, exact data matching, indexed document matching, sensitive 

image recognition, and vector machine learning — rather than relying on keyword or regular-expression matching 
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第三階段：執行與自動化。一旦政策準確性經過驗證，信心水準最高、嚴重程度最高之政策，即轉為自動化執行 
——封鎖、隔離、重新導向或加密——而信心水準較低之政策，則維持於教育提示或人工審查狀態。此時亦是設定
自動化事件修復及 SmartResponse 之時機，將維運團隊之日常工作，由被動式分流處理，轉向例外狀況處理及持續
性政策精進。許多組織亦於此階段，將涵蓋範圍延伸至 DLP Cloud，將已於地端驗證之相同政策，套用於其已核准之
雲端應用程式，並視情況延伸至生成式 AI 使用行為。

第四階段：持續改善與報告。在核心涵蓋範圍到位後，專案將轉為穩定的運作節奏：隨業務變化定期審查政策、於
新監管要求出現時將其納入、運用 DSPM 及基於 CloudSOC 之可視性，將涵蓋範圍擴展至新採用之雲端應用程式，
並運用 Symantec IT Analytics for DLP，定期向資安領導階層、法規遵循單位及董事會進行報告。此階段也是本手冊
前文所述之財務論證與風險降低效益，開始變得可量化衡量之時期——事件量、修復時間及政策成效之趨勢走向，
為組織提供該專案投資報酬率之具體佐證。

由於DLP Core與DLP Cloud在上述四個階段中，皆共用相同之政策引擎與主控台，隨著涵蓋範圍由端點擴展至網路、
儲存乃至雲端，上述工作皆無須重複進行。於第二階段調校完成之政策，在第三階段延伸至新管道時，其底層邏輯
維持不變、持續適用——這正是單一整合平台旨在提供之維運槓桿效益。

儘管核心平台在各產業間皆維持一致，形塑部署方式之優先考量，卻往往因產業別而有所不同。以下考量事項，可
做為產業別規劃討論之起點。

金融服務業。銀行、保險及資本市場相關組織，通常優先著重於帳號、支付卡資料，以及交易與案件資訊之保護，
並須遵循嚴格之監管報告義務。針對核心銀行系統及客戶資料庫套用精確資料比對，搭配內建 PCI 政策範本，以及與
交易對手共用資料時採用之基於身分加密機制，往往是建立可禁得起檢驗之控管體系最快速的途徑。本手冊前文所
述之併購及交易團隊使用案例，在此產業中尤其攸關重大，因為機密交易資訊在此產業中持續不斷流通。

醫療照護與生命科學業。受保護健康資訊，是所有資料類別中受監管義務最嚴格的類別之一；醫療照護機構，經常
將針對病患記錄系統之結構化EDM，與機敏影像辨識技術結合運用，以攔截嵌入於掃描表單、傳真及轉診文件中之
受保護健康資訊——儘管數位化程度日益提升，此一管道在臨床環境中，仍出乎意料地活躍。符合 HIPAA 規範之政
策範本，以及平台針對受監管資料內建之合規執行機制，可減輕將 HIPAA 要求轉化為具體技術控管措施之負擔。

製造業與工業技術業。對於主要風險並非受監管個人資料、而是工程設計、專有配方及原始程式碼流失之組織而
言，向量機器學習與索引文件比對，通常是最具相關性之偵測技術，因為此類智慧財產，經常難以用關鍵字或正規
表示式加以描述，卻能夠直接自組織自身之機密檔案（包括 CAD 設計檔及其他二進位格式）建立指紋或建模。

科技、媒體與專業服務業。以智慧財產為核心之組織——軟體原始程式碼、尚未發布之產品規劃、客戶機密交付項
目——所面臨之風險型態，具有其獨特性，集中於員工離職、承包商存取權限，以及為提升生產力而使用生成式AI 
程式撰寫及寫作助理所帶來之壓力。Information Centric Analytics 與CloudSOC UEBA，在此產業中特別具有價值 
，可在員工離職之前，及早標記異常資料移動情形；而平台之生成式 AI 監控功能，則因應原始程式碼或客戶資料遭
貼入公開 AI 工具此一較新興之風險。

產業別考量
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Deployment Flexibility and System Requirements

No two organizations run identical infrastructure, and Symantec DLP is deliberately built to accommodate that  
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specifications — are maintained on Broadcom's support portal and should be reviewed by your engineering team 

ahead of any deployment planning exercise. What this brochure can confirm at the architecture level is that the 

deployment model chosen for one channel does not constrain the deployment model available for another: an 

organization can run Network Prevent for Email  as a virtual  appliance while running Endpoint Prevent as a  

lightweight on-device agent and DLP Cloud as a fully cloud-delivered service, all governed by the same policies  

from the same console.

Frequently Asked Questions

Does DLP Cloud require us to replace our existing on-premises DLP investment? No. DLP Core and DLP Cloud are  

designed to be combined, not chosen between. A single policy can apply controls to data stored on endpoints,  

servers,  file shares,  databases,  and SharePoint,  while that same policy simultaneously governs data moving 

through Office 365, Box, Google Workspace, and other cloud applications. Organizations with an existing on-

premises deployment typically add DLP Cloud as an extension rather than a replacement.

How disruptive is a typical rollout to end users? The platform is designed to minimize disruption through layered  

response options. Rather than blocking every policy match outright, most organizations start with monitoring and 

real-time coaching notifications, which alert users and, where appropriate, allow them to provide a business  

justification or self-correct. Blocking and quarantine actions are typically reserved for the highest-confidence,  

highest-severity policy violations, and are introduced only after the organization has validated policy accuracy 

against real traffic.

How does the platform keep false positives manageable at enterprise scale? By combining detection techniques  

within a single policy — described content matching, exact data matching, indexed document matching, sensitive 

image recognition, and vector machine learning — rather than relying on keyword or regular-expression matching 
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Across every sector, the underlying architecture does not change — one policy engine, layered detection, and 

coverage across endpoints, network, storage, and cloud. What changes is which detection technologies, policy  

templates, and integrations an organization chooses to prioritize first, and Symantec DLP's breadth of built-in 

capability means that prioritization can evolve over time without requiring a new platform for the next priority that 

emerges.

Appendix A: Endpoint and Repository Coverage Detail

For engineering teams scoping a deployment, the following tables summarize documented channel and repository 

coverage referenced elsewhere in this brochure.

Endpoint Channel Availability

Endpoint Channel Availability

Browsers Chrome, Safari, Firefox, Internet Explorer, Edge

Cloud Apps Box, Dropbox, Google Drive, Microsoft OneDrive

Email Applications Outlook, Lotus Notes

Network Protocols HTTP, HTTPS, FTP

Removable Storage MSC devices, MTP devices

Virtual Desktops Citrix, Microsoft Hyper-V, VMware

Other Channels Print, Fax, Network Share, Clipboard

Storage Repository Availability

Repository Availability

File Servers Windows via CIFS and DFS, Unix via NFS, Local 

Windows, Linux, NAS Filers

Distributed Machines Laptops, desktops

Document and Email Repositories SharePoint, Lotus Notes, Microsoft Exchange, PST

Web Content and Applications Corporate web sites, intranet, extranet, custom 

applications

Databases Oracle, Microsoft SQL Server, IBM DB2

These tables are representative rather than exhaustive; complete, current system requirements and supported 

platform versions are maintained on Broadcom's support portal and should be confirmed with your account team 

ahead of a formal deployment plan.
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無論在哪一個產業，底層架構皆維持不變——單一政策引擎、分層式偵測，以及涵蓋端點、網路、儲存與雲端之保
護範圍。真正因產業而異的，是組織選擇優先採用之偵測技術、政策範本及整合方式；而 Symantec DLP 廣泛之內
建功能，意味著此優先順序可隨時間演進調整，無須為未來浮現之新優先事項，另行採購新平台。

上述表格僅供參考，並非詳盡完整清單；完整且最新之系統需求與支援平台版本，均維護於 Broadcom 支援入口網
站，並應於正式擬定部署計畫前，與貴公司之客戶經理確認。

對於負責規劃部署範圍之工程團隊而言，下表彙整了本手冊其他章節所提及、已記錄之管道與儲存庫涵蓋範圍。

端點管道可用性

儲存庫可用性

附錄 A：端點與儲存庫涵蓋範圍詳情

端點管道

儲存庫 可用性

可用性

瀏覽器

檔案伺服器 Windows（透過 CIFS 及 DFS）、Unix（透過 NFS）、 
本機 Windows、Linux、NAS 檔案伺服器

Chrome、Safari、Firefox、Internet Explorer、Edge

電子郵件應用程式 

電子郵件應用程式 SharePoint、Lotus Notes、Microsoft Exchange、PST

 Outlook、Lotus Notes

可移除式儲存裝置

資料庫 Oracle、Microsoft SQL Server、IBM DB2

MSC 裝置、MTP 裝置

其他管道  列印、傳真、網路共用區、剪貼簿

雲端應用程式

分散式主機 筆記型電腦、桌上型電腦

Box、Dropbox、Google Drive、Microsoft OneDrive

網路協定

網頁內容與應用程式 公司網站、內部網路（Intranet）、外部網路（Extranet）、 
自訂應用程式

HTTP、HTTPS、FTP

虛擬桌面 Citrix、Microsoft Hyper-V、VMware
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Deployment Flexibility and System Requirements

No two organizations run identical infrastructure, and Symantec DLP is deliberately built to accommodate that  
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ahead of any deployment planning exercise. What this brochure can confirm at the architecture level is that the 

deployment model chosen for one channel does not constrain the deployment model available for another: an 

organization can run Network Prevent for Email  as a virtual  appliance while running Endpoint Prevent as a  

lightweight on-device agent and DLP Cloud as a fully cloud-delivered service, all governed by the same policies  

from the same console.

Frequently Asked Questions

Does DLP Cloud require us to replace our existing on-premises DLP investment? No. DLP Core and DLP Cloud are  

designed to be combined, not chosen between. A single policy can apply controls to data stored on endpoints,  

servers,  file shares,  databases,  and SharePoint,  while that same policy simultaneously governs data moving 

through Office 365, Box, Google Workspace, and other cloud applications. Organizations with an existing on-

premises deployment typically add DLP Cloud as an extension rather than a replacement.

How disruptive is a typical rollout to end users? The platform is designed to minimize disruption through layered  

response options. Rather than blocking every policy match outright, most organizations start with monitoring and 

real-time coaching notifications, which alert users and, where appropriate, allow them to provide a business  

justification or self-correct. Blocking and quarantine actions are typically reserved for the highest-confidence,  

highest-severity policy violations, and are introduced only after the organization has validated policy accuracy 

against real traffic.

How does the platform keep false positives manageable at enterprise scale? By combining detection techniques  

within a single policy — described content matching, exact data matching, indexed document matching, sensitive 

image recognition, and vector machine learning — rather than relying on keyword or regular-expression matching 
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‧CASB(雲端存取安全代理，Cloud Access Security Broker)——位於使用者與雲端服務供應商之間、用以執行資安 
、法規遵循及治理政策之控管節點；於本平台中，透過 Symantec CloudSOC 交付。

‧DCM(描述內容比對，Described Content Matching)——透過關鍵字、正規表示式、模式及檔案屬性，辨識機敏內
容之偵測技術。

‧EDM(精確資料比對，Exact Data Matching)——針對資料庫等結構化資料來源建立指紋或索引，以偵測與已知機敏
記錄完全相符內容之偵測技術。

‧IDM(索引文件比對，Indexed Document Matching)——針對非結構化文件建立指紋，以偵測原始檔案或自其衍生
之內容之偵測技術。

‧VML(向量機器學習，Vector Machine Learning)——針對財務報表或原始程式碼等事先難以描述或建立指紋之內
容，採用機器學習為基礎之偵測技術。

‧UEBA(使用者與實體行為分析，User and Entity Behavior Analytics)——針對使用者與系統之正常行為建立基準，
並將具統計顯著性之偏差標記為潛在風險指標之分析技術。

‧DSPM(資料安全態勢管理，Data Security Posture Management)——以儀表板為核心之功能，提供環境內資料所
在位置及其相關風險之整合式檢視。

‧ICAP(網際網路內容調適協定，Internet Content Adaptation Protocol)——用於將DLP Network Prevent for Web 
與 HTTP、HTTPS 或 FTP 代理伺服器整合之通訊協定。

‧SmartResponse——供分析師快速執行人工事件應變之一鍵式、預先設定修復動作。

‧影子 IT(Shadow IT)——組織內未經 IT 或資安團隊正式核准、掌握可視性或治理之雲端應用程式或服務。

‧FlexResponse API——一套 API 平台，讓組織得以建置自訂檔案修復動作，並將 DLP 與第三方檔案安全解決方案
進行整合。

附錄 B：關鍵術語詞彙表

Symantec 資料外洩防護，是 Broadcom 旗下 Symantec Enterprise Cloud 產品組合的一部分，支持現代企業以資料
為核心、支援混合式部署之安全存取服務邊緣（Secure Access Service Edge，SASE）願景。它反映了數十年來，於
內容感知偵測、事件管理及雲端資料安全領域持續投入之成果，並整合為單一平台，而非事後鬆散整合、透過併購
取得之單點產品集合。

在一個資料保護供應商來來去去、且於合規專案推行數年後才更換平台將帶來實質成本與風險之市場中，此一發展
歷程意義重大。選擇企業級DLP 平台之組織，所選擇的不僅是今日可用之一系列功能；更是選擇一家預期將持續投資
於偵測準確度、管道涵蓋範圍，以及包括生成式 AI 在內之新興風險類別的供應商，且此投資須延續多年。Symantec 
對此平台之持續擴充——從最初之端點與網路 DLP 基礎，延伸至 CloudSOC CASB、Information Centric Analytics， 
乃至如今之資料安全態勢管理與生成式 AI 監控——正是此種持續性投資之最佳寫照。

關於 Broadcom 旗下之 Symantec 資料外洩防護
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Deployment Flexibility and System Requirements

No two organizations run identical infrastructure, and Symantec DLP is deliberately built to accommodate that  

reality  rather  than force  a  single  deployment  model.  The solution comprises  a  single  unified management 

platform, a lightweight endpoint agent, and powerful content-aware detection products, available across the full 

range of deployment styles an enterprise IT environment is likely to require: on-premises software, virtual and 

physical appliances, public, private, and hybrid cloud services, and managed services delivered through Symantec 

Partners for organizations that prefer to outsource day-to-day operation.

This flexibility matters at every stage of an organization's cloud journey. For organizations still consolidating on-

premises infrastructure, on-premises software and physical appliances integrate directly with existing network 

taps, mail transfer agents, and proxy servers. For organizations actively migrating to the cloud, virtual appliances  

and cloud-delivered services extend the same policies without requiring a parallel on-premises build-out. And for 

organizations in the process of  repatriating certain workloads from the cloud back into customer-managed 

environments — an increasingly common pattern — the same unified policy set applies regardless of which 

direction data is moving.

Scale is proven, not theoretical. Symantec DLP is designed to work in highly distributed environments and scale up 

to hundreds of  thousands of  users,  which matters directly  to security  operations engineers responsible for  

performance under peak load: DLP Network Monitor,  for example, performs deep content inspection of all  

network communications with zero packet loss, in contrast to solutions that sample packets during high-traffic  

periods and introduce false negatives exactly when the organization can least afford them.

Detailed platform-specific system requirements — supported operating systems, database versions, and appliance 

specifications — are maintained on Broadcom's support portal and should be reviewed by your engineering team 

ahead of any deployment planning exercise. What this brochure can confirm at the architecture level is that the 

deployment model chosen for one channel does not constrain the deployment model available for another: an 

organization can run Network Prevent for Email  as a virtual  appliance while running Endpoint Prevent as a  

lightweight on-device agent and DLP Cloud as a fully cloud-delivered service, all governed by the same policies  

from the same console.

Frequently Asked Questions

Does DLP Cloud require us to replace our existing on-premises DLP investment? No. DLP Core and DLP Cloud are  

designed to be combined, not chosen between. A single policy can apply controls to data stored on endpoints,  

servers,  file shares,  databases,  and SharePoint,  while that same policy simultaneously governs data moving 

through Office 365, Box, Google Workspace, and other cloud applications. Organizations with an existing on-

premises deployment typically add DLP Cloud as an extension rather than a replacement.

How disruptive is a typical rollout to end users? The platform is designed to minimize disruption through layered  

response options. Rather than blocking every policy match outright, most organizations start with monitoring and 

real-time coaching notifications, which alert users and, where appropriate, allow them to provide a business  

justification or self-correct. Blocking and quarantine actions are typically reserved for the highest-confidence,  

highest-severity policy violations, and are introduced only after the organization has validated policy accuracy 

against real traffic.

How does the platform keep false positives manageable at enterprise scale? By combining detection techniques  

within a single policy — described content matching, exact data matching, indexed document matching, sensitive 

image recognition, and vector machine learning — rather than relying on keyword or regular-expression matching 
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關於賽門鐵克
賽門鐵克是資安業界的長青樹，品牌享譽至今超過四十年。賽門鐵克(Symantec)已於2019/11併入全球網通晶片巨擘--博通(BroadCom，美國股市代號AVGO，全世界網際網路流量有99.9%經過博通的網通
晶片)軟體事業部的企業安全部門(SED)，特別是近年以半導體的嚴謹、系統化以及零錯誤思維來改造核心技術、管理框架以及整合最完整的資安生態體系，讓賽門鐵克的解決方案在穩定性、相容性、有效性
以及資安生態系整合擴充性，有著脫胎換骨並超越業界的長足進步。博通(Broadcom)是務實的完美主義者，致力於追求卓越、關注細節並且有系統和紀律地投入科技創新與嚴謹工藝，同時也大大降低交易
複雜性。Symantec持續創新的技術能為日新月異的資安問題提供更好的解決方案，近年來Symantec很少出現在由公關機制產生的頭版文章中，而且在全球前兩千大企業的市佔率及營收成長均遠遠高於併
入博通之前，增長幅度也領先其他競爭對手，是科技創新驅動的解決方案非常穩健可靠深受大型企業信賴的實證，也顯示大型企業顧客對轉型中的新賽門鐵克未來充滿信心。(美籍華人王嘉廉創辦的企業軟
體公司，組合國際電腦(CA Technologies)以及雲端運算及「硬體虛擬化」的領導廠商-VMware， 也是博通軟體事業部的成員)。2021年八月，因應國外發動的針對性攻擊日益嚴重，美國網路安全暨基礎架
構安全管理署(CISA)宣布聯合民間科技公司，發展全國性聯合防禦計畫JCDC(Joint Cyber Defense Collaborative)，而博通賽門鐵克是首輪被徵招的一線廠商，如就地緣政治考量，Symantec 也絕對是最安
全的資安廠商。擁有更強大資源與技術為後盾的賽門鐵克已更專注於整合各種最新科技於既有領先業界的端點、郵件、網頁以及身分認證等安全解決方案。

關於保安資訊
保安資訊團隊是台灣第一家專注在賽門鐵克解決方案的技術型領導廠商，被業界公認為賽門鐵克解決方案專家。自1995年起就全心全力於賽門鐵克資訊安全解決方案的技術支援、銷售、規劃與整合、教育
訓練、顧問服務，特別是提供企業IT專業人員的知識傳承(Knowledge Transfer)、協助顧客符合邏輯地解決資安問題本質的效益上，以及基於比原廠更孰悉用戶環境的優勢能提供更快速有效的技術支援回應 
，深獲許多中大型企業與組織的信賴，長期合作的意願與滿意度極高。

免責宣言：本文件由保安資訊有限公司專業細心整理後提供。如有遺誤、更新或異動均以上Symantec原廠公告為準，請知悉。2026/7

對於正將本手冊與其他競爭提案一併評估之組織而言，值得向任何供應商提出的問題，正是本手冊嘗試直接回答的
那些問題：其偵測準確度是否足以避免以大量誤報淹沒貴公司之維運團隊？其涵蓋範圍是否確實涵蓋貴公司資料所
在及移動之每一個管道，包括貴公司員工已在使用之雲端及生成式 AI 應用程式？是否能以貴組織實際運作之規模，
自動化修復事件？其部署方式是否足夠彈性，能同時符合貴公司今日與五年後之基礎架構？以及其總持有成本，反
映的是一套整合式平台，還是拼湊多項彼此獨立工具所隱藏之授權、整合及管理成本倍增效應？Symantec DLP 之建
置與持續擴充，正是圍繞著對上述每一個問題給予肯定答案而展開。

Symantec 解決方案，將資安與法規遵循政策，延伸至防火牆邊界之外，讓貴組織得以比一套零散拼湊之單點工具，
更全面、更有效地探索、監控並保護其最機敏的資訊。Symantec DLP 建構於經驗證之部署方法論、直覺易用之政策
與事件管理主控台，以及涵蓋每一項高風險管道（包括正在重塑員工工作方式之生成式 AI 應用程式）之全方位保護
範圍之上，其設計目標，是在同類企業資料保護策略中，實現最低的總持有成本。

無論貴公司當前的優先要務，是彌補特定的合規缺口、整合一套零散的舊有工具、將既有地端DLP投資延伸至雲端 
，抑或及早因應生成式 AI 所帶來之風險，起點皆相同：單一平台、單一政策引擎，以及一套能隨貴組織成長、而非
限制貴組織發展的主控台。

如欲討論針對貴公司環境量身打造之部署方案，或為貴公司之資安與法規遵循利害關係人安排 DLP Enforce Platform 
產品展示，請聯繫保安資訊業務，或造訪 https://www.savetime.com.tw/。

立即開始保護您的資訊

https://www.broadcom.com/
https://www.savetime.com.tw/

